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Abstract

In bilevel optimization, some of the variables of an optimization problem have to be an
optimal solution to another nested optimization problem. This specific structure renders
bilevel optimization a powerful tool for modeling hierarchical decision-making processes,
which arise in various real-world applications such as in critical infrastructure defense,
transportation, or energy. Due to their nested structure, however, bilevel problems are
also inherently hard to solve—both in theory and in practice. Further challenges arise if,
e.g., bilevel problems under uncertainty are considered.

In this dissertation, we address different types of uncertainties in bilevel optimization
using techniques from robust optimization. We study mixed-integer linear bilevel problems
with lower-level objective uncertainty, which we tackle using the notion of Γ-robustness.
We present two exact branch-and-cut approaches to solve these Γ-robust bilevel prob-
lems, along with cuts tailored to the important class of monotone interdiction problems.
Given the overall hardness of the considered problems, we additionally propose heuristic
approaches for mixed-integer, linear, and Γ-robust bilevel problems. The latter rely on
solving a linear number of deterministic bilevel problems so that no problem-specific
tailoring is required. We assess the performance of both the exact and the heuristic
approaches through extensive computational studies.

In addition, we study the problem of determining optimal tolls in a traffic network
in which the network users hedge against uncertain travel costs in a robust way. The
overall toll-setting problem can be seen as a single-leader multi-follower problem with
multiple robustified followers. We model this setting as a mathematical problem with
equilibrium constraints, for which we present a mixed-integer, nonlinear, and nonconvex
reformulation that can be tackled using state-of-the-art general-purpose solvers. We
further illustrate the impact of considering robustified followers on the toll-setting policies
through a case study.

Finally, we highlight that the sources of uncertainty in bilevel optimization are much
richer compared to single-level optimization. To this end, we study two aspects related
to so-called decision uncertainty. First, we propose a strictly robust approach in which
the follower hedges against erroneous observations of the leader’s decision. Second, we
consider an exemplary bilevel problem with a continuous but nonconvex lower level in
which algorithmic necessities prevent the follower from making a globally optimal decision
in an exact sense. The example illustrates that even very small deviations in the follower’s
decision may lead to arbitrarily large discrepancies between exact and computationally
obtained bilevel solutions.
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1. Introduction

Optimization models are valuable tools that assist decision-makers in their decision-making
processes. Classic, or single-level, optimization is used to model situations in which a single
person or entity makes all decisions. While this is appropriate in many situations, there
are also various real-world applications that involve more than one decision-maker. Often,
a decision-maker has to decide in anticipation of the reaction of another decision-maker.
The individual decisions may influence each other and, in addition, they may be motivated
by conflicting objectives. Since classic optimization models do not cover situations in
which multiple decision-makers interact, this has contributed to the development of
hierarchical or bilevel optimization.

Bilevel optimization has its roots in economics and dates back to the seminal works
by von Stackelberg (1934, 1952). However, in the field of mathematical optimization,
it has been introduced much later by Bracken and McGill (1973). Bracken and McGill
(1973) study hierarchical decision-making processes within military contexts, which they
formulate as “mathematical programs with optimization problems in the constraints”. This
notion particularly reflects the essence of bilevel optimization, where some of the variables
of an optimization problem have to be an optimal solution to another nested optimization
problem. On the one hand, this nested structure makes bilevel optimization a powerful tool
for modeling hierarchical decision-making processes as it allows to combine two different
decision-makers in one model. On the other hand, however, it renders bilevel problems
intrinsically hard to solve—both in theory and in practice. The challenges associated with
bilevel problems have already been recognized in the early publication by Candler and
Norton (1977). Complexity questions, however, have not been formally addressed until the
mid-1980s; see Jeroslow (1985). In this context, Hansen et al. (1992) have shown that even
linear bilevel problems, i.e., those with continuous variables, linear objective functions,
and linear constraints, are strongly NP-hard in general. Despite their intrinsic hardness,
researchers are increasingly interested in more and more complicated instantiations of
bilevel problems to model situations in real-world applications. Additional challenges
in bilevel optimization arise if, e.g., (i) mixed-integer aspects are involved, (ii) further
nonlinearities or nonconvexities are introduced, or (iii) problems under uncertainty are
considered. While the latter is at the core of this dissertation, we also incorporate aspects
from (i) and (ii) in this thesis.

1.1 A Primer on Bilevel Optimization Under Uncertainty

In many practical applications, decision-makers are forced to make decisions under
uncertainty due to various reasons. One possible source of uncertainty is that the problem
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Figure 1.1: Papers per year as cited in the survey in [YB2]; see Figure 6 in [YB2].

data relies on predictions, which may not be accurate. For instance, travel times between
two locations are based on estimates that may be subject to uncertainty due to unforeseen
events such as accidents or changing weather conditions. Moreover, some parameters of
the model may be practically impossible or too costly to measure exactly. In single-level
optimization, there are two main approaches for dealing with such uncertainties: stochastic
optimization (see, e.g., Birge and Louveaux (2011), Kall and Wallace (1994), and Shapiro
et al. (2009)) and robust optimization (see, e.g., Ben-Tal and Nemirovski (1998), Ben-Tal
et al. (2009), Bertsimas et al. (2011), and Soyster (1973)). The same two paths have been
followed to address uncertainties in bilevel problems as well.

Although research on bilevel optimization under uncertainty has started rather recently
in the 1990s, there have already been considerable contributions in this field. In Figure 1.1,
we show the number of papers per year that have been cited in the survey in [YB2] on
bilevel optimization under uncertainty, which illustrates the development of the field.
Most of the papers discussed in [YB2] deal with bilevel problems that are subject to
so-called data uncertainty, i.e., uncertainties in the data of the bilevel problem. To the
best of our knowledge, the earliest papers that pursue a stochastic approach to address
data uncertainty in bilevel problems are those by Cormican et al. (1998) and Patriksson
and Wynter (1999, 1997). Especially over the last decade, however, a substantial amount
of work has been conducted in the field of stochastic bilevel optimization. Notable
contributions include, e.g., Bolusani et al. (2020), Ivanov (2018, 2014), Dempe et al.
(2017), Yanıkoğlu and Kuhn (2018), Burtscheidt et al. (2020), or Burtscheidt and Claus
(2020). While the majority of papers on bilevel optimization under uncertainty consider a
stochastic setup, only a few works pursue a robust approach to deal with data uncertainty.
Early works in this field include, e.g., Nikoofal and Zhuang (2011), Haghighat (2014), or
Chuong and Jeyakumar (2017). Nevertheless, robust approaches to deal with uncertainties
in bilevel optimization are still in their infancy.

In contrast to single-level optimization, the sources of uncertainty in bilevel opti-
mization are much richer and, in particular, go beyond data uncertainty. Since bilevel
optimization involves two decision-makers, there may be additional uncertainties associ-
ated with their respective decisions. This kind of uncertainty is referred to as decision
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uncertainty. We note that decision uncertainty does not play a role in single-level opti-
mization, given that there is only one decision-maker involved. While data uncertainty
has already received considerable attention in the context of bilevel optimization, decision
uncertainty has been much less investigated, despite the various reasons contributing to
it. One possible reason for decision uncertainty is that one decision-maker may not be
able to observe or anticipate the reaction of the other decision-maker perfectly (see, e.g.,
Bagwell (1995), Molan and Schmidt (2023), Molan et al. (2023), Pita et al. (2010, 2008),
and van Damme and Hurkens (1997)). Moreover, decision-makers are usually assumed to
act as optimizers. However, limited intellectual or computational resources may prevent
decision-makers from reacting optimally. Instead, approximately optimal or heuristic
responses may be taken, which may lead to response uncertainty (see, e.g., Besançon
et al. (2021, 2024), Shi et al. (2023), and Zare et al. (2020)). Another possible reason
for decision uncertainty may stem from uncertainties regarding the level of cooperation
between the decision-makers, who may act as adversaries, cooperators, or something in
between (see, e.g., Aboussoror and Loridan (1995), Mallozzi and Morgan (1996), Salas
and Svensson (2023), and Zeng (2020)). To conclude, let us mention that both data
and decision uncertainty are naturally related to the broader notion of so-called bounded
rationality. For an introduction to the topic, we refer to the seminal works by Simon
(1955, 1956, 1972) and the book by Rubinstein (1998).

1.2 Contributions and Organization

In this dissertation, we summarize our contributions to the field of bilevel optimization
under uncertainty in which we use techniques from robust optimization to address
uncertainties in the lower-level problem. In particular, we focus on robust bilevel problems
with a “here-and-now” follower, i.e., the follower has to decide before the uncertainty
realizes. In Part I, we provide an extended summary of our contributions. All details
on the presented approaches and all the proofs that we omit in Part I can be found in
the respective original articles that are referenced throughout this thesis. The reprints of
these articles are provided in Part II of this dissertation.

Part I of this dissertation is organized as follows. In Chapter 2, we review the
foundations of bilevel and robust optimization, discuss reformulation techniques that are
commonly used in practice, and elaborate on potential algorithmic challenges. Moreover,
we discuss different modeling aspects for robust bilevel problems, which are at the
intersection of bilevel and robust optimization problems. In Chapter 3, we present
exact branch-and-cut approaches to solve mixed-integer linear bilevel problems with
a Γ-robust treatment of lower-level objective uncertainty. In Chapter 4, we present
heuristic approaches for these problems. In Chapter 5, we propose a robust approach
to hedge against uncertain travel costs for the problem of determining optimal tolls
in a traffic network. In Chapter 6, we show that the sources of uncertainty in bilevel
optimization are much richer compared to single-level optimization using two exemplary
instantiations related to decision uncertainty. Finally, in Chapter 7, we conclude Part I of
this dissertation with a summary of our contributions and a discussion of possible future
research directions.
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2. Foundations of Bilevel and Robust
Optimization

In this chapter, we elaborate on the basics of bilevel and robust optimization. In Section 2.1,
which is based on Colson et al. (2007) and Dempe (2002), we introduce the concept of
bilevel optimization. We discuss reformulation techniques for this class of optimization
problems that are commonly used in practice and elaborate on potential challenges
associated with them. Afterward, in Section 2.2, we briefly discuss the principles of
robust optimization with a particular focus on the notions of strict and Γ-robustness.
The content of this section is based on Ben-Tal et al. (2009), Bertsimas et al. (2011), and
Bertsimas and Sim (2003). Finally, in Section 2.3, we address problems at the intersection
of bilevel and robust optimization and summarize the discussions in [YB1].

2.1 Bilevel Optimization

In bilevel optimization, some of the variables of an optimization problem have to be an
optimal solution to another nested optimization problem. This nested structure renders
bilevel optimization a powerful tool for modeling hierarchical decision-making processes as
it allows to combine two different decision-makers in one model. In bilevel optimization,
one decision-maker (the leader) makes a decision while anticipating an optimal reaction of
another decision-maker (the follower). The decisions of both the leader and the follower
are interdependent, i.e., each influences the other. We consider a sequential interaction
between the two decision-makers, i.e., we consider the timing

leader ↷ follower.

This means that, in anticipation of the follower’s response, the leader takes her decision
first. Then, after observing the decision of the leader, the follower makes his own decision,
taking the leader’s choice into account. Throughout this dissertation, we use “her” for the
leader and “his” for the follower.

2.1.1 Problem Statement

More formally, a bilevel problem is an optimization problem of the form

“min
x∈X

” F (x, y) (2.1a)

s.t. G(x, y) ≥ 0, (2.1b)
y ∈ S(x), (2.1c)
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where S(x) is the set of optimal solutions to the x-parameterized problem

min
y∈Y

f(x, y) (2.2a)

s.t. g(x, y) ≥ 0. (2.2b)

The objective functions are given by F, f : Rnx×Rny → R and the constraint functions are
given by G : Rnx ×Rny → Rl and g : Rnx × Rny → Rm. The sets X ⊆ Rnx and Y ⊆ Rny

are used to impose integrality constraints on (some of) the variables x and y, respectively.
We call

{(x, y) ∈ X × Y : G(x, y) ≥ 0, y ∈ S(x)}
the bilevel feasible set. We further define the so-called shared constraint set of the bilevel
problem (2.1) as

Ω := {(x, y) ∈ X × Y : G(x, y) ≥ 0, g(x, y) ≥ 0} .

Its projection onto the x-space is given by

Ωx := {x ∈ X : ∃y with (x, y) ∈ Ω} .

We refer to Problem (2.1) as the leader’s (or the upper-level) problem and to Problem (2.2)
as the follower’s (or the lower-level) problem. The variables x and y are called the leader’s
and the follower’s variables, respectively. The set S(x) is also called rational reaction set
of the follower. In the case that S(x) is not a singleton, i.e., the follower’s response to
the leader’s decision is not unique, the bilevel problem (2.1) is ill-posed. This ambiguity
is expressed by the quotation marks in (2.1a). To overcome this issue, it is common
to pursue either an optimistic or a pessimistic approach to bilevel optimization. In the
optimistic setting, it is assumed that the leader can influence the follower’s response
so that he selects a decision that favors the leader w.r.t. her objective function value.
Formally, the cooperative nature of the follower is expressed by jointly optimizing over
the variables x and y in the upper-level problem, i.e., the optimistic variant of the bilevel
problem (2.1) is given by

min
x∈X,y

F (x, y) (2.3a)

s.t. G(x, y) ≥ 0, (2.3b)
y ∈ S(x). (2.3c)

Here, S(x) again denotes the set of optimal solutions to the x-parameterized lower-level
problem (2.2). In contrast, the leader anticipates that the follower will choose the worst
possible solution for her in the pessimistic setting. The pessimistic approach to bilevel
optimization has been addressed, e.g., in Aussel and Svensson (2019), Lampariello et al.
(2019), Liu et al. (2020), Wiesemann et al. (2013), and Zeng (2020). In the case that
we need to distinguish between an optimistic or a pessimistic follower, we focus on the
optimistic setting in this dissertation.

2.1.2 Single-Level Reformulations

Most solution approaches in bilevel optimization rely on reformulating the bilevel problem
as a classic, i.e., single-level, optimization problem. Then, after some potential further
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reformulations, these problems can be tackled using state-of-the-art general-purpose
solvers. In this dissertation, we consider the following two approaches to obtain a
single-level reformulation of the optimistic bilevel problem (2.3).

Value-Function Reformulation For a given leader’s decision x, we define the optimal-
value function of the lower-level problem (2.2) as

Φ(x) := min
y∈Y
{f(x, y) : g(x, y) ≥ 0} .

Using this notation, we can re-write the bilevel problem (2.3) as the single-level problem

min
x,y

F (x, y) (2.4a)

s.t. (x, y) ∈ Ω, (2.4b)
f(x, y) ≤ Φ(x). (2.4c)

Problem (2.4) is called the value-function reformulation of the bilevel problem (2.3).
While Problem (2.4) may seem like an ordinary single-level problem, the lower-level
optimal-value function poses considerable challenges. This is due to the fact that, even
under strong assumptions, the optimal-value function is usually neither smooth nor
known in a closed form. Hence, Constraint (2.4c), which ensures the optimality of the
follower’s response, still reflects the overall hardness of the bilevel problem. Despite this
initial drawback, the value-function reformulation (2.4) is frequently used in practice,
especially in mixed-integer bilevel optimization. For instance, many solution approaches
for mixed-integer bilevel problems start by solving the so-called high-point relaxation

min
x,y

F (x, y) s.t. (x, y) ∈ Ω,

which is obtained from Problem (2.4) by omitting Constraint (2.4c). Afterward, bilevel-
infeasible points are discarded, e.g., by branching, by adding cutting planes, or by
approximating the lower-level optimal-value function; see, e.g., DeNegre and Ralphs
(2009), Fischetti et al. (2017, 2019, 2018a), and Xu and Wang (2014).

KKT Reformulation Building on the seminal work by Fortuny-Amat and McCarl
(1981), the most common approach in practice to reformulate Problem (2.3) as a single-
level problem is to exploit optimality conditions of the lower level. This approach, however,
is only viable if the follower’s problem possesses a compact optimality certificate, which
is both necessary and sufficient. For the remainder of this section, we thus assume that
the lower-level problem (2.2) is a parametric convex optimization problem. The latter
implies that, for a given leader’s decisions x, the following holds:

(i) the objective function y 7→ f(x, y) is convex,

(ii) the constraint functions y 7→ gi(x, y) are concave for all i ∈ {1, . . . ,m} with g(x, y) =
(gi(x, y))i∈{1,...,m}, and

(iii) all follower’s variables are continuous, i.e., Y = Rny .
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In addition, we assume that the objective and the constraint functions of the follower
are continuously differentiable and that the lower-level problem satisfies a constraint
qualification such as, e.g., Slater’s constraint qualification for all x ∈ Ωx. Further details on
constraint qualifications can, e.g., be found in Boyd and Vandenberghe (2004) and Nocedal
and Wright (2006). Given the above assumptions, the Karush–Kuhn–Tucker (KKT)
conditions are both necessary and sufficient optimality conditions for the x-parameterized
lower-level problem. We can thus reformulate the bilevel problem (2.3) by replacing the
lower level by its KKT conditions. The resulting single-level reformulation is then given by

min
x,y,λ

F (x, y) (2.5a)

s.t. G(x, y) ≥ 0, g(x, y) ≥ 0, (2.5b)
∇yL(y, λ;x) = 0, (2.5c)
λigi(x, y) = 0, i ∈ {1, . . . ,m} , (2.5d)
x ∈ X, y ∈ Y, λ ∈ Rm

≥0. (2.5e)

Here, we use ∇yL(y, λ;x) to denote the gradient of the Lagrangian function of the x-
parameterized lower-level problem, i.e.,

∇yL(y, λ;x) = ∇yf(x, y)−
m∑

i=1

λi∇ygi(x, y).

Problem (2.5) is called the KKT reformulation of the bilevel problem (2.3). We emphasize
that the bilevel problem (2.3) and its single-level KKT reformulation (2.5) are only
equivalent on the level of globally optimal solutions; see, e.g., Theorems 2.1 and 2.3 in
Dempe and Dutta (2012) for the details. Here, “equivalence” is to be understood in
the following sense. For a global solution (x∗, y∗) to the bilevel problem (2.3), there
exists λ∗ such that (x∗, y∗, λ∗) is a global solution to Problem (2.5). Conversely, for a
global solution (x∗, y∗, λ∗) to Problem (2.5), (x∗, y∗) is a global solution to the bilevel
problem (2.3). In particular, to establish this relation, the assumption that the lower-level
problem satisfies Slater’s constraint qualification for all x ∈ Ωx cannot be omitted.

Due to nonconvexities in Constraints (2.5c) and (2.5d), solving Problem (2.5) is not
an easy task, even under the aforementioned convexity assumptions on the lower-level
problem. While Constraints (2.5c) are linear equality constraints in the case of linear
or convex-quadratic lower-level problems, the complementarity conditions (2.5d) render
Problem (2.5) a nonlinear and nonconvex problem. Hence, computing global solutions
to Problem (2.5) remains challenging even in this setting. Nevertheless, due to their
intrinsic disjunctive nature, we can exploit techniques from mixed-integer optimization to
tackle Constraints (2.5d). The latter is at the core of many enumeration-based algorithms
such as, e.g., branch-and-bound (Land and Doig 1960). One approach that is frequently
used in practice is to reformulate Constraints (2.5d) using auxiliary binary variables and
sufficiently large big-M constants; see, e.g., Fortuny-Amat and McCarl (1981). However,
a considerable drawback of this approach is the need for valid big-Ms. Choosing too small
values for these constants may cut off lower-level optimal solutions, an issue that has been
illustrated in Pineda and Morales (2019). Complexity questions related to finding and
validating correct big-M constants have further been addressed in Buchheim (2023) and
Kleinert et al. (2020), respectively. Another approach to tackle Constraints (2.5d), which
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does not require determining sufficiently large big-M constants, is the use of so-called
special ordered sets of type 1 (SOS1). Further details on the latter two approaches as
well as a computational comparison can, e.g., be found in Kleinert and Schmidt (2023).

Finally, we mention that one may also consider optimality certificates other than the
KKT conditions to obtain a single-level reformulation of the bilevel problem (2.3). An
alternative to the KKT approach, though less frequently used in practice, is to exploit a
strong-duality theorem, if such a theorem is available for the lower-level problem at hand.
Works that have pursued a strong-duality based approach include, e.g., Zare et al. (2019),
Motto (2005), or Kleinert et al. (2021a).

2.2 Robust Optimization

In many practical applications, decision-making processes can be particularly challenging
due to inherent uncertainties in real-world data. As a consequence, decision-makers are
frequently forced to make decisions under uncertainty. Despite the fact that uncertainty
can, in general, not be avoided when making decisions, the associated optimization
models are usually considered under the assumption of certain data. However, even small
perturbations in the data can render a decision sub-optimal or even infeasible for the
problem at hand; see, e.g., the case study in Ben-Tal et al. (2009) for an illustrative
example. Thus, the consideration of uncertainties in decision-making processes is of
significant practical importance. One approach to deal with uncertainties in mathematical
optimization is to exploit techniques from robust optimization, which has its origins
in the seminal work by Soyster (1973). In robust optimization, it is assumed that the
uncertainties only take values in a predefined uncertainty set U , which is typically modeled
using boxes, polyhedra, ellipsoids, or cones. The decision-maker adopts a worst-case-
oriented approach by aiming for a decision that is feasible for all possible realizations of
the uncertainty within the given uncertainty set. Among all these so-called robust feasible
decisions, the decision-maker then selects the best one w.r.t. the objective function value.

Although the assumption of a predefined uncertainty set may seem paradoxical at first,
it can indeed be reasonable in practical situations. Often, reliable estimates are available
for the mean of the uncertain parameters or their variability so that, e.g., the uncertainty
set could represent the confidence intervals of the uncertain parameters. Nevertheless, we
note that other approaches are possible as well to deal with uncertainties. For instance,
in stochastic optimization, it is assumed that the uncertainties can be described by
probability distributions that are known in advance. The decision-maker then hedges
against uncertainties in a probabilistic sense, e.g., by optimizing over expected values,
by considering chance constraints, or some risk-averse models. Since we do not consider
stochastic approaches in this dissertation, we refer to Birge and Louveaux (2011), Kall
and Wallace (1994), and Shapiro et al. (2009) for further details. Finally, we mention that,
in between stochastic and robust optimization, there is an additional approach known as
distributional robustness; see, e.g., Goh and Sim (2010) and Wiesemann et al. (2014).

In this dissertation, we focus on strictly and Γ-robust approaches to deal with uncer-
tainties in (mixed-integer) problems of the form

max
y

f⊤y s.t. y ∈ Y ⊆ RnC × ZnD (2.6)

with ny = nC+nD and f ∈ Rny . We refer to Problem (2.6) as the nominal or deterministic
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problem. In the following chapters, we commonly assume that the objective function
coefficients of Problem (2.6) are uncertain but known to vary within a given uncertainty
set U . The feasible set Y is mainly considered to remain unaffected by uncertainties.
Hence, to streamline the discussion, we focus on problems of the form given in (2.6)
with objective uncertainty for the remainder of this section. Details on how to treat
uncertainties in the constraints can, e.g., be found in Ben-Tal et al. (2009), Bertsimas
et al. (2011), and Gorissen et al. (2015).

2.2.1 Strict Robustness

We are interested in a solution to the nominal problem (2.6) that is optimal for the worst
possible realization of the uncertain objective function coefficients, which are known to
take values in a predefined set U . In particular, the decision-maker has to decide in a
“here-and-now” fashion, i.e., before the uncertainty realizes. This leads us to considering
the so-called (strictly) robust counterpart of Problem (2.6), which is given by

max
y∈Y

min
f̃∈U

f̃ ⊤y. (2.7)

Usually, the uncertainty set U contains infinitely many elements so that there may be
infinitely many possible objective functions to consider. One of the main approaches
in robust optimization to solve Problem (2.7) is thus to reformulate the problem as
an equivalent computationally tractable one. In this context, we emphasize that the
geometry of the uncertainty set U may significantly affect the tractability of the robust
counterpart (2.7). For discussions on the tractability of robust counterparts w.r.t. different
uncertainty set geometries, we refer to Ben-Tal et al. (2009) and Bertsimas et al. (2011).
Often, a tractable reformulation of the robust counterpart (2.7) is obtained by using
duality theory. We now briefly illustrate such a duality-based approach. To this end, we
assume that the uncertainty set is parameterized in an affine way by

U = {f + Pζ : ζ ∈ Z ⊆ Rq}

with the vector of nominal values f ∈ Rny , a perturbation matrix P ∈ Rny×q, and a
polyhedral perturbation set Z = {ζ ∈ Rq : Hζ ≥ h} with H ∈ Rs×q and h ∈ Rs. By the
affine parameterization of the uncertainty set U , we can re-write Problem (2.7) as

max
y∈Y

{
f⊤y + min

ζ∈Rq

{
(P⊤y)⊤ζ : Hζ ≥ h

}}
(2.8a)

=max
y∈Y

{
f⊤y +max

z∈Rs

{
h⊤z : H⊤z = P⊤y, z ≥ 0

}}
. (2.8b)

The equality in (2.8b) follows from the fact that the inner minimization problem in (2.8a)
is a linear problem for fixed y and from exploiting strong duality. Taking the previous
considerations into account, the robust counterpart (2.7) can be solved as the (mixed-
integer) problem

max
y,z

f⊤y + h⊤z s.t. y ∈ Y, H⊤z = P⊤y, z ∈ Rs
≥0.
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2.2.2 Γ-Robustness

A notable point of criticism regarding the strictly robust approach outlined in Section 2.2.1
is the potential over-conservatism of solutions. Since it seems unlikely that all uncertain
parameters realize in a worst-case sense, there has been a growing interest in more flexible
approaches to deal with uncertainties. One such approach is the so-called Γ-robust
approach (Bertsimas and Sim 2003, 2004; Sim 2004), which we present in the following.
To this end, we assume that the uncertainty set takes the form

U = U1 × · · · × Uny with Ui := [fi −∆fi, fi] for all i ∈ [ny] := {1, . . . , ny} .

Here, fi is the nominal value of the ith objective function coefficient and ∆fi ≥ 0 is
its maximum deviation from the nominal value. Pursuing a Γ-robust approach, the
decision-maker only hedges against a subset of at most Γ uncertain parameters that
adversely affect the solution to the problem at hand. Here, the parameter Γ ∈ {0, . . . , ny}
is used to control the decision-maker’s level of conservatism regarding the solution. The
so-called Γ-robust counterpart of Problem (2.6) is then given by

v := max
y∈Y

{
f⊤y − max

{S⊆[ny ] : |S|≤Γ}

∑

i∈S
∆fi |yi|

}
. (2.9)

In particular, Problem (2.9) captures the nominal and the strictly robust formulation of
the problem as special cases. The remainder of this section is now devoted to obtaining
tractable reformulations of the Γ-robust counterpart (2.9).

Theorem 2.1 (cf. Theorem 1 in Bertsimas and Sim (2003)). The Γ-robust counter-
part (2.9) of Problem (2.6) has an equivalent mixed-integer formulation given by

max
y,z,θ

ny∑

i=1

fiyi − Γθ −
ny∑

i=1

zi (2.10a)

s.t. θ + zi ≥ ∆fiui, i ∈ [ny], (2.10b)
− ui ≤ yi ≤ ui, i ∈ [ny], (2.10c)
y ∈ Y, z, u ∈ Rny

≥0, θ ∈ R≥0. (2.10d)

Constraints (2.10c) are used to linearize the absolute value in Problem (2.9). Hence,
Constraints (2.10c) as well as the variables u can be eliminated in Problem (2.10) if the
variables y are restricted to be non-negative. We can further reformulate Problem (2.10)
under the assumption of only binary variables y and by imposing the following.

Assumption 2.1. The indices are ordered such that the deviations are given in non-
increasing order, i.e., ∆fi ≥ ∆fi+1 holds for all i ∈ [ny] with ∆fny+1 = 0.

Assumption 2.1 is w.l.o.g. but necessary for the following theorem.

Theorem 2.2 (cf. Theorem 3 in Bertsimas and Sim (2003)). Suppose that Y ⊆ {0, 1}ny

holds. Then, under Assumption 2.1, the Γ-robust counterpart (2.9) of Problem (2.6) can
be solved by solving ny + 1 problems of the nominal type, i.e.,

v = max
ℓ∈[ny+1]

{vℓ} ,

11



where, for all ℓ ∈ [ny + 1], we have

vℓ := −Γ∆fℓ +max
y∈Y

{
f̃(ℓ)⊤y

}
with f̃(ℓ)i =

{
fi − (∆fi −∆fℓ), 1 ≤ i ≤ ℓ,

fi, ℓ+ 1 ≤ i ≤ ny.

In Miranda et al. (2013), the authors present an improvement of the result in Theo-
rem 2.2 by reducing the number of deterministic problems to be solved to ny − Γ + 2.
Further reductions have been established by Lee and Kwon (2014) so that it suffices to
consider ⌈(ny − Γ)/2⌉+ 1 problems of the nominal type.

Theorem 2.3 (cf. Theorem 1 in Lee and Kwon (2014)). Suppose that Y ⊆ {0, 1}ny

holds. Then, under Assumption 2.1, the Γ-robust counterpart (2.9) of Problem (2.6) can
be solved by solving

v = max
ℓ∈L
{vℓ} ,

where L = {Γ + 1,Γ + 3,Γ + 5, . . . ,Γ + γ, ny + 1}, γ is the largest odd integer such
that Γ + γ < ny + 1, and

vℓ := −Γ∆fℓ +max
y∈Y

{
f̃(ℓ)⊤y

}
with f̃(ℓ)i =

{
fi − (∆fi −∆fℓ), 1 ≤ i ≤ ℓ,

fi, ℓ+ 1 ≤ i ≤ ny,

for all ℓ ∈ L.

2.3 Robust Bilevel Optimization

While typically being investigated in distinct communities, bilevel and robust optimization
share several commonalities that strongly suggest a certain connection between these
two problem classes. For instance, pessimistic bilevel optimization is rather naturally
connected to the field of robust optimization; see, e.g., Wiesemann et al. (2013). Recently,
further connections have been established in Goerigk et al. (2025) for certain instances
of bilevel and robust optimization problems. In particular, the work in Goerigk et al.
(2025) may be seen as a first systematic step towards bridging the gap between bilevel
and robust optimization. In this dissertation and, in particular, in this section, however,
we are interested in optimization problems at the intersection of bilevel and robust
optimization. We refer to these problems as robust bilevel problems. The field of robust
bilevel optimization is still in its infancy. Nevertheless, due to the growing interest in
considering uncertainties in bilevel problems, it is a promising direction of current and
future research. In this section, we outline the basic concepts discussed in [YB1] for
bilevel problems with a robust treatment of uncertainties in the lower-level data. In
Section 2.3.1, we present different variants of robust bilevel problems, which we illustrate
in Section 2.3.2 using an academic example.

2.3.1 Variants of Robust Bilevel Problems

In [YB1], we focus on the bilevel setting without coupling constraints, i.e., there are no
upper-level constraints that explicitly depend on the follower’s variables y. This means
that we consider deterministic bilevel problems of the form

”min
x∈X

” F (x, y) s.t. G(x) ≥ 0, y ∈ S(x) := argmin
y′∈Y

{
f(x, y′) : g(x, y′) ≥ 0

}
. (2.11)
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In [YB1], we address bilevel problems of the form given in (2.11) with a (strictly) robust
treatment of lower-level objective uncertainty. To be more precise, we assume that the
lower-level objective function f of Problem (2.11) is affected by uncertainties u that are
known to vary within a given and compact uncertainty set U . In the single-level setting
outlined in Section 2.2, we have considered a single robust decision-maker who makes a
here-and-now decision before the uncertainty realizes. In bilevel optimization, there are
two different possibilities regarding the timing of when the uncertainty is revealed.

In the first variant, the uncertainty realizes after the follower makes his decision.
Hence, both the leader and the follower have to decide before the uncertainty is revealed,
i.e., we consider the timing

leader x ↷ follower y = y(x) ↷ uncertainty u. (2.12)

This means that the leader anticipates an optimal response of the follower who hedges
against objective uncertainty in a robust way. We refer to this type of problem as a bilevel
problem with a here-and-now follower. Formally, the problem is obtained by setting

S(x) := argmin
y′∈Y

{
max
u∈U

f̃(x, y′, u) : g(x, y′) ≥ 0

}
(2.13)

in Problem (2.11). For a given leader’s decision x, Problem (2.13) is a classic, i.e.,
single-level, robust problem. Hence, we can exploit any of the concepts known for
single-level robust optimization to deal with the robust counterpart of the lower-level
problem. However, the response of the robust follower may not be unique. To address
such ambiguities, one also needs to distinguish between the optimistic and the pessimistic
approach in the robust bilevel setting. For optimistic robust bilevel problems, the same
reformulation techniques as for deterministic bilevel problems can be applied. If, e.g.,
Problem (2.13) can be reformulated as a problem for which the KKT conditions are
necessary and sufficient, we can replace the robustified lower-level problem by its KKT
conditions to obtain a single-level reformulation of the overall robust bilevel problem.

In the second timing variant, the uncertainty is revealed before the follower makes
his decision. In this setting, the leader first decides in a here-and-now fashion without
full knowledge of the lower-level problem. Then, the uncertainty realizes and, finally,
the follower makes a “wait-and-see” decision, taking both the leader’s decision and the
uncertainty realization into account. Hence, one considers the timing

leader x ↷ uncertainty u ↷ follower y = y(x, u). (2.14)

Bilevel problems that are subject to the timing in (2.14) are referred to as bilevel problems
with a wait-and-see follower. Formally, these problems can be modeled as

“min
x∈X

max
u∈U

” F (x, y) s.t. G(x) ≥ 0, y ∈ S(x, u), (2.15)

where S(x, u) is the set of optimal solutions to the (x, u)-parameterized lower-level problem

min
y∈Y

f̃(x, y, u) s.t. g(x, y) ≥ 0.

In Problem (2.15), the leader hedges against the worst possible response of the follower
w.r.t. the uncertainties in the lower-level data. However, there may be an ambiguity in
the case that the set S(x, u) is not a singleton, which we express using quotation marks
in (2.15). Hence, we also need to distinguish between the optimistic and the pessimistic
approach in the robust bilevel setting with a wait-and-see follower.
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Figure 2.1: Both figures show the upper-level constraints (dashed blue lines), the lower-
level constraints (solid black and orange lines), the shared constraint set (gray area), and
the bilevel feasible set (solid orange lines) of the bilevel problem (2.16). The deterministic
variant of the problem is depicted on the left and the variant with a here-and-now follower
is given on the right; cf. Figure 1 in [YB1].

2.3.2 An Academic Example

We now illustrate how the timing (2.12) vs. (2.14) may affect solutions to robust bilevel
problems. To this end, we consider the linear bilevel problem taken from [YB2] that is
given by

“min
x∈R

” F (x, y) = x+ y (2.16a)

s.t. x− y ≥ −1, (2.16b)
3x+ y ≥ 3, (2.16c)
y ∈ S(x), (2.16d)

where S(x) denotes the set of optimal solutions to the x-parameterized lower level

min
y∈R

f(x, y) = −0.1y (2.17a)

s.t. − 2x+ y ≥ −7, (2.17b)
− 3x− 2y ≥ −14, (2.17c)
0 ≤ y ≤ 2.5. (2.17d)

The problem is shown in Figure 2.1 (left). Note that the lower-level problem (2.17) has
a unique solution for every feasible decision x of the leader. Hence, there is no need to
distinguish between the optimistic and the pessimistic case. The optimal solution to
the bilevel problem (2.16), which is illustrated by the thick dot in Figure 2.1, is given
by (x∗, y∗) = (1.5, 2.5). We now introduce uncertainties in the lower-level objective. To
this end, we consider

f̃(x, y, u) = (−0.1 + u)y with u ∈ U := {u ∈ R : − 0.5 ≤ u ≤ 0.5} .
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Here-and-Now Follower We consider the timing in (2.12), i.e., the robust lower-level
problem is given by

min
y∈R

max
u∈U

f̃(x, u, y) = (−0.1 + u)y s.t. (2.17b)–(2.17d).

Using classic techniques from robust optimization, we obtain a modified gradient of
the lower-level objective function. The latter is shown in Figure 2.1 (right). Since the
follower’s response is unique for every feasible x, there is (again) no need to distinguish
between the optimistic and the pessimistic setting. The optimal solution (x∗, y∗) = (1, 0)
to the overall robust bilevel problem is represented by the thick dot.

Wait-and-See Follower We now consider the timing in (2.14), i.e., the overall robust
bilevel problem reads

“min
x∈R

max
u∈U

” F (x, y) s.t. (2.16b)–(2.16c), y ∈ S(x, u),

where S(x, u) is the set of optimal solutions to the (x, u)-parameterized lower-level problem

min
y∈R

f̃(x, u, y) = (−0.1 + u)y s.t. (2.17b)–(2.17d).

To solve this problem, we need to distinguish the following three cases.

(a) −0.5 ≤ u < 0.1: This case corresponds to the setting depicted in Figure 2.1 (left).
The optimal follower’s response is given by

y(x, u) =

{
2.5, x ≤ 3,

−1.5x+ 7, 3 ≤ x ≤ 4.
(2.18)

(b) u = 0.1: In this case, we have f̃(x, y, u) = 0. Hence, any feasible decision of the
follower, i.e., any y ∈ R satisfying (2.17b)–(2.17d), is optimal for the lower-level
problem. This means that we need to distinguish between an optimistic and a
pessimistic follower. In the optimistic setting, the follower reacts with

y(x, u) =

{
0, x ≤ 3.5,

2x− 7, 3.5 ≤ x ≤ 4.
(2.19)

The latter corresponds to the setting depicted in Figure 2.1 (right). A pessimistic
follower responds with (2.18).

(c) 0.1 < u ≤ 0.5: The optimal follower’s response is given by (2.19).

An optimal solution to the bilevel problem (2.16) with a wait-and-see follower is now
obtained by considering the worst among the previous three cases in dependence of the
leader’s decision x. Hence, we need to solve

min
x

F̂ (x) s.t. 1.5 ≤ x ≤ 4 (2.20)
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with the piecewise-linear function

F̂ (x) =

{
x+ 2.5, 1.5 ≤ x ≤ 3,

−0.5x+ 7, 3 ≤ x ≤ 4.

The optimal solution to Problem (2.20) is given by x∗ = 1.5. After observing both the
leader’s decision and the realization of the uncertainty, the follower then reacts with

y∗o(x
∗, u) =

{
2.5, if u ∈ [−0.5, 0.1)
0, if u ∈ [0.1, 0.5]

}
and y∗p(x

∗, u) =

{
2.5, if u ∈ [−0.5, 0.1]
0, if u ∈ (0.1, 0.5]

}

in the optimistic and the pessimistic setting, respectively.

Comparison of Solutions We summarize the solutions obtained for the different
variants of the bilevel problem (2.16) in Table 2.1. We point out that there is no need
to consider the actual uncertainty realization when reporting solutions for the nominal
and the robust here-and-now setting. In the wait-and-see setting, however, the follower’s
response depends on the actual uncertainty realization. Thus, we need to take the
realization of the uncertainty into account when reporting robust solutions with a wait-
and-see follower. When comparing the obtained solutions, there are three aspects that we
find particularly worth mentioning. First, we note that the optimal leader’s decision x∗ = 1
for the setting with a here-and-now follower is neither feasible for the nominal problem nor
for the robust variant with a wait-and-see follower. Second, we highlight that the nominal
solution and the robust solution with a wait-and-see follower coincide if u ∈ [−0.5, 0.1)
realizes. Third and finally, we emphasize that, for u ≥ 0.1, the optimal response of a
wait-and-see follower may change significantly compared to the nominal solution. To sum
up, the incorporation of uncertainties along with the considered timing ((2.12) vs. (2.14))
can make a huge difference when solving bilevel problems.

Table 2.1: Nominal and robust solutions with a here-and-now and a wait-and-see follower
for the bilevel problem (2.16).

follower

leader u optimistic pessimistic

nominal 1.5 2.5 2.5
here-and-now 1.0 0.0 0.0

< 0.1 2.5 2.5
wait-and-see 1.5 = 0.1 0.0 2.5

> 0.1 0.0 0.0
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3. Exact Methods for Mixed-Integer, Linear,
and Γ-Robust Min-Max Problems

In this chapter, we focus on mixed-integer linear bilevel problems of the form

min
x

c⊤x+ f⊤y

s.t. x ∈ X,

y ∈ argmax
y′

{
f⊤y′ : y′ ∈ Y (x)

}
,

(3.1)

where Y (x) ⊆ Zny

≥0 and X := {x ∈ RnC × ZnD : Ax ≥ a} with nx = nC + nD, c ∈ Rnx ,
f ∈ Rny , A ∈ Rl×nx , and a ∈ Rl. Problem (3.1) is a min-max problem. Hence, the
follower’s response always yields the worst-possible outcome for the leader, i.e., there is
no need to distinguish between the optimistic and the pessimistic approach to bilevel
optimization. Problems of the form given in (3.1) are of interest in various real-world
applications, such as in critical infrastructure defense, network disruption, or marketing, as
they particularly cover the important class of interdiction problems; see, e.g., Brown et al.
(2006), Cormican et al. (1998), DeNegre (2011), Fischetti et al. (2019), Furini et al. (2021),
Israeli and Wood (2002), and Wood (2011). For the remainder of this chapter, we make
the following assumptions that are commonly used in mixed-integer bilevel optimization;
see, e.g., DeNegre and Ralphs (2009), Fischetti et al. (2017), and Vicente et al. (1996).

Assumption 3.1.
(i) The shared constraint set {(x, y) : x ∈ X, y ∈ Y (x)} is non-empty and compact.

(ii) For all x ∈ X, the lower-level feasible set Y (x) is non-empty.

(iii) All linking variables, i.e., all variables of the leader that appear in the lower-level
constraints, are bounded integers.

Assumption 3.1 ensures that Problem (3.1) has an optimal solution. Moreover, we
mention that the reasons to impose Part (iii) of Assumption 3.1 are, in fact, two-fold. On
the one hand, continuous linking variables may lead to situations in which the infimum of
Problem (3.1) is not attained. An exemplary bilevel problem that illustrates this behavior
can, e.g., be found in Example 1.1 in Köppe et al. (2010). On the other hand, Part (iii) of
Assumption 3.1 implies a finite number of feasible choices for the linking variables so that
the overall number of possible parameterized lower-level problems is finite as well. This
allows for the application of enumeration-based algorithms, which is what we do in the
remainder of this chapter. In Section 3.1, we review a generic branch-and-cut approach
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to solve Problem (3.1). Afterward, in Section 3.2, we consider a variant of Problem (3.1)
that is subject to lower-level objective uncertainty. We exploit the notion of Γ-robustness
to hedge against this kind of uncertainty and, in particular, we discuss how the generic
branch-and-cut method for deterministic min-max problems needs to be adapted in this
setting. Section 3.3 is devoted to tailored techniques for monotone interdiction problems
with Γ-robust followers. Numerical results for solving this class of bilevel problems are
discussed in Section 3.4. Finally, in Section 3.5, we elaborate on exact solution approaches
for related classes of bilevel problems.

3.1 A Generic Branch-and-Cut Method for Deterministic
Min-Max Problems

Problem (3.1) is a mixed-integer linear bilevel problem with a discrete lower level. Due
to the overall hardness of the problem, which is Σp

2-hard in general, developing solution
methods is known to be a challenging task. In particular, standard reformulation tech-
niques such as, e.g., replacing the lower-level problem by its KKT conditions cannot be
applied in this setting; see Chapter 2.1 for discussions on reformulation techniques in
bilevel optimization. Instead, many solution approaches for mixed-integer bilevel prob-
lems solve the value-function reformulation of the problem by exploiting techniques from
single-level mixed-integer optimization. In the seminal work by Moore and Bard (1990),
the first branch-and-bound method for solving mixed-integer linear bilevel problems is
discussed. The idea has been extended by DeNegre and Ralphs (2009), who provide
a branch-and-cut approach for pure integer linear bilevel problems. In particular, the
latter may be seen as a turning point regarding computational mixed-integer bilevel
optimization. We also refer to DeNegre (2011) for further details. Over the past decade,
many other influential works on solution approaches for mixed-integer bilevel problems
have followed (Fischetti et al. 2017, 2018a; Tahernejad et al. 2020; Xu and Wang 2014)
so that approaches commonly used today include branch-and-cut or (problem-tailored)
decomposition methods. For a detailed discussion on further mixed-integer optimization
techniques in bilevel optimization, we refer to the survey in Kleinert et al. (2021b).

In this section, we review a generic branch-and-cut framework for mixed-integer
min-max problems of the form given in (3.1) that follows the ideas of DeNegre and Ralphs
(2009) and Wood (2011). The method is based on solving the value-function reformulation
of Problem (3.1), which is given by

min
x∈X

c⊤x+Φ(x) (3.2)

with the lower-level optimal-value function

Φ(x) := max
y

{
f⊤y : y ∈ Y (x)

}
.

In Problem (3.1), we do not consider coupling constraints. This means that there are no
upper-level constraints that explicitly depend on the follower’s variables y. The latter
is essential to project the variables y out of the problem as it is done in Problem (3.2)
using the lower-level optimal-value function. The specific structure of Problem (3.2) now
allows for the application of decomposition approaches similar to (generalized) Benders
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decomposition (Benders 1962; Geoffrion 1972), which is what we do in the following. In
this context, we note that the optimal-value function Φ(x) is usually not known in closed
form and that its evaluation corresponds to the solution of an x-parameterized discrete
optimization problem. Following the notion of Geoffrion, we thus call the lower-level
optimal-value function “complicating”. We introduce an auxiliary variable η ∈ R to move
the complicating part of the objective function into the constraints of the problem. An
equivalent reformulation of Problem (3.2) is thus given by

min
x,η

c⊤x+ η

s.t. η ≥ Φ(x),

(x, η) ∈ X × R.

(3.3)

Here, “equivalence” is to be understood in the following sense. Whenever x∗ is an optimal
solution to Problem (3.2), the pair (x∗, η∗) with η∗ := Φ(x∗) is an optimal solution to
Problem (3.3). Conversely, whenever (x∗, η∗) solves Problem (3.3), x∗ is an optimal
solution to Problem (3.2). To solve Problem (3.3), we start by considering the problem
in which the integrality constraints on the variables x as well as η ≥ Φ(x) are omitted,
i.e., we solve the linear problem

min
x,η

c⊤x+ η

s.t. (x, η) ∈ Ω0 :=
{
(x′, η′) ∈ X̄ × R : η′ ≥ η−

}
.

(3.4)

Here, the set X̄ is a continuous relaxation of X, i.e., the integer points contained in X̄
coincide with X. Moreover, η− ∈ R is a lower bound on the optimal-value function Φ(x)
for all x ∈ X. After considering Problem (3.4), we iteratively add valid inequalities
or branch to cut off integer-infeasible points and we also add valid inequalities to cut
off bilevel-infeasible points. At node j of the branch-and-cut search tree, we consider
the problem

min
x,η

c⊤x+ η

s.t. (x, η) ∈ Ωj ⊆ X̄ × R,
(3.5)

where the set Ωj contains all valid inequalities that have been added previously to cut off
integer-infeasible and bilevel-infeasible points as well as all branching decisions. If either
Problem (3.5) is infeasible or, if the objective function value corresponding to an optimal
solution (xj , ηj) exceeds the current upper bound U , we can fathom node j. Otherwise,
we do the following. First, we check if the upper-level variables xj satisfy the integrality
constraints, i.e., we check if xj ∈ X holds. To separate a fractional point, we can
either branch or exploit standard cutting planes from mixed-integer optimization, e.g., as
elaborated in Cornuéjols (2008). Otherwise, we proceed by checking for bilevel-feasibility,
i.e., we check if ηj ≥ Φ(xj) is satisfied. To this end, we solve the xj-parameterized
lower-level problem. If (xj , ηj) is bilevel-infeasible, i.e., ηj < Φ(xj) holds, we generate a
cut that separates (xj , ηj) and add it to the description of Ωj . For an overview of various
cutting planes that can be used for general classes of mixed-integer linear bilevel problems,
we refer to Tahernejad and Ralphs (2020). Nevertheless, we emphasize that stronger
formulations may be obtained for certain problems; see, e.g., Fischetti et al. (2019) and
Furini et al. (2021). All steps required to process node j of the branch-and-cut search
tree are summarized in Algorithm 3.1.
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Algorithm 3.1 Processing node j of the branch-and-cut search tree
1: Solve Problem (3.5).
2: if Problem (3.5) is infeasible then
3: Fathom the current node.
4: Let (xj , ηj) denote the optimal solution to Problem (3.5).
5: if c⊤xj + ηj ≥ U then
6: Fathom the current node.
7: if xj /∈ X then
8: Generate cuts valid for Ωj ∩ (X × R), augment Ωj , and go to Step 1 or branch.
9: Determine Φ(xj) and set U ← min{U, c⊤xj +Φ(xj)}.

10: if ηj < Φ(xj) then
11: Generate a valid cut that excludes (xj , ηj) from Ωj , augment Ωj , and go to Step 1.

3.2 Generic Branch-and-Cut Methods for Γ-Robust
Min-Max Problems

In [YB3], we study mixed-integer linear min-max problems of the form given in (3.1),
which are, however, affected by some kind of data uncertainty. The focus of [YB3] lies
on lower-level objective uncertainty, which is also what we consider in the remainder of
this chapter. To this end, we assume that the follower’s objective function coefficients are
uncertain but known to take values in the uncertainty set

U = U1 × · · · × Uny with Ui := [fi −∆fi, fi] for all i ∈ [ny] := {1, . . . , ny} .

Here, fi denotes the nominal value of the ith lower-level objective function coefficient
and ∆fi ∈ R≥0 denotes the maximum deviation from the nominal value. We pursue
a Γ-robust approach (Bertsimas and Sim 2003; Sim 2004) so that the follower only hedges
against a subset of deviations in the uncertain parameters that adversely affect the solution;
see Chapter 2.2 for further details on Γ-robustness. For given x ∈ X and Γ ∈ {0, . . . , ny},
the Γ-robust counterpart of the lower-level problem reads

Φrob(x) = max
y

{
f⊤y − max

{S⊆[ny ] : |S|≤Γ}

∑

i∈S
∆fiyi : y ∈ Y (x)

}
. (3.6)

A robustification of the overall bilevel problem (3.1) with uncertainties in the lower-level
objective function is now obtained by replacing Φ(x) with Φrob(x) in Problem (3.3).
Hence, we consider the problem

min
x,η

c⊤x+ η

s.t. η ≥ Φrob(x),

(x, η) ∈ X × R.

(3.7)

In [YB3], we present two generic branch-and-cut approaches to solve Problem (3.7). To
the best of our knowledge, there are currently no other methods in the literature that
can tackle Problem (3.7) directly. Both approaches discussed in [YB3] are based on the
algorithmic framework outlined in Section 3.1 and work as follows. We start by solving the
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problem in which we relax the integrality constraints on the leader’s variables x and we
omit η ≥ Φrob(x). Hence, also in the Γ-robust setting, we start by solving Problem (3.4).
Afterward, we iteratively add valid inequalities or branch to separate integer- or bilevel-
infeasible points, similar to how it is done in Algorithm 3.1. We emphasize that, in
Algorithm 3.1, no structural assumptions are made on the lower-level problem for pruning
nodes due to infeasibility (Line 3) or bounding (Line 6). Additionally, by exploiting
techniques from single-level mixed-integer optimization, the separation of fractional points
(Line 8) can be done independently of which specific problem is being considered at the
lower level. Hence, only the steps related to ensure bilevel feasibility (Lines 9–11 of
Algorithm 3.1) need to be adapted to account for the setting with a Γ-robust follower.
In [YB3], we present two such adaptations—one based on an extended formulation and
one based on a multi-follower formulation to solve the Γ-robust counterpart (3.6) of the
lower-level problem. Both approaches pursue similar ideas in principle, however, they
differ in the structural assumptions made regarding the lower-level feasible set and, thus,
in the treatment of bilevel-infeasible points. We present both approaches in the remainder
of this section.

3.2.1 An Extended Formulation

For fixed x ∈ X, the Γ-robust counterpart (3.6) of the lower-level problem is a classic, i.e.,
single-level, Γ-robust problem. Hence, we can apply Theorem 2.1 so that the Γ-robust
counterpart (3.6) of the lower-level problem can be solved as a mixed-integer problem.

Corollary 3.1 (cf. Lemma 1 in [YB3]). Let x ∈ X be given arbitrarily. Then, the Γ-robust
counterpart (3.6) of the lower-level problem can be solved as

max
y,z,θ

ny∑

i=1

fiyi − Γθ −
ny∑

i=1

zi

s.t. zi + θ ≥ ∆fiyi, i ∈ [ny],

y ∈ Y (x) ⊆ Zny

≥0, z ∈ Rny

≥0, θ ∈ R≥0.

(3.8)

We refer to Problem (3.8) as the extended formulation of the lower-level problem.
To process node j of the branch-and-cut search tree using the extended formulation,
we follow the steps outlined in Algorithm 3.1, wherein we replace Lines 9–11 with the
separation procedure formally stated in Algorithm 3.2. In Line 3 of Algorithm 3.2, one
may again use generic cuts (Tahernejad and Ralphs 2020) to exclude bilevel-infeasible
points. Nevertheless, in [YB3], we present problem-tailored cuts for Γ-robust monotone
interdiction problems that can be used to obtain stronger formulations. The derivation of
these cuts is discussed in Section 3.3 of this dissertation.

Algorithm 3.2 Separating bilevel-infeasible points using the extended formulation
1: Solve Problem (3.8) to obtain Φrob(x

j) and set U ← min{U, c⊤xj +Φrob(x
j)}.

2: if ηj < Φrob(x
j) then

3: Generate a valid cut that excludes (xj , ηj) from Ωj , augment Ωj , and go to Step 1
of Algorithm 3.1.
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3.2.2 A Multi-Follower Formulation

An alternative reformulation of the Γ-robust counterpart (3.6) can be obtained under the
following additional assumption.

Assumption 3.2. All lower-level variables y are binary, i.e., Y (x) ⊆ {0, 1}ny holds for
all x ∈ X.

Under Assumption 3.2, we can exploit Theorem 2.2 to reformulate Problem (3.6).

Corollary 3.2 (cf. Lemma 3 in [YB3]). Let x ∈ X be given arbitrarily. Under Assump-
tions 2.1 and 3.2, solving the Γ-robust counterpart (3.6) of the lower-level problem is
equivalent to solving ny + 1 problems of the nominal type, i.e.,

Φrob(x) = max
ℓ∈[ny+1]

{Φℓ(x)} (3.9)

holds, where for all ℓ ∈ [ny + 1], we have

Φℓ(x) = −Γ∆fℓ + max
y∈Y (x)

{
f̃(ℓ)⊤y

}
(3.10)

with

f̃(ℓ)i =

{
fi − (∆fi −∆fℓ), 1 ≤ i ≤ ℓ,

fi, ℓ+ 1 ≤ i ≤ ny.

In (3.9), the lower-level optimal-value function Φrob(x) is defined as the maximum
of ny + 1 value functions. Hence, Problem (3.7) can be interpreted as a single-leader
multi-follower problem with ny + 1 followers. We thus refer to (3.9) as the multi-follower
formulation. Moreover, for a given ℓ ∈ [ny+1], we refer to (3.10) as the ℓth lower-level (or
follower) sub-problem. As elaborated in Chapter 2.2, the number of nominal sub-problems
to be considered in (3.9) can be reduced. In [YB3] and in what follows, we hold on to the
result by Miranda et al. (2013) so that it suffices to consider

Φrob(x) = max
ℓ∈L
{Φℓ(x)} with L := {Γ, . . . , ny + 1}.

To process node j of the branch-and-cut search tree using the multi-follower formulation,
we follow the steps outlined in Algorithm 3.1, wherein we replace Lines 9–11 with the
separation procedure formally stated in Algorithm 3.3.

Algorithm 3.3 Separating bilevel-infeasible points using the multi-follower formulation
1: for all ℓ ∈ L do
2: Solve the ℓth lower-level sub-problem (3.10) to obtain Φℓ(x

j).
3: if ηj < Φℓ(x

j) then
4: Generate a valid cut that excludes (xj , ηj) from Ωj and augment Ωj .
5: Set Φrob(x

j)← maxℓ∈L{Φℓ(x
j)} and U ← min{U, c⊤xj +Φrob(x

j)}.
6: If at least one cut was added in Step 4, then go to Step 1 of Algorithm 3.1.

In contrast to the approach using the extended formulation, in which a single cut is
added at each node of the branch-and-cut search tree in case of bilevel-infeasibility, a
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cut for each follower sub-problem ℓ ∈ L that satisfies ηj < Φℓ(x
j) is added in Line 4 of

Algorithm 3.3. This means that up to |L| cuts can be added at each node. However, it
is also valid to consider, e.g., adding only the most violated cut for the given leader’s
decision xj . In [YB3], we discuss and computationally assess various cut separation
strategies. We further emphasize that the sub-problems solved in Line 2 of Algorithm 3.3
are independent. This means that, for each ℓ ∈ L, the objective function and the
constraints of the ℓth lower-level sub-problem only include the upper-level decision x and
the lower-level variables associated with the specific sub-problem. Hence, if the necessary
capacities are available, the lower-level sub-problems can be solved in parallel.

In Table 3.1, we summarize the main differences between the two generic branch-and-
cut approaches presented in this section. Despite these differences, both approaches have
in common that they terminate after a finite number of iterations with an optimal solution
to the Γ-robust min-max problem (3.7). Finite termination is due to the finiteness of the
number of feasible choices for the linking variables (Part (iii) of Assumption 3.1), the
finiteness of branch-and-cut methods to solve the lower-level problems (3.8) and (3.10),
and the finiteness of the number of cuts possibly added to the problem formulation. More
formally, we have the following theorem. For a proof of this theorem, we refer to [YB3].

Theorem 3.3 (cf. Theorem 1 in [YB3]). If we embed Algorithm 3.1 with Lines 9–11
replaced by either Algorithm 3.2 or Algorithm 3.3 into a usual branch-and-bound frame-
work, we obtain a correct method that terminates with an optimal solution (x∗, η∗) to
Problem (3.7) after a finite number of nodes and after adding an overall finite number
of cuts.

Table 3.1: Comparison of the branch-and-cut approach using an extended formulation
(Ext) and a multi-follower formulation (MF).

Ext MF

Follower variables non-negative integers binaries
Γ-robust problem type mixed-integer problem |L| binary sub-problems
Cuts per node 1 up to |L|
Parallelization X ✓

3.3 Tailored Techniques for Monotone Interdiction Problems

We now focus on interdiction problems with a follower problem that satisfies a downward
monotonicity property. In [YB3], we present tailored cuts and enhancement techniques
for the Γ-robust variant of these problems, which we summarize in the following. The
contributions of [YB3] extend the results that have been proposed in Fischetti et al. (2019)
for the deterministic variant of the problem. Throughout the remainder of this section,
we make the following assumptions.
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Assumption 3.3.
(i) The leader and the follower have the same number of variables, i.e., nx = ny = n.

(ii) All variables of the leader are binary linking variables, i.e., X ⊆ {0, 1}n.

(iii) For all x ∈ X, the lower-level feasible set is of the form

Y (x) := Y ∩ {y : yi ≤ ui(1− xi), i ∈ [n]}

with Y := {y ∈ Zn
≥0 : By ≤ b}, B ∈ Rm×n

≥0 , b ∈ Rm
≥0, and a vector of finite upper

bounds u ∈ Rn
≥0.

(iv) There are no terms depending on the leader’s variables in the upper-level objective,
i.e., c = 0.

(v) All nominal lower-level objective function coefficients are positive, i.e., fi > 0 holds
for all i ∈ [n].

Under Assumption 3.3, the deterministic min-max problem (3.1) is a discrete interdic-
tion problem with a follower problem that satisfies a downward monotonicity property.
We refer to this type of problem as a monotone interdiction problem. The downward
monotonicity property of the lower-level problem is formally stated in the following.

Proposition 3.4 (Monotonicity Property; cf. Proposition 4 in [YB3]). Let x ∈ X be
given arbitrarily. Further, let y ∈ Y (x) and let y′ ∈ Y be such that y′ ≤ y holds. Then,
y′ is a feasible follower’s decision for the given leader’s decision x, i.e., y′ ∈ Y (x) holds.

All the proofs that we omit in this section can be found in [YB3]. Let us point out that
Part (iii) of Assumption 3.3 ensures that the deterministic lower-level problem satisfies
the downward monotonicity property. Problems satisfying this property arise in many
packing-type applications, e.g., in marketing or facility location. Parts (ii) and (iv) of
Assumption 3.3 are commonly used in the interdiction setting. In particular, we highlight
that the leader’s variables x are linked to the lower-level problem only via the interdiction
constraints yi ≤ ui(1 − xi). In this context, Parts (i) and (ii) of Assumption 3.3 are
included for the ease of presentation. However, the following results can as well be
adapted to account for non-interdicting, i.e., non-linking and, thus, possibly non-binary,
variables of the leader. Moreover, the case in which the lower-level problem also includes
variables that are not subject to interdiction can be handled by partitioning the follower’s
variable set into interdicted and non-interdicted variables as it is done in Fischetti et al.
(2019). Finally, we mention that Part (v) of Assumption 3.3 is w.l.o.g. since items with
non-positive objective function coefficients are not chosen in an optimal response of the
follower. Consequently, the leader does not need to spend interdiction resources on these
items and, thus, we can omit all items with non-positive objective function coefficients in
the problem formulation.

Before we come to the core of this section, which is the derivation of cuts tailored to
monotone interdiction problems with Γ-robust followers, we present additional inequalities
for the leader’s variables x, which prove to be highly effective when considering the
problem computationally.
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Theorem 3.5 (cf. Theorem 3 in [YB3]). For all i, j ∈ [n] with i ≠ j chosen such that
A·i > A·j, B·i ≤ B·j, ui ≥ uj, fi ≥ fj, and fi−∆fi ≥ fj −∆fj, the dominance inequality

xj ≤ xi (3.11)

is satisfied in at least one optimal solution to Problem (3.7).

In [YB3], we derive two variants of so-called interdiction cuts from the extended
formulation (3.8) and the multi-follower formulation (3.9) of the lower-level problem. The
latter can be used within the branch-and-cut frameworks presented in Section 3.2. We
summarize the derivation of these interdiction cuts and present enhancements (lifted cuts
and dominance results) in the remainder of this section.

3.3.1 Deriving Interdiction Cuts from the Extended Formulation

In [YB3], we derive cuts for monotone interdiction problems with a Γ-robust follower
from a penalty reformulation of the extended formulation (3.8). To ensure the validity of
this approach, two aspects are essential. First, we exploit that the leader’s variables x are
linked to the lower-level problem only via the interdiction constraints; see Part (iii) of
Assumption 3.3. Second, we require that the Γ-robust lower-level problem satisfies the
downward monotonicity property. With respect to the latter, we show that the downward
monotonicity property is preserved from the deterministic setting when a Γ-robust follower
is considered. More formally, we have the following result.

Proposition 3.6 (cf. Proposition 5 in [YB3]). Let x ∈ X be given arbitrarily. Further,
let (y, z, θ) be feasible for the x-parameterized problem (3.8) and let y′ ∈ Y be such
that y′ ≤ y holds. Then, (y′, z, θ) is feasible for the x-parameterized problem (3.8) as well.

In [YB3], we show that, by Proposition 3.6, the extended formulation (3.8) and the
mixed-integer linear problem

max
y,z,θ

n∑

i=1

fiyi(1− xi)− Γθ −
n∑

i=1

zi

s.t. zi + θ ≥ ∆fiyi, i ∈ [n],

yi ≤ ui, i ∈ [n],

y ∈ Y, z ∈ Rny

≥0, θ ∈ R≥0,

(3.12)

admit the same optimal value for arbitrarily given x ∈ X. In Problem (3.12), we replace
the interdiction constraints yi ≤ ui(1 − xi) by the simple bound constraints yi ≤ ui.
Moreover, we add penalty terms −fiyixi for the violation of interdiction constraints to
the objective function. These modifications result in the feasible set of the problem being
independent of the leader’s decision x. In addition, the objective function is linear for
given x. Hence, an optimal solution to Problem (3.12) is attained at a vertex of the
convex hull of the feasible set. In what follows, we use Ψ̂ to denote the set containing the
finite number of vertices of the convex hull of the feasible set of Problem (3.12). Taking
the previous considerations into account, we obtain

η ≥ Φrob(x) ≥
n∑

i=1

fiŷi(1− xi)− Γθ̂ −
n∑

i=1

ẑi
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for any (ŷ, ẑ, θ̂) ∈ Ψ̂ and (x, η) that is feasible for Problem (3.7). As a consequence, the
interdiction cuts

η ≥
n∑

i=1

fiŷi(1− xi)− Γθ̂ −
n∑

i=1

ẑi for all
(
ŷ, ẑ, θ̂

)
∈ Ψ̂ (3.13)

are valid for Problem (3.7). While the set Ψ̂ may still be large, we show in [YB3] that
the number of cuts to generate can be reduced by exploiting the notion of maximal
packings. We call (ŷ, ẑ, θ̂) ∈ Ψ̂ a maximal packing w.r.t. the extended formulation (3.12)
if no (y′, ẑ, θ̂) ∈ Ψ̂ \ {ŷ} exists such that ŷ ≤ y′ holds.

Proposition 3.7 (Proposition 8 in [YB3]). Let (ŷ, ẑ, θ̂) ∈ Ψ̂ be a non-maximal packing
for Problem (3.12) and let (y′, ẑ, θ̂) ∈ Ψ̂ \ {ŷ} be chosen such that ŷ ≤ y′ holds. Then,
the interdiction cut (3.13) associated with (ŷ, ẑ, θ̂) is dominated by the interdiction cut
associated with (y′, ẑ, θ̂).

Here and in what follows, domination between two cuts is understood in the sense that
the feasible set induced by the dominating cut is contained in the feasible set induced by
the dominated one. Next, we present lifted cuts that dominate the interdiction cuts (3.13).

Theorem 3.8 (cf. Theorem 4 in [YB3]). For an arbitrarily given (ŷ, ẑ, θ̂) ∈ Ψ̂, let K ∈ [n],
Sa = {a1, . . . , aK} ⊂ [n], and Sb = {b1, . . . , bK} ⊂ [n] be chosen such that Sa ∩ Sb = ∅,
ŷak ≥ 1, ŷbk = 0, B·ak ≥ B·bk , uak ≤ ubk , ∆fak < ∆fbk , and fak −∆fak < fbk −∆fbk
holds for all k ∈ [K]. Then, the following lifted interdiction cut is valid for Problem (3.7):

η ≥
n∑

i=1

fiŷi(1−xi)+
K∑

k=1

((fbk −∆fbk)− (fak −∆fak)) ŷak(1−xbk)−Γθ̂−
n∑

i=1

ẑi. (3.14)

3.3.2 Deriving Interdiction Cuts from the Multi-Follower Formulation

In [YB3], we pursue similar ideas compared to those in Fischetti et al. (2019) to derive
interdiction cuts valid for Problem (3.7) using the multi-follower formulation (3.9). Under
Assumption 3.3, the downward monotonicity property of the lower-level problem is
naturally preserved in each follower sub-problem (3.10). This is due to the fact that the
robustification of the lower-level objective function does not affect the constraints of
Problem (3.10). Exploiting the latter, we show in [YB3] that, for all ℓ ∈ L and arbitrarily
given x ∈ X, the ℓth lower-level sub-problem (3.10) and the problem

−Γ∆fℓ +max
y∈Y

{
n∑

i=1

f̃(ℓ)iyi(1− xi)

}
(3.15)

with Y := Y ∩ {0, 1}n admit the same optimal objective function value. The objective
function of Problem (3.15) is linear for fixed leader’s variables x and the feasible set Y is
independent of x. Hence, an optimal solution to Problem (3.15) is attained at a vertex of
the convex hull of Y and we obtain

η ≥ Φrob(x) ≥ −Γ∆fℓ +
n∑

i=1

f̃(ℓ)iŷi(1− xi)
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for any ŷ ∈ Ŷ , ℓ ∈ L, and (x, η) that feasible for Problem (3.7). Here, we use Ŷ to denote
the set containing the finite number of vertices of the convex hull of Y. Taking this into
account, the interdiction cuts

η ≥ −Γ∆fℓ +
n∑

i=1

f̃(ℓ)iŷi(1− xi) for all ŷ ∈ Ŷ, ℓ ∈ L, (3.16)

are valid for Problem (3.7). As it is done in Section 3.3.1, we aim to reduce the number
of cuts to generate by exploiting the notion of maximal packings. In the multi-follower
setting, we call ŷ ∈ Ŷ a maximal packing if no y′ ∈ Ŷ \ {ŷ} exists such that ŷ ≤ y′

holds. In particular, the latter does not require the specification of ℓ ∈ L since we
consider the same feasible set in each follower sub-problem. In contrast to the situation
considered in Section 3.3.1, obtaining a dominance result for interdiction cuts associated
with maximal packings using the multi-follower formulation is not as straightforward. In
the multi-follower setting, we need to further study the properties of the modified objective
function coefficients f̃(ℓ), ℓ ∈ L, which may be non-positive for certain items in some
sub-problems. If f̃(ℓ)i ≤ 0 holds for all ℓ ∈ L, the ith item will not be chosen in any of
the follower sub-problems. Thus, the leader does not need to spend interdiction resources
on the ith item so that we can omit this item in the problem formulation. However, if
there is an item i ∈ [n] with non-positive modified objective function coefficients only for
some follower sub-problems, i.e., f̃(s)i ≤ 0 for all s ∈ S ⊂ L and f̃(t)i > 0 for all t ∈ L\S,
the ith item may be part of an optimal solution. To take such situations into account, we
define the set

F ℓ
+ := {i ∈ [n] : f̃(ℓ)i > 0}, ℓ ∈ L,

so that the interdiction cuts (3.16) can be replaced with

η ≥ −Γ∆fℓ +
∑

i∈Fℓ
+

f̃(ℓ)iŷi(1− xi) for all ŷ ∈ Ŷ, ℓ ∈ L. (3.17)

In particular, the cuts (3.17) dominate the basic interdiction cuts (3.16). Moreover, we
obtain the following dominance result.

Proposition 3.9 (cf. Proposition 10 in [YB3]). Let ŷ ∈ Ŷ be a non-maximal packing
for Problem (3.15) and let y′ ∈ Ŷ \ {ŷ} be such that ŷ ≤ y′ holds. Then, the interdiction
cuts (3.17) associated with ŷ are dominated by the interdiction cuts associated with y′.

We emphasize that Proposition 3.9 does not apply to the interdiction cuts stated
in (3.16) as f̃(ℓ)iŷi(1−xi) ≤ f̃(ℓ)iy

′
i(1−xi) may be violated for i /∈ F ℓ

+. We now conclude
this section by presenting lifted interdiction cuts that dominate the ones in (3.17).

Theorem 3.10 (cf. Theorem 5 in [YB3]). For arbitrarily given ŷ ∈ Ŷ and ℓ ∈ L,
let K ∈ [n], Sℓ

a = {a1, . . . , aK} ⊂ F ℓ
+, and Sℓ

b = {b1, . . . , bK} ⊂ F ℓ
+ be chosen such that

Sℓ
a ∩ Sℓ

b = ∅, ŷak = 1, ŷbk = 0, B·ak ≥ B·bk , and f̃(ℓ)ak < f̃(ℓ)bk holds for all k ∈ [K].
Under Assumptions 2.1 and 3.2, the lifted interdiction cut

η ≥ −Γ∆fℓ +
∑

i∈Fℓ
+

f̃(ℓ)iŷi(1− xi) +

K∑

k=1

(f̃(ℓ)bk − f̃(ℓ)ak)(1− xbk) (3.18)

is valid for Problem (3.7).
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3.4 Computational Results

In [YB3], we computationally evaluate and compare the branch-and-cut methods including
the enhancement techniques presented in Section 3.3 for Γ-robust monotone interdiction
problems. We label the approaches based on the extended formulation (cf. Algorithm 3.2)
and the multi-follower formulation (cf. Algorithm 3.3) as Ext and MF, respectively. To
asses the performance of both methods, we consider the bilevel knapsack interdiction
problem studied in Caprara et al. (2016), which is a prominent example for an interdic-
tion problem with a monotone follower. We have adapted the deterministic instances
considered in Caprara et al. (2016) to account for a Γ-robust follower. Overall, our test
set contains 560 robustified knapsack interdiction instances. For detailed information
regarding the generation of the test instances and the computational setup, we refer to
Section 4 in [YB3]. In this extended summary, we only present the main results and
conclusions of the computational study in [YB3]. Before we summarize our findings, let us
briefly mention that the results shown in the following differ slightly from those presented
in the published article.1 First, we present new figures showing empirical cumulative
distribution functions (ECDFs) w.r.t. the running times in which instances that cannot
be solved within the time limit of 1 h are excluded. The latter has not been done for the
plots published in [YB3]. Second, we exclude the instances that cannot be solved within
the time limit when generating the statistical data for our tables. In the tables published
in [YB3], these instances have been accounted for by taking the respective statistical
quantities at the time limit. Third, we correct the labeling of the log-scaled x-axis in the
ECDF plots w.r.t. runtimes.

3.4.1 Lifted Cuts and Dominance Inequalities

In [YB3], we observe that Ext and MF significantly benefit from the tailored techniques
presented in Section 3.3. To illustrate this, we show ECDF plots w.r.t. the running times
for the variants of our methods with and without lifted cuts and dominance inequalities
in Figure 3.1. The ECDFs can be interpreted as the percentage of instances (y-axis) that
can be solved within a certain amount of time (log-scaled x-axis). Here, Ext and MF refer
to the setting in which only basic interdiction cuts, i.e., Inequalities (3.13) and (3.16), are
added without any further refinements. For MF, we consider the cut separation strategy
in which all violated interdiction cuts are added to the problem formulation. Ext-D and
MF-D are used to denote the extensions of Ext and MF in which we add the dominance
inequalities (3.11) to the problem formulation. We use Ext-L and MF-L to abbreviate
the setting without dominance inequalities but in which we add lifted interdiction cuts
instead of the basic interdiction cuts; cf. Theorems 3.8 and 3.10. Finally, the methods
that include both lifted cuts and dominance inequalities are referred to as Ext-LD and
MF-LD. In Figure 3.1, we consider a total of 512 instances, excluding those that none of
the considered variants can solve within the time limit of 1 h as well as those that every
variant can solve within 5 s. First, it can be seen that lifted interdiction cuts slightly
enhance the performance of Ext and MF. Second, we observe significant improvements for
both approaches when adding dominance inequalities. Third, Figure 3.1 shows that the
combination of both lifted cuts and dominance inequalities yields the best performance

1All details, including new figures and tables for all results in [YB3], can be found at https://github.
com/YasmineBeck/gamma-robust-knapsack-interdiction-solver.
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Figure 3.1: Log-scaled ECDF plots of the runtimes (in s) for Ext (left) and MF (right)
using lifted cuts and/or dominance inequalities; cf. Figure 1 in [YB3].

among the considered variants of the respective solution approach. In particular, it can be
seen that Ext-LD and MF-LD solve almost twice as many instances as the plain variants
Ext and MF. In addition, we observe in [YB3] that adding only the interdiction cuts
corresponding to maximal packings of the follower (cf. Propositions 3.7 and 3.9) further
improves the performance of both Ext-LD and MF-LD.

3.4.2 Cut Separation Strategies and the Potential of Parallelization

Up to |L| interdiction cuts can be added at each node of the branch-and-cut search
tree when using the multi-follower formulation (3.9). Nevertheless, instead of adding all
violated cuts at each node, it is also valid to consider different cut separation strategies.
In [YB3], we observe that the choice of the cut separation strategy may significantly
affect the performance of the overall solution method. We illustrate this in Figure 3.2
(left) using ECDF plots w.r.t. the running times. Here, we consider MF with lifted cuts
corresponding to maximal packings of the follower, dominance inequalities, and the cut
separation strategies summarized in Table 3.2. For notational convenience, we omit MF
as a prefix when comparing different cut separation strategies in Figure 3.2. We consider
a total of 496 instances, excluding those that none of the considered variants can solve
within the time limit of 1 h as well as those that every variant can solve within 5 s. Based
on Figure 3.2 (left), it can be seen that Random outperforms all other cut separation
strategies. The potential reasons for the effectiveness of Random are two-fold. On the
one hand, it seems beneficial to add a single cut in each iteration of the algorithm;
otherwise, as for the strategy All-In, the leader’s problem can get extremely large w.r.t. the
number of constraints. On the other hand, Random has comparatively low computational
costs. For Sorting, we update the information regarding the cumulative violation of the
interdiction cuts and the frequency of generation in each iteration of the algorithm. We
then order the follower sub-problems in non-increasing order w.r.t. the ratio of cumulative
violation to frequency of generation. Overall, this causes higher computational costs
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Table 3.2: Cut separation strategies considered in [YB3].

All-In All cuts that are violated by the current leader’s decision are added
to the problem formulation.

Most-Violated A single cut that is maximally violated by the current leader’s
decision is added to the problem formulation.

Sorting Sub-problems that produce potentially good cuts are identified
using a sorting mechanism similar to the one presented in Miranda
et al. (2015). A single potentially good cut is added to the problem
formulation.

First-In The first cut that is violated by the current leader’s decision is
added to the problem formulation.

Random Among the violated cuts, we randomly choose a single cut and add
it to the problem formulation.

compared to Random. Moreover, when considering Most-Violated, we need to solve all
follower sub-problems to determine the most violated cut, which seems to be rather
expensive. However, the situation changes when we account for parallelization within MF.
Since the follower sub-problems (3.10) that are solved to generate interdiction cuts are
independent, these sub-problems can be solved in parallel if the necessary capacities are
available. In [YB3], we use so-called idealized parallel runtimes to assess the potential of
parallelization. The latter reflect the overall runtime of a solution method provided that
there are sufficient capacities available to solve all arising sub-problems in parallel. For
each instance, we compute the idealized parallel runtime after solving the sub-problems
sequentially by taking the maximum of all runtimes for the sub-problems. This means
that, if a problem could not be solved within the time limit of 1 h in the sequential setting,
it is also considered as unsolved in the idealized parallel setting. Figure 3.2 (right) shows
that, in the idealized parallel setting, Most-Violated dominates all other cut separation
strategies. The latter is not surprising as we can benefit the most from parallelization for
Most-Violated, where we indeed need to solve all of the follower sub-problems to determine
the most violated cut.

3.4.3 Comparison of Solution Approaches

We conclude this section by comparing the “winning” parameterizations of Ext and MF, i.e.,
we consider the variants of our approaches with those enhancement techniques that lead
to the overall best performance of our methods. This means that, for both Ext and MF,
we consider the variants with lifted cuts corresponding to maximal packings of the follower
and dominance inequalities. For MF, we further distinguish between the sequential and
the idealized parallel setting. In the sequential setting, we consider the variant that uses
the cut separation strategy Random. We label this approach as MF-seq. In the idealized
parallel setting, we consider the variant that exploits the strategy Most-Violated, which
we abbreviate with MF-ideal. In Figure 3.3, we show ECDF plots w.r.t. the running times
for the three considered “winning” approaches. We emphasize that we consider sequential
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Figure 3.2: Log-scaled ECDF plots of the sequential runtimes (left) and the idealized
parallel runtimes (right) (in s) for different cut separation strategies; cf. Figure 3 in [YB3].

and idealized parallel runtimes for MF-seq and MF-ideal, respectively. Figure 3.3 is based
on a total of 407 instances, excluding those that none of the considered variants can solve
within the time limit of 1 h as well as those that every variant can solve within 5 s. We
observe that MF-ideal clearly outperforms the remaining two approaches w.r.t. running
times. The latter is also underlined by the runtime results shown in Table 3.3. The
previous observations particularly demonstrate that the strength of the multi-follower
approach lies in the possibility to parallelize the solution of the follower sub-problems.
However, if the capacities are not available to have an idealized parallelization, the multi-
follower approach MF-seq still performs slightly better than Ext. Nevertheless, reflected
by the number of solved instances shown in Table 3.3, Ext seems to have an advantage
over MF-seq on computationally challenging instances. We further mention that, using
the extended formulation, one could transform the Γ-robust interdiction problem into a
standard mixed-integer linear bilevel problem. The latter can, in general, be solved using
the MibS solver (Tahernejad et al. 2020) or the general branch-and-cut solver presented in
Fischetti et al. (2017). We have tested both solvers for 40 robustified knapsack interdiction
instances with 35 items in a preliminary computational study. The results revealed that
our tailored methods outperform both solvers by significant orders of magnitude, which is
why we omit a more detailed comparison with these general-purpose solvers.

Finally, we briefly elaborate on the price of robustness (Bertsimas and Sim 2004),
which reflects the impact of robustification on the optimal objective function value of
the problem. We observe that robustification consistently leads to smaller objective
function values compared to their nominal counterparts. In particular, the optimal
objective function value decreases with increasing values of ∆f and Γ. In [YB3], we
further address the so-called computational cost of robustness, which reflects the effect of
robustification, e.g., on the overall runtimes of the solution methods. For Ext, we observe
that the time required to solve the Γ-robust knapsack interdiction problem increases with
increasing values of ∆f and Γ. For MF-seq and MF-ideal, this does not seem to be the
case in principle due to the following reasons. As the value of Γ increases, the number
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Figure 3.3: Log-scaled ECDF plots of the runtimes (in s) for the “winner settings” of Ext
and MF; cf. Figure 5 in [YB3].

Table 3.3: Mean and median runtimes (in s) as well as the number of solved instances
(out of 407 considered instances) for the “winner settings” of Ext and MF; cf. Table 5
in [YB3].

runtimes

mean median solved

Ext 267.04 23.31 400
MF-seq 192.18 10.32 398
MF-ideal 33.47 5.62 387

of follower sub-problems that need to be solved to generate interdiction cuts using the
multi-follower formulation (3.9) decreases. This leads to overall reduced computational
costs in the sequential multi-follower setting. In the idealized parallel setting, in which
all sub-problems are solved in parallel, the number of sub-problems to solve becomes less
critical as only the time to solve one sub-problem contributes to the overall runtime of the
method. Hence, the performance of MF-ideal is comparable to that of the method in the
nominal setting. Interestingly, we also observe in this context that robustification does not
always lead to increased computational costs. This means that, for some instances, the
robust counterpart can be solved faster than the nominal problem. In general, however,
Γ-robust solutions are obtained at the expense of increased computational difficulty of
the problem. Nevertheless, provided that there are sufficient capacities available to solve
all of the follower sub-problems in parallel, the price of robustness w.r.t. running times is
comparatively small.
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3.5 Approaches for Related Bilevel Problems

To conclude this chapter on exact methods for mixed-integer, linear, and Γ-robust
min-max problems, we shift our focus to exact branch-and-cut approaches for related
bilevel problems. The approaches we present in the following have been considered as
benchmark solvers to assess the performance of the heuristics presented in [YB4]. As these
approaches have only been briefly addressed in [YB4], we discuss them in more detail in
this dissertation. In Section 3.5.1, we present a branch-and-cut framework for so-called
generalized monotone interdiction problems ; see, e.g., Fischetti et al. (2018b) for heuristic
approaches for this class of optimization problems. While the considered bilevel problems
are deterministic ones, we demonstrate in Chapter 4 that solving these problems can also
be relevant when considering Γ-robust bilevel problems computationally. In Section 3.5.2,
we present a branch-and-cut framework for the Γ-robust variant of generalized monotone
interdiction problems.

3.5.1 A Generalization of Monotone Interdiction Problems

In [YB4], we consider generalizations of deterministic monotone interdiction problems
(cf. Section 3.3) in which the leader and the follower do not consider the same objective
function that is optimized in opposing directions but, instead, both players may have
different objectives. More formally, we consider bilevel problems of the form

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X := {x ∈ {0, 1}n : Ax ≥ a} ,
y ∈ argmax

y′

{
f⊤y′ : y′ ∈ Y (x)

}
,

(3.19)

where X ̸= ∅ and Y (x) := {y ∈ {0, 1}n : By ≤ b, yi ≤ 1 − xi, i ∈ [n]} with c, d, f ∈ Rn,
A ∈ Rl×n, a ∈ Rl, B ∈ Rm×n

≥0 , and b ∈ Rm
≥0. We consider the optimistic approach to bilevel

optimization. Hence, whenever the optimal response of the follower is not unique, he
selects the one that favors the leader w.r.t. her objective function value. By construction,
Problem (3.19) satisfies Assumption 3.1, i.e., Problem (3.19) has an optimal solution.
Moreover, we emphasize that the lower-level problem satisfies the downward monotonicity
property; cf. Proposition 3.4. The value-function reformulation of Problem (3.19) is
given by

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X, y ∈ Y (x),

f⊤y ≥ Φ(x)

(3.20)

with the lower-level optimal-value function

Φ(x) := max
y

{
f⊤y : y ∈ Y (x)

}
.

We solve Problem (3.20) using a branch-and-cut framework similar to the one presented
in DeNegre and Ralphs (2009). We summarize the method in the following. We start by
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solving the linear problem

min
x,y

c⊤x+ d⊤y s.t. (x, y) ∈ Ω0 (3.21)

with
Ω0 := {(x, y) ∈ [0, 1]n × [0, 1]n : Ax ≥ a, By ≤ b, yi ≤ 1− xi, i ∈ [n]} .

After considering Problem (3.21), we iteratively add valid inequalities or branch to
separate integer- or bilevel-infeasible points. At node j of the branch-and-cut search tree,
we consider the problem

min
x,y

c⊤x+ d⊤y s.t. (x, y) ∈ Ωj ⊆ [0, 1]n × [0, 1]n, (3.22)

where the set Ωj contains all valid inequalities that have been added previously to cut
off integer- or bilevel-infeasible points as well as all branching decisions. The method
to process node j of the branch-and-cut search tree is formally stated in Algorithm 3.4.
Here, U denotes the current upper bound on the optimal objective function value of
Problem (3.19). To separate bilevel-infeasible points in Line 12 of Algorithm 3.4, one can
use generic cuts such as, e.g., (generalized) no-good cuts; see DeNegre (2011), DeNegre
and Ralphs (2009), and Tahernejad et al. (2020). The remainder of this section, however,
is devoted to obtaining stronger formulations by exploiting the ideas of Fischetti et al.
(2019) and Section 3.3 of this dissertation.

Algorithm 3.4 Processing node j of the branch-and-cut search tree
1: Solve Problem (3.22).
2: if Problem (3.22) is infeasible then
3: Fathom the current node.
4: Let (xj , yj) denote the optimal solution to Problem (3.22).
5: if c⊤xj + d⊤yj ≥ U then
6: Fathom the current node.
7: if xj /∈ {0, 1}n or yj /∈ {0, 1}n then
8: Generate cuts valid for Ωj ∩ ({0, 1}n × {0, 1}n), augment Ωj , and go to Step 1

or branch.
9: Compute a solution ŷ to the xj-parameterized lower-level problem

max
y

f⊤y s.t. Y (xj).

10: Set Φ(xj)← f⊤ŷ and U ← min{U, c⊤xj + d⊤ŷ}.
11: if f⊤yj < Φ(xj) then
12: Generate a valid cut that excludes (xj , yj) from Ωj , augment Ωj , and go to Step 1.

Proposition 3.11. Let x ∈ X be given arbitrarily. Then, the x-parameterized lower-
level problem

max
y

f⊤y s.t. Y (x) (3.23)

and the problem

max
y

n∑

i=1

fiyi(1− xi) s.t. y ∈ Y :=
{
y′ ∈ {0, 1}n : By′ ≤ b

}
(3.24)

admit the same optimal value.
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Proof. Let y∗ be an optimal solution to Problem (3.23). Then, y∗i xi = 0 holds for
all i ∈ [n] and, in particular, y∗ is feasible for Problem (3.24). Thus, we obtain

max
y∈Y (x)

{
f⊤y

}
= f⊤y∗ =

n∑

i=1

fiy
∗
i (1− xi) ≤ max

y∈Y

{
n∑

i=1

fiyi(1− xi)

}
.

Let now ŷ be an optimal solution to Problem (3.24). Suppose that there is an item k ∈ [n]
for which the interdiction constraint ŷk ≤ 1−xk is violated, i.e., ŷk = 1 = xk holds. Then,
we consider the alternative follower’s decision

y′i =

{
ŷi, i ∈ [n] \ {k} ,
0, i = k.

By construction, y′ is feasible for Problem (3.24) and it satisfies the interdiction con-
straint y′k ≤ 1− xk. Moreover, we have

max
y∈Y

{
n∑

i=1

fiyi(1− xi)

}
=

n∑

i=1

fiŷi(1− xi) =

n∑

i=1

fiy
′
i(1− xi).

Here, the last equality follows from the construction of y′ as well as from fkŷk(1− xk) =
0 = fky

′
k(1−xk) for xk = 1. As a consequence, y′ is an optimal solution to Problem (3.24)

as well. We repeat the previous procedure until there are no items remaining that violate
the corresponding interdiction constraint. Ultimately, we obtain a follower’s decision y′

that solves Problem (3.24) and that satisfies all interdiction constraints. Hence, y′ is
feasible for Problem (3.23) and we obtain

max
y∈Y

{
n∑

i=1

fiyi(1− xi)

}
=

n∑

i=1

fiy
′
i(1− xi) =

n∑

i=1

fiy
′
i ≤ max

y∈Y (x)

{
f⊤y

}
.

This concludes the proof.

For given x ∈ X, the feasible set of Problem (3.24) is independent of x and the
objective function is linear. Hence, an optimal solution to Problem (3.24) is attained at a
vertex of the convex hull of Y. As a consequence, we obtain the following.

Theorem 3.12. Problem (3.20) can equivalently be reformulated by replacing the con-
straint f⊤y ≥ Φ(x) with

f⊤y ≥
n∑

i=1

fiŷi(1− xi) for all ŷ ∈ Ŷ,

where Ŷ denotes the set containing the finite number of vertices of the convex hull
of Y := {y ∈ {0, 1}n : By ≤ b}.

Proof. From Proposition 3.11, we obtain f⊤y ≥ Φ(x) ≥∑n
i=1 fiŷi(1− xi) for any ŷ ∈ Ŷ

and (x, y) that is feasible for Problem (3.20). This concludes the proof.
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3.5.2 A Generalization of Γ-Robust Monotone Interdiction Problems

In [YB4], we also consider the Γ-robust variant of Problem (3.19), which is given by

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X, y ∈ SΓ(x).
(3.25)

Here, we use SΓ(x) to denote the set of optimal solutions to the x-parameterized Γ-robust
counterpart of the lower-level problem. The latter is formally stated in (3.6). The Γ-robust
counterpart of the overall bilevel problem (3.25) can be written as

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X, y ∈ Y (x),

f⊤y − max
{S⊆[n] : |S|≤Γ}

∑

i∈S
∆fiyi ≥ Φrob(x).

(3.26)

Using the same arguments as in the proof of Theorem 3 in Bertsimas and Sim (2003), we
can replace the last inequality in Problem (3.26) by

n∑

i=1

fiyi − Γθ −
n∑

i=1

zi ≥ Φrob(x), zi + θ ≥ ∆fiyi, i ∈ [n], z ∈ Rn
≥0, θ ∈ R≥0,

i.e., we consider the problem

min
x,y,z,θ

c⊤x+ d⊤y

s.t. zi + θ ≥ ∆fiyi, i ∈ [n],
n∑

i=1

fiyi − Γθ −
n∑

i=1

zi ≥ Φrob(x),

x ∈ X, y ∈ Y (x), z ∈ Rn
≥0, θ ∈ R≥0.

(3.27)

In [YB4], we use a branch-and-cut framework similar to the one outlined in Section 3.3.1
to solve Problem (3.27). We initialize the method by solving the linear problem

min
x,y,z,θ

c⊤x+ d⊤y

s.t. Ax ≥ a, By ≤ b,

yi ≤ 1− xi, i ∈ [n],

zi + θ ≥ ∆fiyi, i ∈ [n],

(x, y, z, θ) ∈ [0, 1]n × [0, 1]n × Rn
≥0 × R≥0.

Afterward, we iteratively add valid inequalities or branch to separate integer- or bilevel-
infeasible points. At node j of the branch-and-cut tree, we consider the problem

min
x,y,z,θ

c⊤x+ d⊤y

s.t. Ax ≥ a, By ≤ b,

yi ≤ 1− xi, i ∈ [n],

zi + θ ≥ ∆fiyi, i ∈ [n],

(x, y, z, θ) ∈ Ωj ⊆ [0, 1]n × [0, 1]n × Rn
≥0 × R≥0,

(3.28)
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where the set Ωj contains all valid inequalities that have been added previously to cut off
integer- or bilevel-infeasible points as well as all branching decisions. The method to process
node j of the branch-and-cut search tree is formally stated in Algorithm 3.5. Here, U
denotes the current upper bound on the optimal objective function value of Problem (3.25).
To derive problem-tailored cuts that can be used in Line 12 of Algorithm 3.5 for separating
bilevel-infeasible points, we exploit Problem (3.12) in which we set u = (1, . . . , 1)⊤ ∈ Rn.
In [YB3], it is shown that Problem (3.12) and the extended formulation (3.8) admit the
same optimal value. From the latter, we obtain the following result.

Theorem 3.13. Problem (3.27) can equivalently be reformulated by replacing the con-
straint n∑

i=1

fiyi − Γθ −
n∑

i=1

zi ≥ Φrob(x)

with
n∑

i=1

fiyi − Γθ −
n∑

i=1

zi ≥
n∑

i=1

fiŷi(1− xi)− Γθ̂ −
n∑

i=1

ẑi for all
(
ŷ, ẑ, θ̂

)
∈ Ψ̂,

where Ψ̂ denotes the set containing the finite number of vertices of the convex hull of

Ψ :=
{
(y, z, θ) ∈ {0, 1}n × Rn

≥0 × R≥0 : By ≤ b, zi + θ ≥ ∆fiyi, i ∈ [n]
}
.

Proof. For any (ŷ, ẑ, θ̂) ∈ Ψ̂ and (x, y, z, θ) feasible for Problem (3.27), we obtain

n∑

i=1

fiyi − Γθ −
n∑

i=1

zi ≥ Φrob(x) ≥
n∑

i=1

fiŷi(1− xi)− Γθ̂ −
n∑

i=1

ẑi

from Proposition 6 in [YB3]. This concludes the proof.

Computational results for the approaches presented in this section are provided in
Chapter 4 of this dissertation.
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Algorithm 3.5 Processing node j of the branch-and-cut search tree
1: Solve Problem (3.28).
2: if Problem (3.28) is infeasible then
3: Fathom the current node.
4: Let (xj , yj , zj , θj) denote the optimal solution to Problem (3.28) and set

vj ←
n∑

i=1

fiy
j
i − Γθj −

n∑

i=1

zji .

5: if c⊤xj + d⊤yj ≥ U then
6: Fathom the current node.
7: if xj /∈ {0, 1}n or yj /∈ {0, 1}n then
8: Generate cuts valid for Ωj ∩ ({0, 1}n × {0, 1}n × Rn

≥0 × R≥0), augment Ωj , and go
to Step 1 or branch.

9: Compute a solution (ŷ, ẑ, θ̂) to the xj-parameterized extended formulation of the
lower-level problem (3.8).

10: Set U ← min{U, c⊤xj + d⊤ŷ} and

Φrob(x
j)←

n∑

i=1

fiŷi − Γθ̂ −
n∑

i=1

ẑi.

11: if vj < Φrob(x
j) then

12: Generate a valid cut that excludes (xj , yj , zj , θj) from Ωj , augment Ωj , and go to
Step 1.
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4. Heuristic Methods for Mixed-Integer,
Linear, and Γ-Robust Bilevel Problems

Developing solution methods for mixed-integer linear bilevel problems is a challenging task,
especially if problems under uncertainty are considered. To the best of our knowledge,
there are currently no methods in the literature that can directly tackle mixed-integer,
linear, and Γ-robust bilevel problems, except for the problem-tailored and exact approaches
presented in [YB3]. In addition to exact approaches, it thus also seems reasonable to
consider primal heuristics for these problems. In this chapter, we present such heuristics
for mixed-integer linear bilevel problems with a binary lower-level problem and a Γ-robust
treatment of lower-level objective uncertainty. These heuristics, which have been proposed
in [YB4], have the following special properties: They (i) do not require problem-specific
tailoring as they rely on solving a linear number of bilevel problems of the nominal type,
they (ii) allow to use state-of-the-art as well as off-the-shelf solvers for the solution of
these problems, they (iii) provide dual bounds from which ex-post quality guarantees can
be derived, and they (iv) support a parallelization of the solution of the nominal problems.
The latter aspects can make a huge difference when considering Γ-robust bilevel problems
computationally. In the remainder of this chapter, we summarize the main contributions
of [YB4]. In Section 4.1, we present heuristics for the special case of mixed-integer, linear,
and Γ-robust min-max problems. In Section 4.2, we present a heuristic for more general
mixed-integer, linear, and Γ-robust bilevel problems.

4.1 Heuristics for Γ-Robust Min-Max Problems

We start by considering mixed-integer linear min-max problems, which have been formally
stated in their deterministic form in Problem (3.1). Again, we use the lower-level optimal-
value function to obtain an equivalent single-level reformulation, which is given by

min
x∈X

c⊤x+Φ(x).

Building on Section 3.2, we consider the robustified variant of the problem in which the
follower hedges against a subset of at most Γ ∈ {0, . . . , ny} deviations in his uncertain
objective function coefficients. The Γ-robust counterpart of the min-max problem can
be obtained by replacing Φ(x) with Φrob(x). The latter is formally stated in (3.6).
Throughout this chapter, we impose Assumptions 2.1, 3.1, and 3.2. Assumption 3.1
ensures that the considered bilevel problems have an optimal solution. Assumptions 2.1
and 3.2 are necessary to exploit Corollary 3.2 and Theorem 2.3 so that we can re-write
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the Γ-robust counterpart of the min-max problem (3.1) as

vrob := min
x∈X

{
c⊤x+Φrob(x)

}
= min

x∈X

{
c⊤x+max

ℓ∈L
{Φℓ(x)}

}
(4.1)

with
L = {Γ + 1,Γ + 3,Γ + 5, . . . ,Γ + γ, ny + 1} (4.2)

and γ being the largest odd integer such that Γ + γ < ny + 1 holds. In Section 4.1.1,
we present a heuristic for Problem (4.1), along with a quality guarantee for heuristically
obtained solutions. Afterward, in Section 4.1.2, we elaborate on the potential of paralleliza-
tion and present a modified variant of our method. In Section 4.1.3, we discuss algorithmic
refinements and provide sufficient ex-post conditions for global optimality of the outcomes
of our methods. Finally, we conclude in Section 4.1.4 with computational results.

4.1.1 A Heuristic in the Spirit of Bertsimas and Sim

The heuristic we present in the following builds on a lower bounding scheme that exploits
the ideas of Theorem 2.2 (Bertsimas and Sim 2003) and Theorem 2.3 (Lee and Kwon
2014). The following proposition is central to the algorithmic developments and serves as
a motivation for our approach. A proof of this proposition, along with all the proofs that
we omit in this chapter, can be found in [YB4].

Proposition 4.1 (Proposition 1 in [YB4]). For all ℓ ∈ L, let

vℓ := min
x∈X

{
c⊤x+Φℓ(x)

}
. (4.3)

Then, vrob ≥ vℓ holds, i.e., vℓ is a valid lower bound for the optimal objective function
value of (4.1). In particular, vrob ≥ max{vℓ′ : ℓ′ ∈ L}.

We formally state the heuristic for Problem (4.1) that has been proposed in [YB4] in
Algorithm 4.1. In Lines 3 and 4 of the algorithm, we exploit the result of Proposition 4.1
so that a valid lower bound for the optimal objective function value of Problem (4.1)
is obtained by solving appropriately chosen problems of the nominal type. Under As-
sumption 3.1, an optimal solution to Problem (4.3) exists for all ℓ ∈ L so that Line 3
of Algorithm 4.1 is well-defined. For each leader’s solution xℓ, ℓ ∈ L, we solve the xℓ-
parameterized Γ-robust counterpart (3.6) of the lower-level problem to obtain a valid
upper bound for (4.1). Since xℓ is a solution to Problem (4.3), we have Y (xℓ) ̸= ∅, i.e.,
Line 7 of the algorithm is also well-defined. We emphasize that any solver for deterministic
mixed-integer linear min-max problems can be used for the solution of the problems con-
sidered in Line 3 of Algorithm 4.1. Valid options include, but are not limited to, the MibS
solver (Tahernejad et al. 2020) or the general branch-and-cut solver presented in Fischetti
et al. (2017). Moreover, any method for Γ-robust single-level problems can be used in
Line 7 of the algorithm. In particular, we can tackle the Γ-robust counterpart (3.6) of the
lower-level problem by exploiting Corollary 3.1 or 3.2. Overall, the heuristic presented in
Algorithm 4.1 relates to the main result by Bertsimas and Sim (2003) and Sim (2004)
in the sense that we solve a linear number of (up to |L|) problems of the nominal type.
Nevertheless, our approach differs from the Bertsimas–Sim result since, in addition to
solving these deterministic problems, we further solve robustified lower-level problems.
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Algorithm 4.1 A Heuristic for Γ-Robust Mixed-Integer Linear Min-Max Problems
Input: An instance of Problem (4.1), an exact solution method for Problems (3.1)

and (3.6), an index set L as in (4.2)
Output: A feasible leader’s decision x∗, a lower bound L, and an upper bound U for

Problem (4.1)
1: Set x∗ ← None, L← −∞, and U ←∞.
2: for all ℓ ∈ L do
3: Compute a solution xℓ to the deterministic min-max problem

vℓ ← min
x∈X

{
c⊤x+Φℓ(x)

}
.

4: Set L← max {L, vℓ}.
5: if U ≤ L then
6: return x∗, L, U
7: Solve the xℓ-parameterized Γ-robust lower-level problem to obtain Φrob(x

ℓ).
8: if c⊤xℓ +Φrob(x

ℓ) < U then
9: Set x∗ ← xℓ and U ← c⊤x∗ +Φrob(x

∗).
10: if U ≤ L then
11: return x∗, L, U
12: return x∗, L, U

Theorem 4.2 (Theorem 1 in [YB4]). Algorithm 4.1 is correct, i.e., it returns a feasible
leader’s decision x∗ as well as valid lower and upper bounds L and U for (4.1).

Remark 4.3 (Remark 2 in [YB4]). If Algorithm 4.1 terminates with (x∗, L, U) in Line 6
or 11, U − L = 0 holds and x∗ is an optimal solution to Problem (4.1).

By construction, if Algorithm 4.1 does not terminate in Line 6 or 11 with an optimal
solution, it returns the best-known leader’s decision x∗ with a positive optimality gap.
The latter, however, does not necessarily imply that none of the |L| bilevel sub-problems
produces a solution that is optimal for Problem (4.1). The reasons are two-fold. On the
one hand, this may be due to the multiplicity of solutions to the deterministic min-max
problems (4.3). On the other hand, we emphasize that the sub-problems (4.3) are only
relaxations of (4.1).

4.1.2 Parallelization

The deterministic min-max problems (4.3) that are solved in Line 3 of Algorithm 4.1
are independent. Hence, if the necessary capacities are available, they can be solved in
parallel. Instead of alternating between solving deterministic min-max problems and
robustified lower-level problems as it is done in Algorithm 4.1, it may thus be beneficial
to first solve all min-max problems (in parallel) and, afterward, perform the necessary
computations to obtain a valid and ideally tight upper bound. The latter leads to a
modification of Algorithm 4.1, which we summarize in Algorithm 4.2. The correctness of
the method immediately follows from Theorem 4.2.

If the necessary capacities are available, Lines 2 and 3 of Algorithm 4.2 can be
parallelized. Moreover, we can make use of parallelization in Line 7 of the algorithm by
exploiting Theorem 2.3 to solve the Γ-robust counterpart of the lower-level problem.
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Algorithm 4.2 A Modification of Algorithm 4.1
Input: An instance of Problem (4.1), an exact solution method for Problems (3.1)

and (3.6), an index set L as in (4.2)
Output: A feasible leader’s decision x∗, a lower bound L, and an upper bound U for

Problem (4.1)
1: Set x∗ ← None, L← −∞, and U ←∞.
2: for all ℓ ∈ L do
3: Compute a solution xℓ to the deterministic min-max problem

vℓ ← min
x∈X

{
c⊤x+Φℓ(x)

}
.

4: Sort the indices such that vℓ1 ≤ vℓ2 ≤ · · · ≤ vℓ|L| holds and set L← vℓ|L| .
5: Set i← 1.
6: while i ≤ |L| and L < U do
7: Solve the xℓi-parameterized Γ-robust lower-level problem to obtain Φrob(x

ℓi).
8: if c⊤xℓi +Φrob(x

ℓi) < U then
9: Set x∗ ← xℓi and U ← c⊤x∗ +Φrob(x

∗).
10: Set i← i+ 1.
11: return x∗, L, U

4.1.3 Reduction of Sub-Problems to Be Solved

Algorithms 4.1 and 4.2 terminate after solving at most |L| deterministic min-max problems
and Γ-robust counterparts of the lower-level problem, respectively. If we exploit Theo-
rem 2.3, this means that up to |L|2 deterministic lower-level problems are solved. Thus, it is
evident that Algorithms 4.1 and 4.2 require a significant amount of resources—especially
for large index sets L. In [YB4], we provide conditions under which the number of
sub-problems can be decreased to reduce the computational burden of our methods.

Proposition 4.4 (Proposition 3 in [YB4]). Let ℓ, k ∈ L with ℓ < k and ∆fℓ = ∆fk be
given arbitrarily. Then, the following holds:

(i) For all x ∈ X and ℓ ≤ i ≤ k, we have Φℓ(x) = Φi(x).

(ii) For all ℓ ≤ i ≤ k, an optimal solution xℓ to (4.3) is also an optimal solution to
the ith deterministic min-max problem

min
x∈X

{
c⊤x+Φi(x)

}

and vice versa.

By Proposition 4.4, we only need to consider the sub-problems (4.3) for which the
associated deviations are pairwise distinct. In the remainder of this section, we further
provide conditions under which no additional lower-level problems need to be solved in
Line 7 of Algorithm 4.2. In particular, these conditions are sufficient ex-post conditions
for global optimality of heuristically obtained solutions.

Theorem 4.5 (Theorem 2 in [YB4]). Let (xℓ)ℓ∈L be a family of solutions to the deter-
ministic min-max problems (4.3) and let (vℓ)ℓ∈L be the vector of the associated objective
function values. Further, let k = argmaxℓ∈L{vℓ}. If xk = xℓ holds for all ℓ ∈ L, xk is an
optimal solution to (4.1) and vrob = vk holds.
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Theorem 4.5 indicates that there may be situations in which the Bertsimas–Sim
result extends to the min-max setting, i.e., Problem (4.1) can be solved by only solving
problems of the nominal type. However, the result does not carry over completely as
the requirements of Theorem 4.5 can only be checked ex post, i.e., after solving the
deterministic min-max problems (4.3). We emphasize that, in Theorem 4.5, we do not
make any structural assumptions about the lower-level feasible set Y (x), x ∈ X, except
for the follower’s variables being binary. However, further sufficient ex-post conditions
can be obtained by exploiting the specific properties of the application problem at hand.

Assumption 4.1.
(i) All linking variables are binary.

(ii) For all x ∈ X, the lower-level feasible set is of the form

Y (x) := Y ∩ {y : yi ≤ 1− xi, i ∈ I ⊆ [ny]}

with Y ⊆ {0, 1}ny being independent of the leader’s variables.

(iii) There are no terms depending on the leader’s variables in the upper-level objective,
i.e., c = 0.

Under Assumption 4.1, the min-max problem (3.1) is an interdiction problem. Let us
point out that the assumptions made here are less restrictive than those in Assumption 3.3.
In particular, we do not require that the lower-level problem satisfies the downward
monotonicity property; cf. Proposition 3.4.

Theorem 4.6 (Theorem 3 in [YB4]). Suppose that Assumption 4.1 holds. Let (xℓ)ℓ∈L
be a family of solutions to the deterministic min-max problems (4.3) and let (vℓ)ℓ∈L be
the vector of the associated objective function values. Further, let k = argmaxℓ∈L{vℓ}.
If there exists x ∈ X with x ≥ xℓ for all ℓ ∈ L, then x is an optimal solution to (4.1)
and vrob = vk holds.

Theorem 4.6 states that any feasible leader’s decision x ∈ X that dominates the solu-
tions to all deterministic min-max problems (4.3) is an optimal solution to Problem (4.1).

4.1.4 Computational Results

To assess the performance of the heuristics presented in this section, we consider the
bilevel knapsack interdiction problem, which, in its deterministic form, has been studied
in Caprara et al. (2016). For the computational study in [YB4], we have generated a total
of 1120 robustified knapsack interdiction instances. Our test set includes 560 instances with
deviations taking uniformly distributed integer values and 560 instances with deviations
taking continuous, uniformly distributed values. All details regarding the generation of
the test instances and the computational setup can be found in Section 5 in [YB4].

In Algorithms 4.1 and 4.2, any solver for mixed-integer linear min-max problems can
be used for the solution of the deterministic bilevel problems (4.3). In [YB4], we consider
the following two solver options:
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(i) the problem-tailored branch-and-cut approach presented in Fischetti et al. (2019)1,

(ii) the bkpsolver (Weninger and Fukasawa 2023), which is publicly available at https:
//github.com/nwoeanhinnogaehr/bkpsolver.

The heuristic presented in Algorithm 4.1, which incorporates solver options (i) and (ii), is
referred to as H-IC and H-BKP, respectively. For Algorithm 4.2, which is a modification of
Algorithm 4.1, we add the suffix “-M”, i.e., we refer to the two variants of the method as
H-IC-M and H-BKP-M. In [YB4], only the results for H-IC-M and H-BKP-M are shown. In
this dissertation, we show computational results for both Algorithm 4.1 and Algorithm 4.2.
Consequently, the following figures and tables differ slightly from those presented in [YB4].
To establish a benchmark for evaluating our heuristics’ performance, we compare our
methods to the exact single-leader multi-follower approach presented in [YB3]. The latter,
which we refer to as E-MF, has been discussed in detail in Chapter 3 of this dissertation.

In Tables 4.1 and 4.2, we show the number of instances that the considered approaches
can tackle, i.e., they find at least a feasible point with finite optimality gap. It can be seen
that the heuristics, which incorporate the bkpsolver for the solution of the deterministic
bilevel problems, as well as the exact approach E-MF find at least a feasible point with
finite gap for all considered instances. The heuristics H-IC and H-IC-M, however, could
not compute a finite gap within the time limit of 1 h for some of the instances. An infinite
gap is obtained in the case in which the solution of deterministic bilevel problems exceeds
the time limit so that the upper bound, initially being set to infinity, is not updated.
Based on Tables 4.1 and 4.2, we further observe that the computational burden of our
methods seems to be lower in the setting with integer deviations. The latter is reflected
by the number of instances that H-IC/H-IC-M can tackle (“feasible”) in the settings with
integer and continuous deviations, respectively. As discussed in detail in [YB4], the
computational burden of the heuristics is lower in the setting with integer deviations since,
just due to the generation of the instances, the result of Proposition 4.4 can be applied
more frequently than in the setting with continuous deviations. Taking all previous
observations into account leads to one of the main observations of the computational
study in [YB4].

Observation 4.7. The solution of the deterministic bilevel problems is a bottleneck of
Algorithms 4.1 and 4.2. Hence, the algorithmic choice for solving these problems is crucial.

1To ensure a fair comparison with all other approaches considered in the computational
study in [YB4], which use Gurobi, we have re-implemented the method originally developed for
CPLEX 12.7 using Gurobi as well. The code is publicly available at https://github.com/YasmineBeck/
gamma-robust-bilevel-heuristics.
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Table 4.1: The number of instances for which a feasible point with finite gap is found
(“feasible”; out of the 560 considered instances in the min-max setting with integer and
continuous deviations, respectively) and the number of instances with finite but non-zero
gap (“open gap”) for the approaches H-BKP, H-IC, and E-MF. Additionally, the number
of instances solved to global optimality (“optimal”), along with the number of instances
satisfying the sufficient optimality condition in Rem. 4.3, is shown.

∆f feasible optimal Rem. 4.3 open gap

integer H-BKP 560 555 244 5
H-IC 529 525 230 4
E-MF 560 526 – 34

continuous H-BKP 560 554 268 6
H-IC 499 494 240 5
E-MF 560 524 – 36

Table 4.2: The number of instances for which a feasible point with finite gap is found
(“feasible”; out of the 560 considered instances in the min-max setting with integer and
continuous deviations, respectively) and the number of instances with finite but non-zero
gap (“open gap”) for the approaches H-BKP-M, H-IC-M, and E-MF. Additionally, the
number of instances solved to global optimality (“optimal”), along with the number of
instances satisfying a sufficient optimality condition (Thm. 4.5 or Thm. 4.6), is shown;
cf. Table 5 in [YB4].

∆f feasible optimal Thm. 4.5 Thm. 4.6 open gap

integer H-BKP-M 560 555 340 340 5
H-IC-M 517 513 277 315 4
E-MF 560 526 – – 34

continuous H-BKP-M 560 554 359 359 6
H-IC-M 481 476 266 309 5
E-MF 560 524 – – 36

In Tables 4.1 and 4.2, we particularly show the number of instances solved to global
optimality (“optimal”) and the number of instances satisfying sufficient optimality con-
ditions for the considered approaches. We emphasize that E-MF is an exact approach,
which solves a single problem of the form given in (4.1) using branch-and-cut. Hence,
optimality of a solution obtained from E-MF is proven by a closed gap. The sufficient
condition in Remark 4.3 is only applicable to H-IC and H-BKP, whereas the sufficient
conditions in Theorems 4.5 and 4.6 are only applicable to H-IC-M and H-BKP-M.

Observation 4.8. A substantial number of the considered instances either has a closed
optimality gap or satisfies one of the sufficient optimality conditions stated in Remark 4.3
and Theorems 4.5 and 4.6.

We emphasize that those instances that satisfy the requirements of Remark 4.3
can be solved to global optimality without solving all |L| bilevel sub-problems. Since
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the solution of the bilevel problems is a bottleneck of our methods, the latter poses a
significant advantage of the heuristic presented in Algorithm 4.1 over the one presented in
Algorithm 4.2. Note that, using Algorithm 4.2, exactly |L| deterministic bilevel problems
need to be solved. The advantage of Algorithm 4.1 over Algorithm 4.2 is also underlined
by the number of instances solved to global optimality (“optimal”) by H-IC compared
to the number of instances solved to global optimality by H-IC-M. For the variants H-
IC-M and H-BKP-M, we further observe that the majority of the considered instances
satisfies one of the sufficient conditions in Theorems 4.5 and 4.6 so that a globally optimal
solution to Problem (4.1) is obtained by only solving bilevel problems of the nominal
type. Moreover, it can be seen that more instances satisfy the sufficient conditions for
optimality in Theorems 4.5 and 4.6 when using H-BKP-M instead of H-IC-M. For those
instances for which our heuristics only find feasible (but not provably optimal) points
with finite optimality gap, our methods still provide favorable results in terms of the
solution quality. The largest finite optimality gap we report in [YB4] for our heuristics
is 0.18%, while, for E-MF, the largest gap observed is 10.98%. Nevertheless, reflected by
the number of instances that H-IC and H-IC-M cannot tackle within the time limit of 1 h,
we still acknowledge that the computational burden remains a drawback of our methods.

In Figure 4.1, we show box-plots for the sequential and idealized parallel runtimes of
our methods. The latter reflect the overall runtime of a solution method provided that
there are sufficient capacities available to solve all arising sub-problems in parallel. For
further details on idealized parallel runtimes and their computation, we refer to Section 3.4
of this dissertation. In the sequential setting, H-IC and H-IC-M perform slightly better
than E-MF w.r.t. running times. Moreover, H-IC seems to have a minor advantage over
H-IC-M due to the possibility to terminate early without solving all |L| deterministic
bilevel problems; cf. Remark 4.3. Nevertheless, we observe that H-BKP and H-BKP-M
significantly outperform all other methods. When comparing the box-plots of H-IC and
H-IC-M in the idealized parallel setting, we can clearly see the potential of parallelization.
Note that, for the variants H-IC and H-BKP, only the solution of the lower-level problems
solved in Line 7 of Algorithm 4.1 can be parallelized. Since, however, the solution of the
deterministic bilevel problems is a bottleneck of our methods, H-IC-M benefits more from
parallelization than H-IC. Due to its overall small runtime required for solving bilevel
problems, parallelization affects the performance of H-BKP-M only slightly. Overall, we
also observe significant speed-up factors in the idealized parallel setting when comparing
the runtimes of H-BKP/H-BKP-M to those of H-IC, H-IC-M, as well as the exact approach
E-MF. Summarizing the previous discussion leads to the following final main observation
of the computational study in [YB4].

Observation 4.9. When efficient black-box methods such as the bkpsolver (Weninger and
Fukasawa 2023) are available to tackle the deterministic bilevel problems, our heuristic
outperforms the exact branch-and-cut method proposed in [YB3] both in terms of runtimes
and solution quality.
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Figure 4.1: Box-plots of the sequential (left) and the idealized parallel runtimes (right)
for the approaches H-BKP, H-BKP-M, H-IC, H-IC-M, and E-MF in the min-max setting
with integer (top) and continuous deviations (bottom). Runtimes (in s) are depicted on a
log-scaled y-axis.

4.2 A Heuristic for General Γ-Robust Bilevel Problems

We now focus on bilevel problems, which, in their deterministic form, are given by

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X,

y ∈ argmax
y′

{
f⊤y′ : y′ ∈ Y (x)

}
,

(4.4)

where Y (x) ⊆ {0, 1}ny and X := {x ∈ RnC ×ZnD : Ax ≥ a} with nx = nC + nD, c ∈ Rnx ,
d, f ∈ Rny , A ∈ Rl×nx , and a ∈ Rl. In Problem (4.4), the objective function coefficients
for the follower’s variables y may differ in the upper- and the lower-level problem. This
is in contrast to the min-max setting considered in Section 4.1, where we assume d = f .
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The Γ-robust counterpart of the bilevel problem (4.4), in which the follower hedges against
at most Γ deviations in his uncertain objective function coefficients, is given by

min
x,y

c⊤x+ d⊤y s.t. x ∈ X, y ∈ SΓ(x). (4.5)

Here, we use SΓ(x) to denote the set of optimal solutions to the x-parameterized Γ-
robust counterpart of the lower-level problem; see Problem (3.6). In [YB4], we develop
a heuristic for Problem (4.5), which we present in Section 4.2.1. In Section 4.2.2, we
illustrate that the setting considered in this section is considerably more challenging than
its min-max counterpart; cf. Section 4.1. In addition, we discuss algorithmic refinements
for the heuristic presented in Section 4.2.1. Finally, we show computational results in
Section 4.2.3.

4.2.1 Presentation of the Heuristic

The heuristic we present in this section builds on a lower bounding scheme that exploits
the solution of appropriately chosen bilevel problems of the nominal type. More formally,
we have the following result.

Proposition 4.10 (Proposition 5 in [YB4]). There exists an index ℓ ∈ L such that the
optimal objective function value of the bilevel problem

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X,

y ∈ argmax
y′∈Y (x)

{
−Γ∆fℓ + f̃(ℓ)⊤y′

} (4.6)

yields a valid lower bound for the optimal objective function value of (4.5).

We emphasize that Proposition 4.10 only yields an ex-post result. To determine the
sub-problem (4.6) that yields a valid lower bound, we need to know an optimal solution
to Problem (4.5) in advance. Nevertheless, we can exploit Proposition 4.10 to obtain an
overall valid lower bound for Problem (4.5).

Corollary 4.11 (Corollary 1 in [YB4]). For all ℓ ∈ L, let (xℓ, yℓ) be an optimal solution
to (4.6). Then,

min
ℓ∈L

{
c⊤xℓ + d⊤yℓ

}

is a valid lower bound for the optimal objective function value of (4.5).

We formally state the heuristic for Problem (4.5) in Algorithm 4.3. In Lines 2 and 3
of the algorithm, we solve |L| bilevel problems of the nominal type to obtain a valid lower
bound for Problem (4.5); cf. Corollary 4.11. We emphasize that any suitable solver can
be used for the solution of these problems such as, e.g., the MibS solver (Tahernejad
et al. 2020) or the general branch-and-cut solver presented in Fischetti et al. (2017).
Moreover, since the sub-problems (4.6) are independent, we can parallelize Lines 2 and 3
of Algorithm 4.3 if the necessary capacities are available. In Line 4, we sort the indices
so that the optimal objective function values of the deterministic bilevel problems are
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given in non-decreasing order. This allows to potentially close the optimality gap more
quickly. In Lines 7–9, we perform a correction step to obtain a feasible point and, thus, a
valid upper bound for Problem (4.5). This correction step involves solving the Γ-robust
counterpart of the lower-level problem, which can be done using Corollary 3.1 or 3.2.

Algorithm 4.3 A Heuristic for Γ-Robust Mixed-Integer Linear Bilevel Problems
Input: An instance of Problem (4.5), an exact solution method for Problems (4.4)

and (3.6), an index set L as in (4.2)
Output: A feasible pair (x∗, y∗), a lower bound L, and an upper bound U for Prob-

lem (4.5)
1: Set (x∗, y∗)← (None, None), L← −∞, and U ←∞.
2: for all ℓ ∈ L do
3: Compute a solution (xℓ, yℓ) to the bilevel problem

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X,

y ∈ argmax
y′∈Y (x)

{
−Γ∆fℓ + f̃(ℓ)⊤y′

}
.

4: Sort the indices such that

c⊤xℓ1 + d⊤yℓ1 ≤ c⊤xℓ2 + d⊤yℓ2 ≤ · · · ≤ c⊤xℓ|L| + d⊤yℓ|L|

holds and set L← c⊤xℓ1 + d⊤yℓ1 .
5: Set i← 1.
6: while i ≤ |L| and L < U do
7: Solve the xℓi-parameterized Γ-robust lower-level problem to obtain Φrob(x

ℓi) and
let ŷ denote its optimal solution.

8: if c⊤xℓi + d⊤ŷ < U then
9: Set (x∗, y∗)← (xℓi , ŷ) and U ← c⊤x∗ + d⊤y∗.

10: Set i← i+ 1.
11: return (x∗, y∗), L, U

Theorem 4.12 (Theorem 4 in [YB4]). Algorithm 4.3 is correct, i.e., it returns a feasible
pair (x∗, y∗) as well as valid lower and upper bounds L and U for (4.5).

If Algorithm 4.3 terminates with ((x∗, y∗), L, U) in Line 6, U−L = 0 holds and (x∗, y∗)
is an optimal solution to Problem (4.5). More formally, we have the following result.

Proposition 4.13 (Proposition 6 in [YB4]). Let (xℓ, yℓ)ℓ∈L be the family of solutions to
the bilevel problems solved in Line 3 of Algorithm 4.3. Further, let ((x∗, y∗), L, U) be the
output of Algorithm 4.3 and suppose that c⊤x∗ + d⊤y∗ ≤ c⊤xℓ + d⊤yℓ holds for all ℓ ∈ L.
Then, U − L = 0 holds and (x∗, y∗) is an optimal solution to (4.5).
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4.2.2 Challenges and Algorithmic Refinements

Before we discuss algorithmic refinements for the heuristic presented in Algorithm 4.3,
we briefly comment on two main reasons why the setting considered in this section is
considerably more challenging than the min-max setting of Section 4.1:

(i) Obtaining a valid lower bound for Problem (4.5) is significantly more involved
than in the min-max setting; cf. Proposition 4.1 and Corollary 4.11. In particular,
Corollary 4.11 implies that the set of deterministic bilevel sub-problems (4.6) needs
to be considered holistically, i.e., an iterative refinement of the lower bound for
Problem (4.5) such as in Line 4 of Algorithm 4.1 in the min-max setting can, in
general, not be obtained.

(ii) In Section 4.1, the Γ-robust counterpart of the lower-level problem is solved to
obtain a valid upper bound, while the feasibility of a sub-problem’s solution xℓ,
ℓ ∈ L, for Problem (4.1) is already guaranteed. A solution (xℓ, yℓ) to (4.6), however,
may not be feasible for the Γ-robust bilevel problem (4.5). Hence, we need to
perform a correction step to restore feasibility; see Lines 7–9 of Algorithm 4.3.

With respect to (ii), we point out that an optimal solution to the Γ-robust counter-
part (3.6) of the lower-level problem may not be unique. However, when solving the
problem in Line 7 of Algorithm 4.3, no information about the upper-level objective is
used. This means that, if the Γ-robust counterpart (3.6) of the lower-level problem does
not have a unique solution, the follower’s level of cooperation is not taken into account.
In [YB4], we consider the optimistic approach to bilevel optimization. To obtain good
upper bounds for the optimal objective function value of Problem (4.5), it may thus be
beneficial to include a so-called refinement step to account for the cooperative nature
of the optimistic follower. In Algorithm 4.4, we provide a detailed description of the
steps involved to solve the Γ-robust counterpart of the lower-level problem (correction
step) and to obtain refined upper bounds for Problem (4.5) by solving further binary
single-level problems (refinement step). Algorithm 4.4 may be used to replace Line 7 of
Algorithm 4.3. For the correction step in Line 3 of Algorithm 4.4, we exploit the result of
Corollary 3.2 and Theorem 2.3. In Line 4 of Algorithm 4.4, we solve a refinement problem
so that, among multiple optimal responses of the follower, one that favors the leader is
chosen. The cooperative nature of the follower is also taken into account in Lines 5 and 6
of Algorithm 4.4 so that we obtain a pair (x̂, ŷ) that is more likely to correspond to an
optimal solution to Problem (4.5).

Proposition 4.14 (Proposition 8 in [YB4]). Let (xℓ, yℓ)ℓ∈L be a given family of solutions
to the deterministic bilevel sub-problems (4.6). Further, let ℓi ∈ L, i ∈ {1, . . . , |L|}, be
given arbitrarily. Then, Algorithm 4.4 is correct, i.e., it returns an optimal solution to
the xℓi-parameterized Γ-robust counterpart (3.6) of the lower-level problem.

We now conclude this section with results on the reduction of the overall number of
sub-problems to be solved.

Proposition 4.15. Let ℓ, k ∈ L with ℓ < k and ∆fℓ = ∆fk be given arbitrarily. Then, for
all ℓ ≤ i ≤ k, an optimal solution (xℓ, yℓ) to the ℓth deterministic bilevel sub-problem (4.6)
is also an optimal solution to the ith deterministic bilevel sub-problem (4.6), and vice versa.
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Algorithm 4.4 Correct-and-Refine
Input: A family of solutions (xℓ, yℓ)ℓ∈L to the deterministic bilevel sub-problems (4.6),

an index set L as in (4.2), an index ℓi ∈ L
Output: A solution ŷ to the xℓi-parameterized Γ-robust counterpart (3.6) of the lower-

level problem
1: Set x̂← xℓi .
2: for ℓ ∈ L \ {ℓi} with xℓ ̸= x̂ do
3: Correction step: Solve the x̂-parameterized ℓth lower-level sub-problem

Φℓ(x̂) = −Γ∆fℓ + max
y∈Y (x̂)

{
f̃(ℓ)⊤y

}
.

4: Refinement step: Compute a solution ŷℓ to the problem

min
y∈Y (x̂)

d⊤y s.t. − Γ∆fℓ + f̃(ℓ)⊤y ≥ Φℓ(x̂)

and set yℓ ← ŷℓ.
5: Set Φrob(x̂)← maxℓ∈L {Φℓ(x̂)} and determine C := {ℓ ∈ L : Φℓ(x̂) = Φrob(x̂)}.
6: Set k ← argminℓ∈C

{
c⊤x̂+ d⊤yℓ

}
and ŷ ← yk.

7: return ŷ

Proof. From Assumption 2.1, we obtain ∆fℓ = ∆fi as well as f̃(ℓ) = f̃(i) for all ℓ ≤ i ≤ k.
Let (xℓ, yℓ) be an optimal solution to the ℓth sub-problem (4.6). Then,

−Γ∆fi + f̃(i)⊤yℓ = −Γ∆fℓ + f̃(ℓ)⊤yℓ

= max
y∈Y (xℓ)

{
−Γ∆fℓ + f̃(ℓ)⊤y

}

= max
y∈Y (xℓ)

{
−Γ∆fi + f̃(i)⊤y

}

holds for all ℓ ≤ i ≤ k. Thus, and since the upper- and lower-level constraints do not
depend on ℓ, the pair (xℓ, yℓ) is feasible for the ith sub-problem (4.6) with ℓ ≤ i ≤ k.
This yields

vℓ := c⊤xℓ + d⊤yℓ ≥ c⊤xi + d⊤yi =: vi,

where (xi, yi) denotes an optimal solution to the ith sub-problem (4.6) with ℓ ≤ i ≤ k.
Analogously, (xi, yi) is feasible for the ℓth sub-problem (4.6) and, thus, vi ≥ vℓ holds. As
a consequence, we have vℓ = vi, which concludes the proof.

By Proposition 4.15, it suffices to only consider the sub-problems for which the
associated deviations are pairwise distinct. Finally, we provide a sufficient ex-post
condition under which Problem (4.5) can be solved by only solving bilevel problems of
the nominal type, i.e., without solving additional lower-level problems.

Theorem 4.16 (Theorem 5 in [YB4]). Let (xℓ, yℓ)ℓ∈L be the family of solutions to
the bilevel problems solved in Line 3 of Algorithm 4.3. If there exists an index k ∈ L
with xk = xℓ, d⊤yk ≤ d⊤yℓ and f̃(ℓ)⊤yk ≥ f̃(ℓ)⊤yℓ for all ℓ ∈ L, (xk, yk) is an optimal
solution to (4.5).
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Table 4.3: The number of instances for which a feasible point with finite gap is found
(“feasible”; out of the 560 considered instances in the general bilevel setting with integer
and continuous deviations, respectively) and the number of instances with finite but
non-zero gap (“open gap”) for the approaches E and H. Additionally, the number of
instances solved to global optimality (“optimal”), along with the number of instances
satisfying the sufficient optimality condition in Thm. 4.16, is shown; see Table 6 in [YB4].

∆f feasible optimal Thm. 4.16 open gap

integer H 249 186 70 63
E 480 236 – 244

continuous H 217 172 58 45
E 474 230 – 244

4.2.3 Computational Results

To computationally assess the performance of the presented heuristic, we consider problems
that generalize the knapsack interdiction problem studied in Caprara et al. (2016). In its
deterministic form, the so-called generalized knapsack interdiction problem reads

min
x∈{0,1}n,y

c⊤x+ d⊤y

s.t. v⊤x ≤ B,

y ∈ argmax
y′∈{0,1}n

{
f⊤y′ : w⊤y′ ≤ C, y′i ≤ 1− xi, i ∈ [n]

}

with B,C ∈ Z≥0, and c, d, f, v, w ∈ Zn
≥0. For the computational study in [YB4], a total

of 1120 robustified instances of the generalized knapsack interdiction problem has been
generated. These include 560 instances with deviations taking uniformly distributed
integer values and 560 instances with deviations taking continuous, uniformly distributed
values. For detailed information regarding the generation of the test instances and the
computational setup, we refer to Section 5 in [YB4].

In Line 3 of Algorithm 4.3, any solver for mixed-integer linear bilevel problems can
be used. In [YB4], we use the problem-tailored branch-and-cut approach outlined in
Section 3.5.1. Preliminary computational tests revealed that this approach outperforms
general-purpose solvers, which is why we refrain from using solvers such as, e.g., the MibS
solver (Tahernejad et al. 2020) or the general branch-and-cut solver presented in Fischetti
et al. (2017). In what follows, we abbreviate the heuristic by H. We further mention that,
to the best of our knowledge, there is no other method in the literature that can directly
tackle general mixed-integer bilevel problems with a Γ-robust treatment of lower-level
objective uncertainty, neither globally nor heuristically. To provide a point of reference
for comparison, we have thus implemented an exact branch-and-cut approach tailored to
our setting. We refer to this method, which is outlined in Section 3.5.2, as E.

In Table 4.3, we show the number of instances that both E and H can tackle, i.e., they
find at least a feasible point with finite optimality gap. We emphasize that E is an exact
approach that solves a single problem of the form given in (3.26) using branch-and-cut.
This means that optimality of a solution obtained from E is proven by a closed gap. Based
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on Table 4.3, we observe that the heuristic could not compute a finite gap within the time
limit of 1 h for a significant portion of the considered instances. An infinite gap is obtained
if the solution of the deterministic bilevel problems exceeds the time limit so that the
upper bound, initially being set to infinity, is not updated. Reflected by the results shown
in Table 4.3, we acknowledge that the computational burden of our heuristic is quite large.
Nevertheless, it can be seen that, for the majority of the instances that the heuristic
can tackle, global optimality is proven either using the sufficient ex-post condition in
Theorem 4.16 or by a closed optimality gap (cf. Proposition 4.13). In particular, for the 70
and 58 instances in the settings with integer and continuous deviations that satisfy the
requirements of Theorem 4.16, optimality is proven by only solving bilevel problems of the
nominal type. To further assess the quality of heuristically obtained solutions, we show
ECDF plots w.r.t. the optimality gaps in Figure 4.2. The ECDFs can be interpreted as the
percentage of instances (y-axis) for which a certain optimality gap (x-axis) can be achieved.
Here, we exclude 80 instances with integer deviations and 86 instances with continuous
deviations that neither E nor H can tackle. Figure 4.2 shows that we obtain an optimality
gap of at most 8.85% and 11.35% (the values from which on the curves stay horizontal)
for those instances that can be tackled using the heuristic in the settings with integer
and continuous deviations, respectively. The largest gaps we observe for E are 57.63%
and 58.10% in the settings with integer and continuous deviations, respectively.

In [YB4], we further observe that the heuristic H is faster than the exact solution
approach E on the instances that can be tackled. This is particularly true if the solution
of the deterministic bilevel problems in Line 3 of Algorithm 4.3 and, if necessary, the
solution of the additional lower-level problems in Line 7, can be parallelized. Moreover,
the computational burden of the heuristic can significantly be reduced by applying the
result of Proposition 4.15. In [YB4], we observe that, just due to the generation of the
instances, a considerable number of deterministic bilevel problems can be eliminated
in the setting with integer deviations. Nevertheless, the large portion of instances for
which the heuristic cannot compute a finite gap still reflects the significant computational
burden of our method. Solving deterministic bilevel problems remains a bottleneck of
Algorithm 4.3 and, thus, the algorithmic choice for solving these problems is crucial.
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Figure 4.2: ECDF plots of the optimality gaps (in %) for the approaches in the general
bilevel setting with integer (left) and continuous deviations (right).
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5. A Toll-Setting Problem with
Robust Wardrop Equilibrium Conditions

Bilevel optimization is a powerful tool for modeling hierarchical decision-making processes,
which frequently arise in the context of transportation; see, e.g., Ben-Ayed et al. (1992),
Brotcorne et al. (2001), Dempe and Zemkoho (2012), Dewez et al. (2008), Kalashnikov et
al. (2020), Labbé et al. (1998, 2000), and Migdalas (1995). In this chapter, we summarize
the contributions of [YB5], which address one important aspect of transportation science:
the problem of determining optimal tolls in a traffic network. We consider the setting
in which a toll-setting authority aims to maximize revenues by imposing tolls on certain
arcs of the traffic network. These revenues can, e.g., be used to support the maintenance
of existing infrastructure or fund the construction of new roads. Regarding the users of
the traffic network, we assume that they act according to Wardrop’s user equilibrium
(Wardrop 1952; Wardrop and Whitehead 1952), minimizing their individual travel costs
that are parameterized by the imposed tolls. Overall, this renders the considered toll-
setting problem a mathematical problem with equilibrium constraints (MPEC); see, e.g.,
Luo et al. (1996) for a general overview. In Section 5.1, we formally state the toll-setting
problem, reformulate it as a mixed-integer nonlinear problem (MINLP), and provide valid
inequalities. Afterward, in Section 5.2, we consider a robustified variant of the toll-setting
problem in which the users of the traffic network hedge against uncertain travel costs.
We also present an MINLP reformulation of the toll-setting problem in this setting. In
Section 5.3, we elaborate on the impact of considering robust travel decisions on the
computational difficulty and on the revenues realized by the toll-setting authority.

5.1 A Deterministic Toll-Setting Problem

In [YB5], we consider a traffic network that is modeled using a directed graph G = (N ,A)
with node set N and arc set A ⊆ N ×N . In what follows, we denote f = (fa)a∈A as the
vector of all arc flows and τ = (τa)a∈A as the vector of tolls imposed on the arcs of the
network. The aim of the toll-setting authority is to maximize the revenues realized by
imposing tolls on certain arcs of the network. The overall toll-setting problem is given by

max
τ,f,x

∑

a∈A
τafa s.t. τ ∈ T , (f, x) ∈ S(τ). (5.1)

Here, S(τ) denotes the set of Wardrop equilibria that are parameterized by the tolls τ .
The set T is used to model lower and upper bounds on the tolls or toll-free arcs. More
formally, we impose the following.
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Assumption 5.1. The set T induces a finite upper bound τ+a as well as a lower bound
of zero for the toll τa on each arc a ∈ A.

All arcs a ∈ A for which the set T imposes the upper bound τ+a = 0 are called toll-free
arcs. The remaining arcs are called toll arcs. Before we elaborate on the set of Wardrop
equilibria S(τ), let us mention that Problem (5.1) can be interpreted as a single-leader
multi-follower problem. Here, the toll-setting authority acts as the leader and the users of
the traffic network act as the followers. In this context, optimizing over the tolls τ as well
as over the variables f and x particularly relates to the optimistic approach to bilevel
optimization. This means that, whenever there are multiple optimal route choices for the
network users, they choose the ones that favor the leader the most w.r.t. the associated
revenues. The latter is a common assumption in the literature; see, e.g., Brotcorne et al.
(2001) and Labbé et al. (1998).

5.1.1 Wardrop Equilibrium Conditions

For node subsets O,D ⊆ N , we denote the set of all origin-destination (OD) pairs of the
network as K ⊆ O × D. We consider a single commodity for each OD pair k ∈ K and
use xk = (xka)a∈A ∈ R|A| to denote the flow vector of commodity k. The vector of arc
flows is then given by

f =
∑

k∈K
xk ∈ R|A|. (5.2)

Throughout this chapter, we make the following assumptions regarding the connectivity
of the traffic network and the travel demand of its users.

Assumption 5.2. For every node i ∈ N , there is at least one path that connects node i
to each destination node j ∈ D.

Assumption 5.3. For every commodity k ∈ K, the travel demand dk ∈ R is non-negative
and fixed.

Assumption 5.2 is a standard assumption in the context of traffic assignment; cf., e.g.,
Assumption 2.A in Patriksson (2015). Moreover, we can impose Assumption 5.3 w.l.o.g. as
any elastic-demand problem can equivalently be reformulated as a fixed-demand problem;
see, e.g., Dantzig et al. (1976) and Gartner (1980). For each commodity k = (αk, ωk) ∈ K,
flow conservation can now be modeled via

∑

a∈δin(i)

xka −
∑

a∈δout(i)

xka = dki , i ∈ N , (5.3)

with

dki =





+dk, i = ωk,

0, i ∈ N \ {αk, ωk} ,
−dk, i = αk.

Here, δin(i) and δout(i) denote the sets of in- and outgoing arcs of node i ∈ N , respectively.
In [YB5], we consider the setting in which network users act according to Wardrop’s user
equilibrium, minimizing their individual travel costs. This behavior can be modeled as

0 ≤ cka(f ; τa) + tkj − tki ⊥ xka ≥ 0, a = (i, j) ∈ A, k ∈ K. (5.4)
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In (5.4), the cost for commodity k ∈ K to travel along an arc a ∈ A is given by the
function cka(f ; τa) that depends on the overall flows f and that is parameterized by the
imposed toll τa. Moreover, tki denotes the minimum cost to reach the destination of
commodity k ∈ K from node i ∈ N . We abbreviate t = (tk)k∈K with tk = (tki )i∈N ∈ R|N |.
To sum up, the τ -parameterized set of Wardrop equilibria is given by

S(τ) := {(f, x) : ∃t such that (f, x, t) solves (5.2)–(5.4)} .

5.1.2 An MINLP Reformulation

In [YB5], we introduce additional binary variables z ∈ {0, 1}|A|·|K| and sufficiently large
big-M constants to reformulate the toll-setting problem (5.1) as the problem

max
τ,f,x,t,z

∑

a∈A
τafa (5.5a)

s.t. τ ∈ T , f =
∑

k∈K
xk, (5.5b)

∑

a∈δin(i)

xka −
∑

a∈δout(i)

xka = dki , i ∈ N , k ∈ K, (5.5c)

xka ≥ 0, cka(f ; τa) + tkj − tki ≥ 0, a = (i, j) ∈ A, k ∈ K, (5.5d)

cka(f ; τa) + tkj − tki ≤Mk
a (1− zka), a = (i, j) ∈ A, k ∈ K, (5.5e)

xka ≤Mk
a z

k
a , a ∈ A, k ∈ K, (5.5f)

zka ∈ {0, 1} , a ∈ A, k ∈ K. (5.5g)

Problem (5.5) is as an MINLP due to bilinearities in the objective function and possible
nonlinearities in the travel cost functions cka(f ; τa), a ∈ A, k ∈ K. By construction,
Problem (5.5) is equivalent to the toll-setting problem (5.1) if the big-M constants Mk

a ,
a ∈ A, k ∈ K, are sufficiently large. However, to obtain such constants, further knowledge
about the travel cost functions cka(f ; τa) is needed. To this end, we assume in [YB5] that
the travel costs are affine-linear in the flows f . For the remainder of this chapter, we thus
impose the following.

Assumption 5.4. For every commodity k ∈ K, the travel cost functions ck(f ; τ) =(
cka(f ; τa)

)
a∈A are affine-linear in the flows, i.e., there exists a matrix Ck ∈ R|A|×|A|

≥0 and

a vector cfix,k ∈ R|A|
>0 with ck(f ; τ) = Ckf + cfix,k + τ .

We acknowledge that Assumption 5.4 is rather strong. Even under this simplifying
assumption, however, solving the toll-setting problem computationally is a highly chal-
lenging task. We elaborate on this in more detail in Section 5.3. In [YB5], we exploit
Assumptions 5.1–5.4 to derive bounds for the variables f , x, and t, from which sufficiently
large big-Ms for Problem (5.5) can be obtained. Detailed derivations can be found in
Section 3.1 in [YB5]. In addition to determining correct big-M constants, we further
exploit the derived variable bounds for proving the existence of solutions to the toll-setting
problem (5.1). More formally, we have the following theorem. A proof of this theorem,
along with all proofs that we omit in this chapter, can be found in [YB5].

Theorem 5.1 (Theorem 1 in [YB5]). Under Assumptions 5.1–5.4, the toll-setting prob-
lem (5.1) has an optimal solution (τ, f, x).
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5.1.3 Valid Inequalities

In [YB5], we derive valid inequalities for the feasible set and optimal solutions of Prob-
lem (5.5). Preliminary computational tests revealed that including the following inequali-
ties significantly enhances the solution process.

Proposition 5.2 (Proposition 4 in [YB5]). Let τ ∈ T be given arbitrarily. Further,
let i, j ∈ N be such that (i, j), (j, i) ∈ A holds. Then, under Assumptions 5.1 and 5.4, the
inequalities

zk(i,j) + zk(j,i) ≤ 1, k ∈ K,
are valid for the feasible set of Problem (5.5).

Proposition 5.2 implies that, under the assumption of positive travel costs, there
cannot be positive commodity flow on both an arc and its reversed arc.

Proposition 5.3 (Proposition 5 in [YB5]). Under Assumptions 5.1–5.4, there exists an
optimal solution (τ, f, x, t, z) to Problem (5.5) that satisfies

τa ≥ τ+a

(
1−

∑

k∈K
zka

)
, a ∈ A.

Proposition 5.3 is used to fix a toll τa, a ∈ A, to its upper bound τ+a in the case
that zka = 0 holds for all commodities k ∈ K. The latter implies that there is no flow on
arc a and, thus, no revenues are generated by imposing tolls on this arc.

5.2 Robust Toll-Setting Under Budgeted Uncertainty

In Section 5.1, we have considered the setting in which the network users act under
perfect information. In real-world applications, however, travelers often face uncertainties
when making their decisions. For instance, the travel costs may be subject to uncertainty
due to unforeseen events such as accidents, maintenance work, or changing weather
conditions. Hence, the assumption of perfect information seems to be rather strong.
In [YB5], we account for uncertainties regarding the travel costs by considering so-called
robust Wardrop equilibria under budgeted uncertainty, which we discuss in the following.
In the context of traffic assignment, robust Wardrop equilibria have also been studied in
Ito (2011) and Ordóñez and Stier-Moses (2007, 2010).

5.2.1 Robust Wardrop Equilibrium Conditions

We start from the nominal Wardrop equilibrium model given by Conditions (5.2)–(5.4), for
which we now assume that the travel costs of each arc a ∈ A and each commodity k ∈ K
are not known exactly. More formally, we impose the following.

Assumption 5.5. For all a ∈ A and k ∈ K, the travel costs cka(f ; τa) are subject
to additive deviations Y k

a ∆cka with Y k
a being a random variable with support in [0, 1]

and ∆cka ≥ 0.
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The parameters ∆cka ≥ 0 denote upper bounds on the possible deviation from the
nominal travel costs. Since it is unlikely that the costs realize in a worst-case sense
on every arc of the network and, hence, to avoid being overly conservative, we assume
that each commodity k ∈ K hedges against deviations of up to Γk ∈ {0, . . . , |A|}. The
robustified version of Wardrop’s user equilibrium (5.4) then reads

0 ≤ cka(f ; τa) + yka∆cka + tkj − tki ⊥ xka ≥ 0, a = (i, j) ∈ A, k ∈ K. (5.6)

Here, for a commodity k ∈ K and a given flow vector xk, the vector yk solves

max
yk

∑

a∈A
(∆ckax

k
a)y

k
a (5.7a)

s.t.
∑

a∈A
yka ≤ Γk, (5.7b)

0 ≤ yka ≤ 1, a ∈ A. (5.7c)

Problem (5.7) is a linear problem for fixed xk, k ∈ K. Hence, the KKT conditions are
necessary and sufficient optimality conditions, i.e., replacing Problem (5.7) by its KKT
conditions yields an equivalent reformulation of (5.6) and (5.7) that is given by

0 ≤ cka(f ; τa) + yka∆cka + tkj − tki ⊥ xka ≥ 0, a = (i, j) ∈ A, k ∈ K, (5.8a)

0 ≤ ξk + ζka −∆ckax
k
a ⊥ yka ≥ 0, a ∈ A, k ∈ K, (5.8b)

0 ≤ 1− yka ⊥ ζka ≥ 0, a ∈ A, k ∈ K, (5.8c)

0 ≤ Γk −
∑

a∈A
yka ⊥ ξk ≥ 0, k ∈ K. (5.8d)

Since Conditions (5.2) and (5.3) do not depend on the (robustified) travel costs, the set
of robust Wardrop equilibria for given tolls τ and fixed Γ = (Γk)k∈K can be stated as

Srob(τ) = {(f, x) : ∃(t, y, ξ, ζ) such that (f, x, t, y, ξ, ζ) solves (5.2), (5.3), and (5.8)} .

The overall robustified toll-setting problem then reads

max
τ,f,x

∑

a∈A
τafa s.t. τ ∈ T , (f, x) ∈ Srob(τ). (5.9)

In [YB5], the existence of solutions to Problem (5.9) and, in particular, the existence
of robust Wardrop equilibria under budgeted uncertainty is shown using Theorem 5.5 in
Aashtiani and Magnanti (1981). More formally, we have the following theorem.

Theorem 5.4 (Theorem 3 in [YB5]). Under Assumptions 5.1–5.5, the robustified toll-
setting problem (5.9) has an optimal solution (τ, f, x).

5.2.2 An MINLP Reformulation

Similar as it is done in Section 5.1.2, we exploit sufficiently large big-M constants
and additional binary variables to linearize the complementarity constraints in the
robustified version of Wardrop’s user equilibrium (5.8). After some further reformulations
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(cf. Lemma 2 and the respective discussion in Section 4.2 in [YB5]), an equivalent MINLP
reformulation of the robustified toll-setting problem (5.9) is then given by

max
τ,f,x,t,r

∑

a∈A
τafa (5.10a)

s.t. τ ∈ T , f =
∑

k∈K
xk, (5.10b)

∑

a∈δin(i)

xka −
∑

a∈δout(i)

xka = dki , i ∈ N , k ∈ K, (5.10c)

c̃ka(f ; τa) + tkj − tki ≥ 0, a = (i, j) ∈ A, k ∈ K, (5.10d)

c̃ka(f ; τa) + tkj − tki ≤Mk
a (1− zka), a = (i, j) ∈ A, k ∈ K, (5.10e)

xka ≥ 0, xka ≤Mk
a z

k
a , a ∈ A, k ∈ K, (5.10f)

ξk + ζka −∆ckax
k
a ≥ 0, a ∈ A, k ∈ K, (5.10g)

ξk + ζka −∆ckax
k
a ≤ Nk

aw
k
a , a ∈ A, k ∈ K, (5.10h)

yka ≥ 0, yka ≤ 1− wk
a , a ∈ A, k ∈ K, (5.10i)

yka ≤ 1, yka ≥ vka , a ∈ A, k ∈ K, (5.10j)

ζka ≥ 0, ζka ≤ Lk
av

k
a , a ∈ A, k ∈ K, (5.10k)

ξk ≥ 0, ξk ≤ Rk, k ∈ K, (5.10l)
∑

a∈A
yka = Γk, k ∈ K, (5.10m)

vka , w
k
a , z

k
a ∈ {0, 1} , a ∈ A, k ∈ K, (5.10n)

for sufficiently large constants Lk
a, Mk

a , Nk
a , and Rk for all a ∈ A and k ∈ K. Here,

we use c̃ka(f ; τa) := cka(f ; τa) + yka∆cka to denote the robustified travel costs of commod-
ity k ∈ K on arc a ∈ A. In addition, we abbreviate r := (y, ξ, ζ, q, v, w, z). Under
Assumptions 5.1–5.5, sufficiently large constants Lk

a, Mk
a , Nk

a , and Rk, a ∈ A, k ∈ K, can
be obtained from the variable bounds provided in Section 4.3 in [YB5].

In Problem (5.10), we introduce |K|(8|A|+3) additional constraints and |K|(4|A|+1)
additional variables for the robustification and the linearization of robustified constraints.
Problem (5.10) is thus significantly larger than Problem (5.5) in terms of the number
of variables and constraints. Therefore, it seems reasonable to aim for a more compact
formulation of the toll-setting problem that maintains a similar level of flexibility regarding
the conservatism of robust travel decisions. In this context, we emphasize that the
budgeted uncertainty modeling considered in Problem (5.7) is closely related to the
notion of Γ-robustness according to Bertsimas and Sim (2003) and Sim (2004). In our
setting, pursuing a Γ-robust approach would imply that the users of the traffic network
hedge against uncertain travel costs on at most Γk many arcs of the network. This
requires imposing integrality on the variables yk in Problem (5.10). In principle, this
integrality can be exploited to significantly reduce the number of variables and constraints
in Problem (5.10). However, we emphasize that integrality of yk leads to robustified travel
cost functions c̃ka(f ; τa) := cka(f ; τa) + yka∆cka that are no longer continuous. Continuity
is necessary to prove the existence of robust Wardrop equilibria using Theorem 5.5 in
Aashtiani and Magnanti (1981). Hence, proving existence of Γ-robust Wardrop equilibria
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in the sense of Bertsimas and Sim (2003) and Sim (2004) most likely requires different
techniques compared to those used in the proof of Theorem 5.4.

5.2.3 Valid Inequalities

Under Assumptions 5.1, 5.4, and 5.5, the robustified travel costs c̃ka(f ; τa) are positive for
all a ∈ A and k ∈ K. Hence, the inequalities provided in Proposition 5.2 are also valid
for Problem (5.10). Moreover, no information about the travel costs is used to derive the
inequalities presented in Proposition 5.3. Hence, the latter are valid for optimal solutions
to the robustified toll-setting problem as well. To conclude, we provide additional valid
inequalities for the feasible set of Problem (5.10).

Proposition 5.5 (Proposition 6 in [YB5]). The inequalities

vka + wk
a ≤ 1, a ∈ A, k ∈ K,

are valid for the feasible set of Problem (5.10).

5.3 Case Study

In [YB5], we illustrate how the consideration of robust Wardrop equilibria may impact
toll-setting policies through a case study on a subnetwork of the well-known Sioux Falls
network (LeBlanc et al. 1975).1 The subnetwork considered in the case study in [YB5],
which we refer to as “Sioux Falls East”, consists of 12 nodes and 36 arcs. Moreover, we
vary the number of toll arcs and OD pairs between 4 and 8, respectively. We emphasize
that Problems (5.5) and (5.10) are nonconvex MINLPs, which can be tackled using
state-of-the-art general-purpose solvers such as, e.g., Gurobi. For detailed information
regarding the considered network instances and the computational setup, we refer to
Section 5 in [YB5]. We now summarize the main observations of the case study in [YB5].

Observation 5.6. Increasing the number of OD pairs and toll arcs contributes to an
increased computational difficulty and an increased amount of resources required to solve
the respective toll-setting problems.

The number of OD pairs directly influences the size of the toll-setting problem, which
represents a considerable challenge when solving these problems computationally. Since
the robustification of uncertain travel costs leads to significantly larger models than in
the nominal setting, these computational challenges are particularly pronounced for the
robustified toll-setting problem. In addition, more toll arcs lead to more nonconvex terms
in the objective function of the toll-setting problem, which require a special algorithmic
treatment. General-purpose solvers such as Gurobi tackle these nonconvexities using
spatial branching based on convex envelopes. Overall, solving Problems (5.5) and (5.10)
is thus a highly challenging task. This is also reflected in the size of the instances solved
in [YB5]. For the nominal toll-setting problem, the largest instances of the considered
“Sioux Falls East” network, which can be tackled using Gurobi within 1 h, include up to 8
OD pairs with up to 6 toll arcs. In the robust setting, only the smallest of the considered
instances, i.e., the one with 4 OD pairs and 4 toll arcs, can be solved within 1 h. In

1The instance data is publicly available at https://github.com/bstabler/TransportationNetworks.
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Figures 5.1 and 5.2, we show the “Sioux Falls East” network with 4 OD pairs and 4 toll
arcs, along with the flows in an equilibrium and the imposed tolls for the nominal and the
robust setting, respectively. Based on Figure 5.1, it can be seen that revenues are only
generated by imposing tolls on arc (15, 22) in the nominal setting. In the robust setting
depicted in Figure 5.2, revenues are additionally generated by imposing tolls on the arcs
that connect nodes 16 and 17. In [YB5], we make the following overall observation.

Observation 5.7. For the “Sioux Falls East” network with 4 OD pairs and 4 toll arcs
depicted in Figures 5.1 and 5.2, the revenues generated by imposing tolls are signifi-
cantly higher in the robust setting compared to the nominal one. Nevertheless, network
users always face increased travel costs to reach their destination when hedging against
uncertainties in a robust way.

We emphasize that it is not the toll-setting authority that hedges against uncertain
travel costs, but the users of the traffic network. In particular, the network users
decide on their route choices in a “here-and-now” fashion, i.e., before the uncertainty
realizes. Viewing the overall toll-setting problem as a single-leader multi-follower problem,
this means that we consider multiple “here-and-now” followers. Since this problem is
considered from the leader’s perspective, having higher revenues in the robust setting
is thus not in contrast to classic robust optimization theory. For given tolls τ ∈ T , the
previous observations indicate that neither Srob(τ) ⊆ S(τ) nor Srob(τ) ⊇ S(τ) holds in
general. Regarding the behavior of robustified network users, we make the following final
observation in [YB5].

Observation 5.8. Users of the traffic network, who hedge against uncertain travel cost in
a robust way, may be indifferent to uncertainties, change their travel decisions completely,
or decide on something in between.

For the “Sioux Falls East” network with 4 OD pairs and 4 toll arcs depicted in
Figures 5.1 and 5.2, we observe that the green and the orange commodities, i.e., OD
pairs (9, 21) and (8, 20), do not change their travel decisions when hedging against
uncertain travel costs in a robust way. However, the travel decision of the purple
commodity, i.e., OD pair (16, 21), changes completely in the robust setting. Instead of
taking a toll-free detour, it now takes the most direct route, which includes a toll arc.
Moreover, compared to the nominal setting, the flow of the blue commodity, i.e., OD
pair (17, 22), is divided between the most direct tolled route and toll-free detours in the
robust setting.
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Figure 5.1: The “Sioux Falls East” network with 4 OD pairs and 4 toll arcs. Each OD
pair is color-coded (orange, green, blue, purple). Dashed arcs represent toll arcs and solid
arcs represent toll-free arcs. Edge labels correspond to commodity flows. For toll arcs,
edge labels are given in the format “flow | toll”. If no label is shown, there is no flow on
that edge. See Figure 2 in [YB5].
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Figure 5.2: The robust “Sioux Falls East” network with 4 OD pairs and 4 toll arcs. Each
OD pair is color-coded (orange, green, blue, purple). Dashed arcs represent toll arcs and
solid arcs represent toll-free arcs. Edge labels correspond to commodity flows. For toll
arcs, edge labels are given in the format “flow | toll”. If no label is shown, there is no flow
on that edge. See Figure 3 in [YB5].
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6. Bilevel-Specific Sources of Uncertainty

In bilevel optimization, the decision-makers are usually assumed to have perfect informa-
tion and to act perfectly rational. This means that both the leader and the follower

(i) have full knowledge about the problem data,

(ii) can perfectly observe or anticipate the decision of the other,

(iii) solve their respective optimization problems to global optimality in an exact sense.

In many real-world applications, however, the required cognitive, intellectual, or com-
putational skills and resources to fulfill Conditions (i)–(iii) may be limited, preventing
decision-makers from making fully rational decisions. As a consequence, decision-makers
are frequently faced with what economists refer to as bounded rationality (Rubinstein 1998;
Simon 1972). While data uncertainty, which concerns limitations related to (i), can be
present in both single-level and bilevel optimization, we emphasize that (ii) and (iii) may
have implications that are particularly prominent in bilevel optimization. Due to their
nature of combining two different decision-makers in one model, bilevel problems may be
subject to uncertainties associated with the respective decisions of these decision-makers.
This type of uncertainty, which we refer to as decision uncertainty, relates to limitations
regarding Conditions (ii) and (iii). It is evident that decision uncertainty does not play
a role in single-level optimization, given that there is only one decision-maker involved.
Overall, the sources of uncertainty in bilevel optimization are thus much richer than in
single-level optimization and, in particular, they go beyond data uncertainty. In contrast
to the case of uncertain data, decision uncertainty has been much less investigated in
the bilevel literature. For an overview of the recent advances in this area, we refer to
Section 5 in [YB1] and Sections 3.3–3.5 in [YB2].

In this chapter, we illustrate two aspects related to decision uncertainty. In Section 6.1,
we summarize the results of [YB7] in which we address the follower’s limited ability to
perfectly observe the leader’s decision in a robust way. Section 6.2 is devoted to the
exemplary bilevel problem with a continuous but nonconvex lower level presented in [YB6].
The example illustrates the potential severe consequences of only considering nearly feasible
solutions to the lower-level problem.
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6.1 A Robust Approach for Modeling Limited Observability

In this section, we discuss the results of [YB7]. To this end, we consider optimistic bilinear
bilevel problems of the form

min
x,y

c⊤x+ d⊤y + x⊤Ry

s.t. Ax+By ≥ a,

y ∈ S(x)

(6.1)

with x, c ∈ Rnx , y, d ∈ Rny , R ∈ Rnx×ny , A ∈ Rl×nx , B ∈ Rl×ny , and a ∈ Rl. Here, S(x)
denotes the set of optimal solutions to the x-parameterized lower-level problem

min
y

f⊤x+ g⊤y + x⊤Qy

s.t. Cx+Dy ≥ b
(6.2)

with f ∈ Rnx , g ∈ Rny , Q ∈ Rnx×ny , C ∈ Rm×nx , D ∈ Rm×ny , and b ∈ Rm. In the bilevel
problem (6.1), we make the strong assumption that both the leader and the follower act
perfectly rational. In real-world applications, however, this assumption rarely holds as
both players may face bounded rationality. In [YB7], we pursue similar ideas compared
to those in Pita et al. (2009, 2010, 2008), who consider limited observability regarding
the leader’s decision as one important aspect of bounded rationality. This means that
the follower cannot perfectly observe the actual leader’s decision x but, instead, observes
a decision x̄. As the follower assumes that x̄ is the strategy the leader actually plays,
the follower’s response is then based on x̄ instead of x. In Pita et al. (2009, 2010, 2008),
the authors consider the setting in which the leader hedges against the worst-possible
reaction of the follower due to his erroneous observation. Our contributions in [YB7]
differ from those in Pita et al. (2009, 2010, 2008) in the sense that we focus on how
limited observability regarding the leader’s decision affects the lower-level problem. In
this context, it seems reasonable to assume that the follower is fully aware of his inability
to perfectly observe the actual decision of the leader and, thus, tries to hedge against his
uncertainty regarding the leader’s decision. In [YB7], we exploit robust optimization to
model the decision-making of the follower. To this end, we assume that the perceived
leader’s decision x̄ belongs to the predefined uncertainty set

U(x) = {x+ Pζ : ζ ∈ Z ⊆ Rq} with Z = {ζ ∈ Rq : Hζ ≥ h}

with matrices P and H and a vector h of appropriate dimension. To ensure that the
actual leader’s decision x is still part of the uncertainty set U(x), one may additionally
assume that 0 ∈ Z holds. The robust counterpart of the lower-level problem, in which
the follower hedges against the worst-possible realization of his uncertainty regarding the
leader’s decision, reads

min
y

g⊤y + max
x̄∈U(x)

{
f⊤x̄+ x̄⊤Qy

}

s.t. Cx̄+Dy ≥ b for all x̄ ∈ U(x).
(6.3)
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In [YB7], we apply a duality-based approach (cf. Section 2.2.1) to obtain a tractable
reformulation of Problem (6.3). The latter is given by

min
y,σ,λ

f⊤x+ g⊤y + x⊤Qy − h⊤σ (6.4a)

s.t. Cj·x+Dj·y + h⊤λj ≥ bj , j ∈ [m] , (6.4b)

H⊤σ = −P⊤ (f +Qy) , (6.4c)

H⊤λj = (Cj·P )⊤ , j ∈ [m] , (6.4d)

λj ≥ 0, σ ≥ 0, j ∈ [m] ; (6.4e)

see Section 4 in [YB7] for a detailed derivation. For a given leader’s decision x, Prob-
lem (6.4) is a linear problem. Hence, the KKT conditions are both necessary and sufficient
optimality conditions for Problem (6.4). A single-level reformulation of the overall bilevel
problem, in which the follower’s limited observability regarding the leader’s decision is
treated in a robust way, can thus be obtained by replacing the lower level by the KKT
conditions of Problem (6.4). This yields

min
x,y,z

c⊤x+ d⊤y + x⊤Ry (6.5a)

s.t. Ax+By ≥ a, (6.5b)

Cj·x+Dj·y + h⊤λj ≥ bj , j ∈ [m] , (6.5c)

H⊤σ = −P⊤ (f +Qy) , (6.5d)

H⊤λj = (Cj·P )⊤ , j ∈ [m] , (6.5e)

g +Q⊤x−D⊤α−Q⊤Pβ = 0, (6.5f)
h+Hβ + δ = 0, (6.5g)

αjh+Hγj + εj = 0, j ∈ [m] , (6.5h)

αj

(
Cj·x+Dj·y + h⊤λj − bj

)
= 0, j ∈ [m] , (6.5i)

δ⊤σ = 0, (6.5j)
(
εj
)⊤

λj = 0, j ∈ [m] , (6.5k)

λj , εj ≥ 0, σ, α, δ ≥ 0, j ∈ [m] , (6.5l)

where z contains all primal variables used for the robust treatment of limited observability
as well as all dual variables of the follower. Problem (6.5) is a nonlinear and nonconvex
problem due to the complementarity constraints in (6.5i)–(6.5k). Nevertheless, Prob-
lem (6.5) can be solved using state-of-the-art general-purpose solvers, such as Gurobi, after
some transformations; see Section 2.1.2 of this dissertation for further details. In [YB7],
we tackle Constraints (6.5i)–(6.5k) using special ordered sets of type 1 (SOS1).

Example 6.1 (cf. Sections 3 and 5 in [YB7]). We consider the bilinear bilevel problem (6.1)
defined by c, d, f, g = 0 ∈ R2, B = C = 0 ∈ R4×2, as well as

R =

[
2 4
3 4

]
, Q =

[
5 0
1 2

]
, A =




1 1
−1 −1
1 0
0 1


 = D, and a =




1
−1
0
0


 = b.

66



This renders the bilevel problem a sequential bimatrix game, which is of interest in many
security applications; see, e.g., Brown et al. (2006), Gatti (2008), Jain et al. (2010),
Kiekintveld et al. (2009), Shieh et al. (2012), and Yang et al. (2014). If the follower
can perfectly observe the leader’s decision, an optimal solution is given by x = (1/6, 5/6)
and y = (1, 0). Now, we assume that the follower faces limited observability regarding the
leader’s decision and that the perceived leader’s decision x̄ is known to take values in the
uncertainty set

U(x) = {x̄ = x+ Pζ : ζ ∈ Z} ∩ {x̄ : x̄1 + x̄2 = 1}
with

P =

[
p1 0
0 p2

]
∈ R2×2 and Z =

{
ζ ∈ R2 : − 1 ≤ ζi ≤ 1, i = 1, 2

}
.

Here, the follower particularly anticipates the resulting simplex structure of the leader’s
strategy. In [YB7], we compare robust solutions obtained for different values of p1 and p2;
cf. Tables 2–4 in [YB7]. For the considered academic example, we make the following
main observations:

(i) The follower’s strategy shifts entirely when he faces limited observability regarding
the leader’s decision.

(ii) Also the leader’s strategy may change significantly compared to the one under perfect
rationality.

(iii) The leader’s anticipation of a follower’s response under limited observability always
results in significantly increased costs for the leader.

The example illustrates that limited observability may significantly impact the solution to
the underlying bilevel problem. Hence, this aspect should not be ignored if the application
problem at hand involves a follower who cannot perfectly observe the decision of the leader.

Compared to the problem under perfect rationality, the consideration of limited ob-
servability regarding the leader’s decision yields significantly larger optimization problems
in terms of the number of variables and constraints. In [YB7], we thus study the relation
of Problem (6.5) to bilevel problems with lower-level right-hand side uncertainty with the
aim of obtaining a more compact formulation to model limited observability. To this end,
we consider the problem

min
x,y

c⊤x+ d⊤y + x⊤Ry (6.6a)

s.t. Ax+By ≥ a, (6.6b)

y ∈ argmin
y′

{
f⊤x+ g⊤y′ + x⊤Qy′ : Cx+Dy′ ≥ b̄ for all b̄ ∈ U(b)

}
. (6.6c)

Here, b denotes the nominal right-hand side vector and the uncertainty set is given
by U(b) = U1(b1)× · · · × Um(bm) with

Uj(bj) =
{
bj +

(
p̃j
)⊤

ζj : H̃jζj ≥ h̃j
}

for all j ∈ [m],

where H̃j are matrices and p̃j , ζj , and h̃j are vectors of appropriate dimension. A
tractable reformulation of the lower-level problem (6.6c) can be obtained using strong
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duality. The resulting robustified lower-level problem is again a linear problem for a given
leader’s decision x. Hence, we can exploit the KKT conditions to obtain a single-level
reformulation of Problem (6.6), which is given by

min
x,y,z̃

c⊤x+ d⊤y + x⊤Ry (6.7a)

s.t. Ax+By ≥ a, (6.7b)

Cj·x+Dj·y +
(
h̃j
)⊤

λ̃j ≥ bj , j ∈ [m] , (6.7c)
(
H̃j
)⊤

λ̃j = −p̃j , j ∈ [m] , (6.7d)

g +Q⊤x−D⊤α̃ = 0, (6.7e)

α̃j h̃
j + H̃j β̃j + γ̃j = 0, j ∈ [m] , (6.7f)

α̃j

(
Cj·x+Dj·y +

(
h̃j
)⊤

λ̃j − bj

)
= 0, j ∈ [m] , (6.7g)

(
γ̃j
)⊤

λ̃j = 0, j ∈ [m] , (6.7h)

λ̃j , γ̃j ≥ 0, α̃ ≥ 0, j ∈ [m] . (6.7i)

Here, z̃ contains all primal variables used for the robustification of the uncertain right-
hand sides as well as all resulting dual lower-level variables. In the following theorem, we
formally address the connection between Problem (6.5) and Problem (6.7). A proof of
this theorem can be found in [YB7].

Theorem 6.2 (cf. Theorem 2 in [YB7]). Let (x, y, z) be a solution to Problem (6.5)
with parameters P , H, and h modeling the uncertainty set. Furthermore, let (x, y, z̃)
be a solution to Problem (6.7) with the parameters p̃j, H̃j, and h̃j, j ∈ [m], modeling
the uncertainty sets. Third, suppose that the lower-level’s objective function does not
contain bilinear terms, i.e., Q = 0, and that rank(D⊤) = rank([D⊤, g]) holds. Then, the
uncertainty modeling parameters satisfy

(
h̃j
)⊤

λ̃j = h⊤λj , j ∈ [m] ,

(
β̃j
)⊤

p̃j = −
(
γj
)⊤

(Cj·P )⊤ , j ∈ [m] ,

(
β̃j
)⊤ (

H̃j
)⊤

λ̃j = −
(
γj
)⊤

H⊤λj , j ∈ [m] ,

(
β̃j
)⊤ (

H̃j
)⊤

λ̃j =
(
γj
)⊤ (

H⊤σ − P⊤
(
C⊤
j· + f

))
, j ∈ [m] .

In Theorem 6.2, we state that there exists a connection between Problem (6.5) and a
suitably chosen bilevel problem with lower-level right-hand side uncertainty. We obtain this
relation under the rather strong assumptions that Q = 0 and rank(D⊤) = rank([D⊤, g])
hold. The assumption Q = 0 is used to reduce Constraints (6.5f) and (6.7e) to the linear
system D⊤α = g, which, given the rank condition, has a solution. Nevertheless, despite
these rather strong assumptions, the established relation requires the knowledge of the
lower-level primal and dual variables in advance. Hence, the established result is only an
ex-post relation.
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6.2 A Computationally Ill-Behaved Bilevel Problem

In this section, we illustrate that even if (i) all problem data is known, (ii) the leader can
fully anticipate the follower’s response, and (iii) the follower can perfectly observe the
leader’s decision, limited computational resources may still prevent the decision-makers
from reacting optimally. More specifically, we show that even extremely small violations
of the lower-level constraints can have severe consequences when solving bilevel problems
with a continuous but nonconvex lower level computationally. To this end, we consider
the exemplary bilevel problem that has been presented in [YB6]. The problem is given by

max
x∈R2

F (x, y) = x1 − 2yn+1 + yn+2

s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2],

y ∈ S(x),

(6.8)

where x, x̄ ∈ R2 with 1 ≤ xi < x̄i, i ∈ {1, 2}, denote lower and upper bounds on the
variables x. Here, S(x) denotes the set of optimal solutions to the x-parameterized problem

max
y∈Rn+2

f(x, y) = y1 − yn (x1 + x2 − yn+1 − yn+2) (6.9a)

s.t. y1 + yn =
1

2
, (6.9b)

y2i ≤ yi+1, i ∈ {1, . . . , n− 1}, (6.9c)
yi ≥ 0, i ∈ {1, . . . , n}, (6.9d)
yn+1 ∈ [0, x1], (6.9e)
yn+2 ∈ [−x2, x2]. (6.9f)

In the bilevel problem (6.8), all coefficients are ±1 and we only use quadratic or linear
terms. The upper-level problem (6.8) is a linear problem in both the leader’s and the
follower’s variables. Moreover, the only constraints that occur in this problem are variable
bounds for the leader’s variables x. Hence, there are no upper-level constraints that
explicitly depend on the follower’s variables y, i.e., there are no coupling constraints. The
main idea for the construction of the lower-level problem is based on a constraint set
presented first by Bienstock et al. (2021). In particular, we emphasize that all lower-level
constraints are linear except for the quadratic but convex inequality constraints in (6.9c).
Nevertheless, the overall lower-level problem (6.9) is nonconvex due to bilinear terms in
the follower’s objective function.

Proposition 6.3 (Sections 2–3 and Appendix in [YB6]). Let (x1, x2) ∈ [x1, x̄1]× [x2, x̄2]
be given arbitrarily. Then, the lower-level problem (6.9) has the following properties:

(i) The feasible set of the lower-level problem is non-empty, convex, and compact.

(ii) A feasible follower’s decision y ∈ Rn+2 satisfies yn > 0.

(iii) The lower-level problem satisfies Slater’s constraint qualification.

(iv) The Mangasarian–Fromovitz constraint qualification (MFCQ) is satisfied at every
feasible decision of the follower.
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(v) The unique optimal solution y∗ to the lower-level problem is given by (y∗n+1, y
∗
n+2) =

(x1, x2) and
y∗i = (y∗1)

2i−1

for all i ∈ {2, . . . , n},
where y∗1 is the unique root of the function

h :

[
0,

1

2

]
→ R, z 7→ z + z2

n−1 − 1

2
.

(vi) The linear independence constraint qualification (LICQ) is satisfied at the optimal
solution y∗.

(vii) The strict complementarity condition is satisfied at the optimal solution y∗.

By Part (v) of Proposition 6.3, there is no need to distinguish between the optimistic
and the pessimistic approach to bilevel optimization. Hence, it suffices to solve

max
x

−x1 + x2 s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2]

to determine an optimal leader’s decision to the overall bilevel problem (6.8). This leads
to the following result.

Proposition 6.4 (cf. Result 3 in [YB6]). The bilevel problem (6.8) has a unique solution
given by x∗ = (x1, x̄2) with an optimal objective function value of F ∗ = −x1 + x̄2.

While, in theory, we can solve the bilevel problem (6.8) in an exact sense, this is usually
not possible when solving bilevel problems with a continuous but nonconvex lower-level
problem computationally. The reason is that the lower-level problem can, in general, not
be solved to global optimality anymore in an exact sense in finite time since we need to
exploit techniques such as spatial branching to tackle nonconvexities. These techniques
only lead to finite algorithms for prescribed and strictly positive feasibility tolerances; see,
e.g., Locatelli and Schoen (2013). Hence, just due to algorithmic necessities, we cannot
expect to get an exact feasible follower’s solution when solving continuous but nonconvex
lower-level problems computationally. This limitation of the follower’s computational
resources may be seen as an instantiation of bounded rationality. In what follows, we
determine an optimal solution to the bilevel problem (6.8) under the assumption that
we allow for small violations of the nonlinear lower-level constraints according to the
following notion.

Definition 6.5 (cf. Definition 1 in [YB6]). Let 0 < ε ∈ R, f : Rn → R, g : Rn → Rm,
and h : Rn → Rp be given. A point x ∈ Rn is called ε-feasible for the problem

max
x∈Rn

f(x) s.t. g(x) ≤ 0, h(x) = 0,

if the following conditions are satisfied:

(i) gi(x) ≤ 0 for all i ∈ {1, . . . ,m} \N ,

(ii) hj(x) = 0 for all j ∈ {1, . . . , p} \M , and

(iii) max {max{gi(x) : i ∈ N}, max{|hj(x)| : j ∈M}} ≤ ε.
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Here, N ⊆ {1, . . . ,m} and M ⊆ {1, . . . , p} denote the index sets of all nonlinear inequality
and equality constraints, respectively.

Definition 6.5 is motivated by the necessary special treatment of nonlinear and, in
particular, nonconvex constraints in computational global optimization. In the following
proposition, we state the set of ε-feasible follower’s solutions according to the notion of
Definition 6.5.

Proposition 6.6 (Section 4 in [YB6]). Let (x1, x2) ∈ [x1, x̄1]× [x2, x̄2] be given arbitrarily
and let ε ≥ 2−2n−1. Then, the set of ε-feasible solutions to the lower-level problem (6.9)
is given by
{
y ∈ Rn+2 : yi = 2−2i−1

, i ∈ {1, . . . , n− 1} , yn = 0, yn+1 ∈ [0, x1], yn+2 ∈ [−x2, x2]
}
.

In contrast to the exact case, the set of ε-feasible solutions to the lower-level prob-
lem (6.9) is not a singleton anymore since the variables yn+1 and yn+2 can be chosen
arbitrarily within their variable bounds. Hence, we need to distinguish between the opti-
mistic and the pessimistic approach to bilevel optimization. In the optimistic setting, the
follower chooses yn+1 = 0 and yn+2 = x2 to favor the leader w.r.t. her objective function
value. To determine an optimistic optimal leader’s decision for the bilevel problem with
an ε-feasible follower, it thus suffices to solve the linear problem

max
x

x1 + x2 s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

In the pessimistic setting, the follower chooses yn+1 = x1 and yn+2 = −x2 to adversely
affect the leader’s decision. Hence, a pessimistic optimal leader’s decision is obtained by
solving the linear problem

max
x

−x1 − x2 s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

Proposition 6.7 (cf. Result 6 in [YB6]). Let ε ≥ 2−2n−1 and suppose that we allow for
ε-feasible follower’s solutions. Then, the optimistic optimal solution to the bilevel prob-
lem (6.8) is given by x∗o = (x̄1, x̄2) with an optimal objective function value of F ∗

o = x̄1 + x̄2.
The pessimistic optimal solution is given by x∗p = (x1, x2) with an optimal objective function
value of F ∗

p = −x1 − x2.

In Figure 6.1, we summarize all previous results by showing the unique exact solution
to the bilevel problem (6.8) as well as the optimistic and the pessimistic solution for
the problem with an ε-feasible follower. Here, three aspects are remarkable. First, by
enlarging the feasible interval for the leader’s variables x, a solution with an ε-feasible
follower can be arbitrarily far away from the overall exact bilevel solution. Second, we
also obtain an arbitrarily large error regarding the optimal objective function value of the
leader. Third, the obtained errors are independent of the feasibility tolerance ε. Hence,
the results hold true for arbitrarily small values of ε ≥ 2−2n−1 . Note that we obtain
arbitrarily small values for ε by increasing the parameter n. In particular, due to

ε ≥ 2−2n−1 ⇐⇒ n ≥ log2

(
log2

(
1

ε2

))
,
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1 x1 x̄1

1

x2

x̄2
F∗ = −x1 + x̄2 Fo = x̄1 + x̄2

Fp = −x1 − x2

x1

x2

Figure 6.1: The upper-level feasible region (gray area), the unique exact solution to
the bilevel problem (6.8) (black dot), as well as the optimistic (blue square) and the
pessimistic solution (red triangle) for the problem with an ε-feasible follower. Additionally,
the corresponding objective function values of the leader are shown.

only very moderate values of n are required to observe a discrepancy between the exact
and computationally obtained solutions for the bilevel problem (6.8) for a given tolerance ε.
For instance, a tolerance of ε = 10−8 already leads to a wrong result for n = 6. Hence,
the considered bilevel problem remains moderate in size w.r.t. the number of constraints
and variables. In particular, the used constraint coefficients do not depend on n or the
tolerance ε. Taking all previous observations into account leads to the following main
result of [YB6].

Observation 6.8. Even if the feasibility tolerance ε can be made extremely small, the
exact solution to the bilevel problem (6.8) can be arbitrarily far away from the solution
obtained for the problem with ε-feasibility in the lower level. The same holds true for the
respective optimal objective function values.

The result of Observation 6.8 is very much in contrast to the situation in single-level
optimization, for which sensitivity results are available; see, e.g., Proposition 4.2.2 in
Bertsekas (2016). In particular, Observation 6.8 highlights that computational bilevel
optimization with continuous but nonconvex lower levels needs to be done with great
care. If the application problem at hand involves a follower who, due to his bounded
rationality, cannot solve the lower-level problem in an exact sense (in finite time), ex-post
checks may be needed to avoid considering arbitrarily bad points as “solutions”.

In [YB6], we further show that linear bilevel problems behave better on the level of
feasible points, which indicates that the pathological behavior observed for the bilevel
problem (6.8) is due to the nonlinearities at the lower level. We summarize the results
of [YB6] for the linear case in the remainder of this section. To this end, we consider
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linear bilevel problems of the form

min
x,y

c⊤x x+ c⊤y y (6.10a)

s.t. Ax ≥ a, (6.10b)

y ∈ argmin
y′

{
d⊤y′ : Cx+Dy′ ≥ b

}
(6.10c)

with cx ∈ Qnx , cy, d ∈ Qny , A ∈ Ql×nx , a ∈ Ql, C ∈ Qm×nx , D ∈ Qm×ny , and b ∈ Qm.
We assume that the shared constraint set {(x, y) ∈ Rnx ×Rny : Ax ≥ a, Cx+Dy ≥ b} is
non-empty and compact and that for every feasible upper-level decision x, there exists
a feasible lower-level decision y. The latter assumptions are commonly used in bilevel
optimization to ensure that Problem (6.10) has a solution. In particular, they imply that
the lower-level problem is bounded for every feasible decision of the leader and that the
dual problem of the lower level is feasible.

Definition 6.9 (cf. Definition 3 in [YB6]). Let z ∈ Rm satisfy D⊤z = d and define
B = B(z) = {j : zj ̸= 0}. We say that z is dual basic if the submatrix D⊤

B of D⊤ corre-
sponding to the columns in B has rank |B|.

We further assume that the set {x ∈ Rnx : Ax ≥ a} is bounded and that, for a given
tolerance ε ∈ (0, 1) and ek being the k-dimensional vector of all ones, our underlying
solver ensures the properties

Ax̂ ≥ a− εel, Cx̂+Dŷ ≥ b− εem, and d⊤ŷ ≥ min
y

{
d⊤y : Cx̂+Dy ≥ b

}
− ε.

This means that (x̂, ŷ) is ε-feasible w.r.t. the shared constraints of the bilevel prob-
lem (6.10) and the follower’s decision ŷ may be superoptimal up to a degree of ε. The
following theorem provides the main result of [YB6] on the distance to feasibility and the
superoptimality of an ε-feasible point (x̂, ŷ) for the linear bilevel problem (6.10).

Theorem 6.10 (cf. Theorem 2 in [YB6]). Let x̂ ∈ Rnx , ŷ ∈ Rny , and ẑ ∈ Rm be such that

(i) Ax̂ ≥ a− εel,

(ii) Dŷ ≥ b− Cx̂− εem,

(iii) ∥D⊤ẑ − d∥∞ ≤ ε, ẑ ≥ −εem,

(iv) d⊤ŷ − (b− Cx̂)⊤ẑ ≤ ε,

(v) ∥ẑ − z̃∥∞ ≤ ε for some dual basic z̃.

Then, there exists a pair (x∗, y∗) that is feasible for the bilevel problem (6.10) such that

∥(x∗, y∗)⊤ − (x̂, ŷ)⊤∥∞ ≤ εκ1(A,C,D, a, b, d),

|c⊤x x∗ + c⊤y y
∗ − (c⊤x x̂+ c⊤y ŷ)| ≤ εκ2(A,C,D, a, b, c, d)

hold for certain constants κ1(A,C,D, a, b, d) and κ2(A,C,D, a, b, c, d) > 0, whose sizes
are polynomial in the size of the input data.
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In Theorem 6.10, we state that the distance to feasibility and the superoptimality
of a nearly feasible point (x̂, ŷ) for the linear bilevel problem (6.10) is linear in ε with
coefficients κ that have polynomial size in the input data. Here, “size” refers to the
corresponding encoding length of the constants κ or of the input data. This type of
guarantee with polynomially sized coefficients is not available in the nonlinear case;
cf. Observation 6.8.
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7. Conclusion and Outlook

In this dissertation, we have addressed some of the various challenges that may arise in
the context of bilevel optimization under uncertainty. In particular, we have highlighted
that the sources of uncertainty in bilevel optimization are much richer compared to classic,
i.e., single-level, optimization. In bilevel optimization, not only the problem data but also
the (observation of the) decisions of the decision-makers may be subject to uncertainty.
We have presented robust approaches to deal with both data and decision uncertainty in
the lower level of bilevel problems. In this dissertation, we have focused on robust bilevel
problems with “here-and-now” followers, i.e., bilevel problems in which the follower has
to decide before the uncertainty realizes. We have presented two exact branch-and-cut
approaches to solve mixed-integer linear bilevel problems with a Γ-robust treatment
of lower-level objective uncertainty, along with cuts tailored to the class of monotone
interdiction problems. In addition, we have presented heuristics for mixed-integer, linear,
and Γ-robust bilevel problems, which rely on solving a linear number of bilevel problems
of the nominal type. These heuristics do not require problem-specific tailoring so that any
state-of-the-art or off-the-shelf solver can be used within our frameworks. The algorithmic
approaches presented in this dissertation are the first to tackle mixed-integer, linear,
and Γ-robust bilevel problems directly. Moreover, we have proposed a robust approach
to hedge against uncertain travel costs for the problem of determining optimal tolls in
a traffic network. In this problem, which can be seen as a single-leader multi-follower
problem with multiple robustified followers, the travelers act in the sense of Wardrop’s user
equilibrium. We have demonstrated the impact of robustified followers on the toll-setting
policies through a case study. Finally, we have illustrated the importance of considering
the decision-makers’ bounded rationality in bilevel optimization. To this end, we have
presented a strictly robust approach in which the follower hedges against uncertainties
arising from his limited ability to perfectly observe the leader’s decision. Moreover, we
have shown on an exemplary bilevel problem with a continuous but nonconvex lower level
that even very small deviations in the follower’s decision may lead to arbitrarily large
discrepancies between exact and computationally obtained bilevel solutions. Nevertheless,
despite our considerable contributions, there are still many topics open for future research.

One possible direction of future research could be the derivation of further valid
cutting planes for mixed-integer bilevel problems with robustified followers. The cuts
presented in Chapter 3 of this dissertation crucially rely on the assumption of a downward
monotone lower-level problem. Thus, deriving valid cuts for problems that do not satisfy
the downward monotonicity property may be a reasonable aspect of future work.

Another research question that naturally arises is whether we can identify properties
that guarantee ex ante that mixed-integer linear bilevel problems with a Γ-robust treatment
of lower-level objective uncertainty can be solved by only solving bilevel problems of the
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nominal type. Up to now, it is unclear whether such properties exist. The sufficient
conditions presented in Chapter 4 of this dissertation can only be checked ex post, i.e.,
after solving all deterministic bilevel problems.

In Chapter 5 of this dissertation, we have seen that determining optimal tolls in a
traffic network, in which travelers act in the sense of Wardrop’s user equilibrium, is a
highly challenging task. One promising avenue of future research in this area may be the
development of tailored solution approaches that exploit piecewise-linear approximations
of the bilinearities in the upper-level objective function. Moreover, for the robust toll-
setting problem, an interesting research question is whether we can identify properties
that ensure the existence of Γ-robust Wardrop equilibria in the sense of Bertsimas and
Sim (2003) and Sim (2004).

Overall, robust approaches to deal with uncertainties in bilevel optimization are still
in their infancy. The majority of works focuses on strictly or Γ-robust approaches to
deal with uncertainties that are mainly assumed to take values in interval or polyhe-
dral uncertainty sets. Hence, the consideration of (i) other uncertainty set geometries
and (ii) other robustness concepts, such as light robustness (Fischetti and Monaci 2009),
adjustable robustness (Ben-Tal et al. 2004), or distributional robustness (Goh and Sim
2010; Wiesemann et al. 2014), may be reasonable aspects of future research.

Finally, we point out that the illustrative bilevel problem discussed in Section 6.2
of this dissertation leaves many open research questions regarding the sensitivity of
bilevel problems. Future research could, e.g., address methods to check the quality of
computationally obtained bilevel solutions (ex post) to avoid considering arbitrarily bad
points as “solutions”. Moreover, an important research direction includes identifying
classes of bilevel problems for which we can guarantee that the observed pathological
behavior cannot occur.
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A Brief Introduction to Robust Bilevel Optimization

Yasmine Beck, Ivana Ljubić, and Martin Schmidt

Abstract. Bilevel optimization is a powerful tool for modeling hierarchical
decision making processes. However, the resulting problems are challenging to
solve—both in theory and practice. Fortunately, there have been significant
algorithmic advances in the field so that we can solve much larger and also
more complicated problems today compared to what was possible to solve two
decades ago. This results in more and more challenging bilevel problems that
researchers try to solve today. In this article, we give a brief introduction to one
of these more challenging classes of bilevel problems: bilevel optimization under
uncertainty using robust optimization techniques. To this end, we briefly state
different versions of uncertain bilevel problems that result from different levels
of cooperation of the follower as well as on when the uncertainty is revealed.
We highlight these concepts using an academic example and discuss recent
results from the literature concerning complexity as well as solution approaches.
Finally, we discuss that the sources of uncertainty in bilevel optimization are
much richer than in single-level optimization and, to this end, introduce the
concept of decision uncertainty.

1. Introduction

Bilevel optimization has its roots in economics and dates back to the seminal
works by von Stackelberg (1934, 1952). It has been introduced in the field of
mathematical optimization much later in the publications by Bracken and McGill
(1973) as well as Candler and Norton (1977). We use bilevel optimization to model
hierarchical decision making processes, typically with two players, which we refer to
as the leader and the follower. Despite its intrinsic hardness (Hansen et al. 1992;
Jeroslow 1985), several innovative works pushed the boundaries of computational
bilevel optimization so that we can tackle some relevant practical applications
today; see, e.g., Kleinert et al. (2021) for a recent survey on computational bilevel
optimization as well as the annotated bibliography by Dempe (2020).

The main goal of this article is to give a brief introduction to some basic concepts
of bilevel optimization problems under uncertainty. The field is still in its infancy
but, nevertheless, due to its relevance in many practical applications, it is developing
very fast. In classic, i.e., single-level, optimization, there are two major approaches
to address uncertainty: stochastic optimization (Birge and Louveaux 2011; Kall and
Wallace 1994) and robust optimization (Ben-Tal, El Ghaoui, et al. 2009; Ben-Tal
and Nemirovski 1998; Bertsimas, Brown, et al. 2011; Soyster 1973). The same two
paths have been followed as well in bilevel optimization starting from the 1990s
on. However, the sources of uncertainty are much richer in bilevel optimization
compared to single-level optimization. To make this more concrete, let us consider
the linear optimization problem minx{c>x : Ax ≥ b}. It can “only” be subject to
uncertainty due to uncertainties in the problem’s data c, A, and b. Throughout
this article, we will refer to this setting as data uncertainty. Moreover, a bilevel
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2 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

optimization problem may also be subject to an additional source of uncertainty,
which is due to its nature that it combines two different decision makers in one
model. Hence, there can be further uncertainty involved either if the leader is not
sure about the reaction of the follower or if the follower is not certain about the
observed leader’s decision. We will denote this additional type of uncertainty as
decision uncertainty. Obviously, decision uncertainty does not play any role in
single-level optimization since only one decision maker is involved.

In this introductory article, we will solely focus on data uncertainty that is tackled
using concepts from robust optimization. For more details regarding stochastic
bilevel optimization, decision uncertainty, etc. we refer to our recent survey (Beck,
Ljubić, et al. 2022a).

2. Problem Statement

We start by considering the deterministic bilevel problem (we explain the quota-
tion marks below)

“ min
x∈X

” F (x, y) (1a)

s.t. G(x, y) ≥ 0, (1b)
y ∈ S(x), (1c)

where S(x) denotes the set of optimal solutions of the x-parameterized problem

min
y∈Y

f(x, y) (2a)

s.t. g(x, y) ≥ 0. (2b)

Problem (1) is referred to as the upper-level (or the leader’s) problem and Prob-
lem (2) is the so-called lower-level (or the follower’s) problem. Moreover, we refer
to x ∈ X and y ∈ Y as the leader’s and the follower’s variables, respectively. The
sets X ⊆ Rnx and Y ⊆ Rny can be used to include possible integrality constraints.
The objective functions are given by F, f : Rnx × Rny → R and the constraint
functions by G : Rnx × Rny → Rm as well as g : Rnx × Rny → R`. In the case that
the lower-level problem does not have a unique solution, the bilevel problem (1)
and (2) is ill-posed. This ambiguity is expressed by the quotation marks in (1a). To
overcome this issue, it is common to pursue either an optimistic or a pessimistic
approach to bilevel optimization; see, e.g., Dempe (2002). In the optimistic setting,
the leader chooses the follower’s response among multiple optimal solutions of the
lower-level problem such that it favors the leader’s objective function value. Hence,
the leader also minimizes her1 objective in the y variables, i.e., we consider the
problem

min
x∈X̄

min
y∈S(x)

F (x, y) (3)

with X̄ := {x ∈ X : G(x) ≥ 0} and G : Rnx → Rm. Here and in what follows, we
focus on the setting without coupling constraints, i.e., without upper-level constraints
that depend on the variables y. In the pessimistic setting, the leader anticipates
that, among multiple optimal solutions of the follower, the worst possible response
w.r.t. the upper-level objective function will be chosen by the follower. Thus, one
studies the problem

min
x∈X̄

max
y∈S(x)

F (x, y).

In this article, we focus on bilevel problems of the above form which are addi-
tionally affected by data uncertainty.

1Throughout this article, we use “her” for the leader and “his” for the follower.
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A BRIEF INTRODUCTION TO ROBUST BILEVEL OPTIMIZATION 3

2.1. Data Uncertainty. Data uncertainty arises when some of the players only
have access to inaccurate or incomplete data. In robust optimization, it is assumed
that these uncertainties take values in a given, and usually compact, uncertainty
set U . The uncertainty sets are typically modeled using boxes, polyhedra, ellipsoids,
or cones; see, e.g., Ben-Tal, El Ghaoui, et al. (2009), Ben-Tal, Goryashko, et al.
(2004), Ben-Tal and Nemirovski (1998), Bertsimas, Brown, et al. (2011), and Soyster
(1973). In the context of single-level robust optimization, there are two possibilities
to hedge against data uncertainty.

First, assuming that the coefficients of the objective function are uncertain, one
searches for a solution that is optimal for the worst-case realization of the uncertain
parameters. The problem can be modeled as

min
x∈X̄

max
u∈U

F (x, u), (4)

where the objective function F : Rnx×Rnu → R is continuous and the sets U ⊆ Rnu

and X̄ are defined as above.
Second, in the case that the uncertainty affects the coefficients of the constraints,

one is interested in a solution that is feasible for all possible realizations of the
uncertainty. This problem can be stated as

min
x∈X

F (x) s.t. G(x, u) ≥ 0 for all u ∈ U , (5)

where both the objective function F : Rnx → R and the constraint func-
tion G : Rnx × Rnu → Rm are continuous. Problem (5) can be reformulated as

min
x∈X

F (x) s.t. min {G(x, u) : u ∈ U} ≥ 0. (6)

In particular, Problem (4) can be restated as an instance of Problem (6) using an
epigraph reformulation, i.e.,

min
x∈X̄,t∈R

t s.t. t ≥ max {F (x, u) : u ∈ U} .

Note that for the two settings discussed so far, a single decision maker has
to take a here-and-now decision before the uncertainty is revealed. In bilevel
optimization, however, there are two different timings that are possible—one in
which the uncertainty realizes after and one in which the uncertainty realizes before
the follower takes his decision.

2.1.1. Here-and-Now Follower. In this case, both the leader and the follower have
to make their decisions before the uncertainty is revealed, i.e., one considers the
timing

leader x y follower y = y(x) y uncertainty u. (7)
This means that the leader anticipates an optimal response of the follower who hedges
against data uncertainty. Hence, the lower-level problem is an x-parameterized
problem in which we can embed any of the concepts known for single-level optimiza-
tion under uncertainty. For instance, if only the lower-level objective function is
uncertain and the follower is assumed to behave in an optimistic way, we are solving
Problem (3) with

S(x) := arg min
y′∈Y

{
max
u∈U

f(x, u, y′) : g(x, y′) ≥ 0

}
.
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4 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

2.1.2. Wait-and-See Follower. In this setting, the leader first takes a here-and-now
decision, i.e., without knowing the realization of uncertainty. Then, the uncertainty
is revealed and, finally, the follower decides in a wait-and-see fashion, taking the
leader’s decision as well as the realization of the uncertainty into account. Hence,
one considers the timing

leader x y uncertainty u y follower y = y(x, u). (8)

This means that the leader does not have full knowledge about the lower-level
problem. Thus, she wants to hedge against the worst-case reaction of the follower.
Here, “worst-case” may not only imply the robustness of the leader w.r.t. lower-level
data uncertainty but also her conservatism regarding the cooperation of the follower.
For instance, to protect against the worst-case realization of the uncertainties w.r.t.
the leader’s objective function, we consider the problem

“ min
x∈X̄

max
u∈U

” F (x, y) s.t. y ∈ S(x, u), (9)

where S(x, u) is the set of optimal solutions of the (x, u)-parameterized problem

min
y∈Y

f(x, u, y) s.t. g(x, u, y) ≥ 0.

The quotation marks in (9) express the ill-posedness of the bilevel problem in the
case that the set S(x, u) is not a singleton. Hence, one also needs to distinguish
between the optimistic and the pessimistic case in the robust setting. Indeed, both
situations can be motivated by practical applications. For instance, the pessimistic
robust bilevel problem appears when the leader wants to hedge against the worst-case
both w.r.t. lower-level data uncertainty as well as w.r.t. the potentially unknown
level of cooperation of the follower. On the other hand, there may also be situations
in which the follower still hedges against his uncertainties in a robust way but, in
the case of ambiguous optimal solutions, acts in an optimistic way. This might be
the case in energy markets with sufficiently regulated agents, where a strong level of
regulation might lead to an optimistic robust bilevel problem.

3. An Academic Example

Let us consider the linear bilevel problem taken from Beck, Ljubić, et al. (2022a)
that is given by

“ min
x∈R

” F (x, y) = x + y (10a)

s.t. x− y ≥ −1, (10b)
3x + y ≥ 3, (10c)
y ∈ S(x), (10d)

where S(x) denotes the set of optimal solutions of the x-parameterized lower level

min
y∈R

f(x, y) = −0.1y (11a)

s.t. − 2x + y ≥ −7, (11b)
− 3x− 2y ≥ −14, (11c)
0 ≤ y ≤ 2.5. (11d)

The problem is depicted in Figure 1 (left). The upper- and lower-level constraints are
represented with dashed and solid lines, respectively. The optimal solution (x∗, y∗) =
(1.5, 2.5) is the same for both the optimistic and the pessimistic setting and it is
illustrated by the thick dot. Suppose now that the lower-level objective function
is uncertain. To this end, we consider f̃(x, u, y) = (−0.1 + u)y and assume that u
only takes values in the uncertainty set U = {u ∈ R : |u| ≤ 0.5}. In what follows,
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Figure 1. Both figures show the upper-level constraints (dashed
blue lines), the lower-level constraints (solid black and orange lines),
the shared constraint set (gray area), and the bilevel feasible set
(solid orange lines) of the bilevel problem (10) and (11). The
deterministic variant of the problem is depicted on the left and the
variant with a here-and-now follower is given on the right.

we distinguish between a follower taking a here-and-now or a wait-and-see decision
to illustrate how the considered timing may affect the solution of the problem.

3.1. Here-and-Now Follower. We first consider the timing in (7). The robustified
lower-level problem is thus given by

min
y∈R

max
u∈U

f̃(x, u, y) = (−0.1 + u)y s.t. (11b)–(11d).

Using classic techniques from robust optimization, we obtain a modified gradient
of the lower-level objective function, which is shown in Figure 1 (right). The
optimal solution (x∗, y∗) = (1, 0) of this problem is represented by the thick dot. In
particular, there is a unique lower-level response for every feasible x, which is why
we do not need to distinguish between the optimistic and the pessimistic case.

3.2. Wait-and-See Follower. We now consider the timing in (8), i.e., the overall
robustified bilevel problem reads

“ min
x∈R

max
u∈U

” F (x, y) s.t. (10b)–(10c), y ∈ S(x, u),

where S(x, u) is the set of optimal solutions of the (x, u)-parameterized lower level

min
y∈R

f̃(x, u, y) = (−0.1 + u)y s.t. (11b)–(11d).

To solve this problem, we need to distinguish the following three cases.
(i) −0.5 ≤ u < 0.1: This case corresponds to the setting that is depicted in

Figure 1 (left). The optimal follower’s reaction is thus given by

y(x, u) =

{
2.5, x ≤ 3,

−1.5x + 7, 3 ≤ x ≤ 4.
(12)

Note, however, that the bilevel problem is infeasible for x < 1.5. In
particular, this means that the robust optimal leader’s decision x∗ = 1 for
the case with a here-and-now follower is no longer bilevel feasible if the
follower decides in a wait-and-see fashion.
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(ii) u = 0.1: Any feasible decision of the follower, i.e., any y ∈ R that satis-
fies (11b)–(11d), is optimal for the x-parameterized lower level. Hence, the
distinction between an optimistic and a pessimistic follower is necessary.
In the optimistic setting, the follower would react with

y(x, u) =

{
0, x ≤ 3.5,

2x− 7, 3.5 ≤ x ≤ 4.
(13)

This corresponds to the setting that is depicted in Figure 1 (right). A
pessimistic follower, however, would select (12). Note that the bilevel
problem with an optimistic follower turns out to be infeasible for x < 1
and, again, the problem is infeasible for x < 1.5 if a pessimistic follower is
considered.

(iii) 0.1 < u ≤ 0.5: The optimal follower’s reaction is given by (13). Again, the
overall bilevel problem turns out to be infeasible for x < 1.

To determine an optimal solution of the bilevel problem (10) and (11) with a
wait-and-see follower, we thus consider the worst-case realization of each of the
previous three cases w.r.t. the leader’s decision x. Hence, we need to solve

min
x

F̂ (x) s.t. 1.5 ≤ x ≤ 4 (14)

with the piecewise-linear function

F̂ (x) =

{
x + 2.5, 1.5 ≤ x ≤ 3,

−0.5x + 7, 3 ≤ x ≤ 4.

In particular, the solution x∗ = 1.5 of Problem (14) is an optimal decision of
the leader in both the optimistic and the pessimistic setting. After observing the
realization of the uncertainty, the corresponding response of the follower is then
given by

y∗o(x∗, u) =

{
2.5, −0.5 ≤ u < 0.1,

0, 0.1 ≤ u ≤ 0.5

in the optimistic setting, whereas, for the pessimistic case, we have

y∗p(x∗, u) =

{
2.5, −0.5 ≤ u ≤ 0.1,

0, 0.1 < u ≤ 0.5.

Note that, if u ∈ [−0.5, 0.1) realizes, at the point x∗ = 1.5, the deterministic solution
(x∗, y(x∗)) and the robust bilevel solutions (x∗, y(x∗, u)) coincide. However, the
optimal follower’s response y(x∗, u) in the robust setting may change significantly
for u ≥ 0.1.

4. Selected Results from the Literature

The field of robust bilevel optimization is still in its infancy. For a detailed
discussion of existing modeling and solution approaches, we refer to our recent
survey (Beck, Ljubić, et al. 2022a). In deterministic bilevel optimization, a standard
solution approach is to reformulate the problem as a classic, i.e., single-level, problem.
This can be done, e.g., by replacing the lower level with its Karush–Kuhn–Tucker
(KKT) conditions (Fortuny-Amat and McCarl 1981). The same holds true for
robust bilevel problems whenever the robust counterpart of the lower-level problem
can be reformulated as a deterministic problem for which the KKT conditions are
necessary and sufficient. However, these reformulation techniques cannot be applied
anymore if discrete variables are introduced in the lower level. Due to their intrinsic
hardness, approaches for discrete robust bilevel problems have not been investigated
a lot up to now. In single-level optimization, the knapsack problem is one of the
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most thoroughly studied discrete optimization problem due to its relevance both in
theory and practice; see, e.g., Pisinger and Toth (1998). Bilevel knapsack problems
naturally extend their single-level counterparts such as to capture hierarchical
and, in particular, competitive settings (Caprara et al. 2013; Della Croce and
Scatamacchia 2020; DeNegre 2011; Fischetti, Ljubić, et al. 2019; Fischetti, Monaci,
et al. 2018). Moreover, the bilevel knapsack interdiction problem is commonly
used as a benchmark for testing bilevel optimization solvers; see, e.g., DeNegre
and Ralphs (2009) and Tang et al. (2016). It is thus not surprising that bilevel
knapsack problems are also among the first discrete bilevel problems studied under
uncertainty—both in terms of complexity questions and solution approaches. The
remainder of this section is thus dedicated to a brief overview of recent results from
the literature for robust bilevel knapsack problems.

4.1. Complexity Results for Robust Continuous Bilevel Knapsack Prob-
lems with a Wait-and-See Follower. We start by considering the robust con-
tinuous bilevel knapsack problem with an uncertain lower-level objective, i.e., we
consider the problem

max
x∈[x−,x+]

min
c∈U,y∈Rn

d>y (15a)

s.t. y ∈ arg max
y′

{
c>y′ : a>y′ ≤ x, 0 ≤ y′ ≤ 1

}
(15b)

with x−, x+ ∈ R, x− ≤ x+, a, c, d ∈ Rn
≥0, and an uncertainty set U ⊆ Rn. In this

setting, the leader first decides on the knapsack’s capacity x. Then, the uncertainties
regarding the lower-level objective function coefficients realize. Finally, the follower
solves a knapsack problem according to the realization of his own profits, which may
differ from those of the leader. Hence, the follower decides in a wait-and-see fashion,
i.e., the timing in (8) is considered. The leader’s aim is to choose the capacity of
the knapsack in such a way that her own profit of the items packed by the follower
is maximized. Whenever the follower’s choice of items is not unique, the pessimistic
approach is considered. The deterministic variant of Problem (15) can be solved in
polynomial time, which makes it a good starting point to address the question of
how uncertainties may affect the hardness of the underlying bilevel problem.

Driven by this question, Buchheim and Henke (2020, 2022) show that the com-
plexity of Problem (15) strongly depends on the considered type of the uncertainty
set. For discrete uncertainty sets as well as for interval uncertainty under the
independence assumption, i.e., for the case in which the follower’s objective function
coefficients independently take values in given intervals, Problem (15) remains solv-
able in polynomial time. However, the problem becomes NP-hard if the uncertainty
set is the Cartesian product of discrete sets. In particular, this shows that replacing
the uncertainty set by its convex hull may significantly change the problem, which
is very much in contrast to the situation in single-level robust optimization. NP-
hardness is also shown for the variants of the problem with polytopal uncertainty
sets and uncertainty sets that are defined by a p-norm with p ∈ [1,∞). In particular,
for all NP-hard variants of the problem, even the evaluation of the leader’s objective
function is NP-hard.

As a generalization of the aforementioned works, Buchheim, Henke, and Hom-
melsheim (2021) are concerned with complexity questions for robust bilevel combi-
natorial problems of the form

“ max
x∈X

min
c∈U

” d>y (16a)

s.t. y ∈ arg max
y′∈Rny

{
c>y′ : By′ ≤ Ax + b

}
. (16b)
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with X ⊆ {0, 1}nx , A ∈ Rm×nx , B ∈ Rm×ny , c, d ∈ Rny , and b ∈ Rm. Again, it is
assumed that the lower-level objective function coefficients are uncertain, that the
uncertainties take values in a given uncertainty set U ⊆ Rny , and that the follower
decides in a wait-and-see fashion. As before, the quotation marks in (16a) express
the ambiguity in the case that the lower level does not have a unique solution.
The deterministic variant of Problem (16) is known to be NP-easy.2 However, it is
shown that interval uncertainty renders Problem (16) significantly harder than the
consideration of discrete uncertainty sets. More precisely, the robust counterpart can
be ΣP

2 -hard
3 for interval uncertainty under the independence assumption, whereas

it can be NP-hard for uncertainty sets U with |U| = 2 and strongly NP-hard for
general discrete uncertainty sets. In particular, it is shown that replacing the discrete
uncertainty set by its convex hull may increase the complexity of the problem at
hand, which is in line with the results in Buchheim and Henke (2020, 2022).

4.2. Solution Approaches for the Bilevel Knapsack Interdiction Problem
with a Here-and-Now Follower. Beck, Ljubić, et al. (2022b) study discrete linear
min-max problems with uncertainties regarding the lower-level objective function
coefficients. In contrast to the aforementioned works, which all follow the notion
of strict robustness, the authors consider a Γ-robust approach (Bertsimas and Sim
2003, 2004). The problem under consideration thus reads

min
x

c>x + d>y (17a)

s.t. Ax ≥ a, x ∈ X ⊆ Znx , (17b)

y ∈ arg max
y′∈Y (x)

{
d>y′ − max

{S⊆[ny ] : |S|≤Γ}

∑

i∈S
∆diy

′
i

}
, (17c)

where Γ ∈ [ny] := {1, . . . , ny} and Y (x) ⊆ Zny

+ denotes the lower-level feasible
set. Here, the timing in (7) is considered, i.e., both the leader and the follower
decide before the uncertainty realizes. The authors present two approaches to
reformulate Problem (17). The first approach is based on an extended formulation,
whereas the second one exploits the fact that Problem (17) can be interpreted as
a single-leader multi-follower problem with independent followers. Based on these
reformulations, the authors propose generic branch-and-cut frameworks to solve
the problem. Moreover, it is shown that the same techniques can also be used for
the case in which uncertainties only arise in a single packing-type constraint on the
lower level. To assess the applicability of the proposed branch-and-cut methods,
the authors focus on the Γ-robust knapsack interdiction problem (Caprara et al.
2016). In this setting, both players share a common set of items and the leader has
the ability to influence the follower’s decision by prohibiting the usage of certain
items by the follower. The authors derive problem-tailored cuts and perform a
computational study on 200 robustified knapsack interdiction instances with up to
55 items, i.e., with up to 55 variables on both the upper and the lower level.

5. A First Glimpse at Decision Uncertainty

Although being subject to data uncertainty, both decision makers in the bilevel
problem are assumed to take perfectly rational decisions in the sense that they can
perfectly anticipate or observe the other’s decision and that they can solve their
problem to global optimality. In decision making theory, however, it is well known

2A decision problem is NP-easy if it can be polynomially reduced to an NP-complete decision
problem (Buchheim, Henke, and Hommelsheim 2021).

3This class contains those problems that can be solved in nondeterministic polynomial time,
provided that there exists an oracle that solves problems that are in NP in constant time.
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that these assumptions regarding perfect information and rationality are rarely
satisfied in a real-world context. Luckily, bilevel optimization under uncertainty
allows to relax these assumptions in multiple ways. Throughout this article, we
assumed that the major source of uncertainty stems from unknown or noisy input
data. However, bilevel optimization involves (at least) two decision makers and,
hence, other uncertainties in the decision making process are also possible. Another
possible one is decision uncertainty in which, e.g., the leader is not sure about the
reaction of the follower (for instance if the follower does not necessarily choose an
optimal solution) or in which the follower is not sure about the observed leader’s
decision. We are not going into the details here but want to give a few pointers
to the relevant literature that covers such aspects. If the leader is uncertain about
her anticipation of the follower’s optimal reaction and, thus, may want to hedge
against sub-optimal follower reactions, the resulting setup can be modeled using
so-called near-optimal robust bilevel models; see, e.g., Besançon et al. (2019). As an
extreme case of the former aspect it may be the case that the upper-level player
knows that the follower will play against her. This is the setting of a pessimistic
bilevel optimization problem, which is also rather naturally connected to the field
of robust optimization; see, e.g., Wiesemann et al. (2013). However, if the level of
cooperation or confrontation of the follower is not known, this leads to intermediate
cases in between of the optimistic and the pessimistic case; see, e.g., Aboussoror
and Loridan (1995) and Mallozzi and Morgan (1996). Moreover, in many situations
it is not possible for the follower to perfectly observe the optimal decision of the
leader and the follower thus may want to hedge against all possible leader decisions
in some uncertainty set around the observation. Such settings are tackled in, e.g.,
Bagwell (1995), Beck and Schmidt (2021), and van Damme and Hurkens (1997).
Finally, even if all data and the rational reaction of the follower is known and even
if the leader can, in principle, fully anticipate the (globally) optimal reaction of
the follower, it might still be the case that limited intellectual or computational
resources render it impossible for the follower to take a globally optimal decision.
In such situations, a follower might resort to heuristic approaches and the leader
may be uncertain w.r.t. which heuristic is used. For a good primer in this context,
we refer to the recent paper by Zare et al. (2020).

The above list is by far not comprehensive. A much more detailed discussion
of these and other aspects can be found in our recent survey (Beck, Ljubić, et al.
2022a). However, it is hopefully clear now how much more diverse the sources of
uncertainty can be in bilevel optimization as compared to single-level optimization.
Hence, we expect a lot of research in this area in future years.
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A Survey on Bilevel Optimization Under Uncertainty

Yasmine Beck, Ivana Ljubić, and Martin Schmidt

Abstract. Bilevel optimization is a very active field of applied mathematics.
The main reason is that bilevel optimization problems can serve as a powerful
tool for modeling hierarchical decision making processes. This ability, however,
also makes the resulting problems challenging to solve—both in theory and
practice. Fortunately, there have been significant algorithmic advances in
the field of bilevel optimization so that we can solve much larger and also
more complicated problems today compared to what was possible to solve two
decades ago. This results in more and more challenging bilevel problems that
researchers try to solve today. This survey gives a detailed overview of one of
these more challenging classes of bilevel problems: bilevel optimization under
uncertainty. We review the classic ways of addressing uncertainties in bilevel
optimization using stochastic or robust techniques. Moreover, we highlight
that the sources of uncertainty in bilevel optimization are much richer than
for usual, i.e., single-level, problems since not only the problem’s data can be
uncertain but also the (observation of the) decisions of the two players can be
subject to uncertainty. We thus also review the field of bilevel optimization
under limited observability, the area of problems considering only near-optimal
decisions, and discuss intermediate solution concepts between the optimistic
and pessimistic cases. Finally, we also review the rich literature on applications
studied using uncertain bilevel problems such as in energy, for interdiction
games and security applications, in management sciences, and networks.

1. Introduction

Bilevel optimization is a rather young field of research that dates back to the
early publications by Bracken and McGill (1973) as well as Candler and Norton
(1977), having its game-theoretic foundations dating back to the seminal works by
von Stackelberg (1934, 1952). While being very powerful modeling tools that allow
to consider hierarchical decision making processes, bilevel optimization models are
also very hard to solve—both in theory and practice. For instance, NP-hardness
(Jeroslow 1985) and strong NP-hardness (Hansen et al. 1992) have been shown in
the 1980s and early 1990s. The intrinsic hardness of bilevel optimization leads to
the fact that, on the one hand, the field has been propelled theoretically first (see,
e.g., the seminal textbook by Dempe (2002) and the more recent book by Dempe,
Kalashnikov, et al. (2015)) but that computational bilevel optimization still has
been in its infancy until the late 2000s. Since then, several innovative works pushed
the computational study of these problems so that we can solve relevant practical
instances of realistic size today; see Kleinert et al. (2021) for a very recent survey on
this and related topics as well as the annotated bibliography on bilevel optimization
by Dempe (2020).

Rather naturally, the operations research, mathematics, engineering, and econo-
mics communities, which all use bilevel optimization to model and solve real-world
problems in their respective fields, started to study more and more complicated
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bilevel problems. These more complicated problems are even harder than “usual”,
e.g., continuous and maybe linear, bilevel problems since they introduce different
aspects that make the resulting problems both more challenging in theory and
practice—among others: (i) mixed-integer aspects, in particular in the lower-level
problem, (ii) nonlinearities and nonconvexities both in the upper- and the lower-level
problem, or (iii) large-scale instances that could not have been solved a few decades
ago.

Additionally, and this leads us to the main topic of this survey, more and more
researchers from all of the above mentioned communities started to study bilevel
optimization problems under uncertainty. In classic, i.e., single-level, optimization,
there have been mainly two paths to address uncertainty in optimization models:
stochastic optimization (Birge and Louveaux 2011; Kall and Wallace 1994) and
robust optimization (Ben-Tal, El Ghaoui, et al. 2009; Ben-Tal and Nemirovski
1998; Bertsimas, Brown, et al. 2011; Soyster 1973). The same two paths have been
followed as well in bilevel optimization starting from the 1990s on.

However, the sources of uncertainty are much richer in bilevel optimization
compared to usual, i.e., single-level, optimization. To make this more concrete, a
linear optimization problem min{c>x : Ax ≥ b} can only be subject to uncertainty
due to uncertainties in the problem’s data c, A, and b. Throughout this survey, we
will denote this setting as data uncertainty. Moreover, bilevel optimization may
be subject to an additional source of uncertainty, which is due to its nature that
combines two different decision makers in one model. Hence, there can be further
uncertainty involved either if the leader is not sure about the reaction of the follower
or if the follower is not certain about the observed leader’s decision. We will denote
this additional type of uncertainty as decision uncertainty. Obviously, decision
uncertainty does not play any role in single-level optimization since only one decision
maker is involved.

Both data as well as decision uncertainty can—and maybe should—be considered
under the wider umbrella of what economists call bounded rationality ; see, e.g.,
Rubinstein (1998) and Simon (1972). In economics, rationality usually means
that the different agents of a system (e.g., the leader and the follower in bilevel
optimization or in a Stackelberg game) act as optimizers, meaning that they all
implement a fully rational decision process that consists in solving an optimization
problem to global optimality while knowing all of the data required to parameterize
the given instance of the problem to be solved. Moreover, in a game-theoretical
context (as bilevel optimization naturally is), a fully rational decision process also
needs to include that the decision of the other players can either be observed or
anticipated perfectly.

This point of view leads to a wider scope for bilevel optimization under uncertainty
than it can be the case for single-level optimization. Besides the classic topic of data
uncertainty, bilevel optimization under uncertainty may cover the following aspects:

(i) The leader may be uncertain about her1 anticipation of the follower’s
rational reaction and, thus, may want to hedge against this uncertainty;
see, e.g., Besançon et al. (2019).

(ii) As an extreme case of the former aspect it may be the case that the upper-
level player knows that the follower will play against her. This is the setting
of a pessimistic bilevel optimization problem, which is rather naturally
connected to the field of robust optimization; see, e.g., Wiesemann et al.
(2013). However, if the level of cooperation or confrontation of the follower

1According to the experimental results collected by the male author of this survey while
assigning work to co-authors during the writing process, we decided to use “her” for the leader and
“his” for the follower throughout the paper.
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is not known, this leads to intermediate cases in between the optimistic
and the pessimistic case; see, e.g., Aboussoror and Loridan (1995) and
Mallozzi and Morgan (1996). Rather obviously, this is another realization
of decision uncertainty.

(iii) It can also be the case that the leader can anticipate the rational reaction
of the follower but that the follower is not able to perfectly observe the
leader’s decision. In this case, the follower—if aware of this aspect—usually
tries to hedge against this uncertainty (Bagwell 1995; Beck and Schmidt
2021; van Damme and Hurkens 1997).

(iv) Even if all data and the rational reaction of the follower is known and even
if the leader can, in principle, fully anticipate the optimal reaction of the
follower, it might still be the case that limited intellectual or computational
resources make it impossible that globally optimal decisions are taken.
In contrast, only approximately optimal or heuristic answers of, e.g., the
follower need to be considered, imposing the challenge that the leader does
not know which heuristic or which approximation is applied by the follower.
As a good primer in this context, we refer to the recent paper by Zare,
Prokopyev, et al. (2020).

This list is not comprehensive but should make clear how much more diverse the
sources of uncertainty can be in bilevel optimization as compared to single-level
optimization.

Throughout this survey, we will highlight different aspects of bounded rationality
as it has been roughly discussed above. Most of the papers, but not all of them, that
we will review are concerned with the typical setting of data uncertainty. However,
the interest of the mathematical optimization as well operations research community
in decision uncertainty is growing. The survey thus has two main goals. First, to
almost comprehensively describe the state-of-the-art of bilevel optimization under
uncertainty. Second, to also view the existing research under a bounded-rationality
lens to put the existing literature into a broader (game-theoretic or economic)
context as well as to open doors to future research that maybe would stay locked—or
not even seen—while using a different lens.

The remainder of this survey is structured as follows. In Section 2, we define
the overall problem statement and discuss both data as well as decision uncertainty
using illustrating examples. Afterward, in Section 3, we then discuss the existing
(and mostly theoretical) literature on bilevel optimization under uncertainty along
the lines on how uncertainty is modeled. Thus, we explicitly consider stochastic
bilevel problems, bilevel problems with robust modeling of data uncertainty, bilevel
problems with near-optimal lower-level decisions, limited observability of decisions
of the leader, and the field of intermediate solution concepts between the optimistic
and pessimistic cases. In Section 4, we then review papers on bilevel optimization
under uncertainty that are devoted to specific applications. Here, we focus on
applications from the field of energy, security, management science, and networks.
We close the paper with some concluding words in Section 5, where we also mention
open questions and other possible directions for future research. Throughout the
survey, we assume that the reader is familiar with standard concepts of robust and
stochastic optimization.
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2. General Problem Statement

We study bilevel problems of the general form

“ min
x∈X

” F (x, y) (1a)

s.t. G(x, y) ≥ 0, (1b)
y ∈ S(x), (1c)

where S(x) denotes the set of optimal solutions of the x-parameterized problem

min
y∈Y

f(x, y) (2a)

s.t. g(x, y) ≥ 0. (2b)

We refer to Problem (1) as the upper-level (or the leader’s) problem and to Prob-
lem (2) as the lower-level (or the follower’s) problem. Moreover, the variables x ∈ X
and y ∈ Y are called the leader’s and the follower’s variables, respectively. The
sets X ⊆ Rnx and Y ⊆ Rny can be used to denote integrality constraints. The
objective functions are given by F, f : Rnx × Rny → R and the constraint functions
by G : Rnx × Rny → Rm as well as g : Rnx × Rny → R`. A summary of important
notation used throughout this paper can also be found in Table 1. The quotation
marks in (1a) express the ill-posedness of the bilevel problem in the case that the
lower-level problem does not have a unique solution. To deal with this ambiguity,
it is common to pursue either an optimistic or a pessimistic approach to bilevel
optimization; see, e.g., Dempe (2002). For the ease of presentation, we focus on the
optimistic setting at this point, i.e., we study

min
x,y

F (x, y) s.t. G(x, y) ≥ 0, x ∈ X, y ∈ S(x).

We consider bilevel problems of the above form, which are, however, affected by
various kinds of uncertainty. This setting is relevant for many practical applications
since uncertainty is an important aspect of bounded rationality; see, e.g., Simon
(1972). In this survey article, we mainly distinguish between two types of uncertainty:
data uncertainty and decision uncertainty.

2.1. Data Uncertainty. Data uncertainty arises if, e.g., the lower-level player only
has access to inaccurate or incomplete data. To illustrate this aspect, let us assume
that the right-hand sides of the lower-level constraints are uncertain. For a feasible
leader’s decision x and a specific realization of the uncertainty u, the set of optimal
follower’s decisions is then given by

S(x, u) := arg min
y∈Y

{f(x, y) : g(x, y) ≥ z(u)} ,

where z(u) ∈ R` represents the lower-level right-hand side vector for the given
uncertainty realization u. In mathematical optimization, it is common to use one of
the following two variants to deal with data uncertainty.

(i) Uncertainties are assumed to take values in a given uncertainty set U .
Pursuing a robust approach, we hedge against the worst-case realization of
the uncertainties w.r.t. the leader’s optimal objective function value. For
the ease of presentation, we assume that there are no coupling constraints,
i.e., there are no upper-level constraints that explicitly depend on y. To
this end, we define X̄ := {x ∈ X : G(x) ≥ 0} with G : Rnx → Rm. We
then solve

min
x∈X̄

max
u∈U

min
y∈S(x,u)

F (x, y).

Here, we consider the robust and optimistic case in which the leader may
influence the follower’s decision in her favor. However, the consideration of
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Table 1. Central Notation.

Sets

X ⊆ Rnx Set of all admissible upper-level decisions
X (x) ⊆ Rnx (Imperfectly) perceived upper-level feasible region
X̄ ⊆ Rnx Upper-level feasible region without coupling constraints
Y ⊆ Rny Set of all admissible lower-level decisions
U Uncertainty set
Ω Finite set of possible scenarios

Variables

x ∈ X Upper-level decision
x̄ ∈ X (x) (Imperfectly) observed upper-level decision
u ∈ U , ω ∈ Ω, z Uncertainty realization
y = y(x) ∈ Y Lower-level response for given x
y(x, u), y(x, ω) ∈ Y Lower-level response for given x and uncertainty realiza-

tion u or ω

Functions

F, f : Rnx × Rny → R Upper and lower-level objective functions
G : Rnx × Rny → Rm Upper-level constraints
g : Rnx × Rny → R` Lower-level constraints
ϕ : X → R Lower-level optimal-value function

Point-to-Set Mappings

Y (x) Lower-level feasible set for given x
S(x) Set of optimal lower-level solutions for given x
S(x, u), S(x, z) Set of optimal lower-level solutions for given x and uncer-

tainty realization u or z
S(x, ε) Set of ε-optimal lower-level solutions for given x with ε > 0

other solution concepts is also possible for uncertain bilevel problems. For
instance, the most conservative situation in which the leader anticipates a
pessimistic follower is given by

min
x∈X̄

max
u∈U

max
y∈S(x,u)

F (x, y).

Eventually, the application at hand dictates which model is appropriate.
(ii) Adopting a stochastic approach, it is assumed that the uncertainties can

be described by a given probability distribution. Here, we hedge against
uncertainties in a probabilistic sense by optimizing, e.g., the expected value.
In line with all the existing literature on stochastic bilevel optimization (see
also Section 3.1), we again focus on the setting without coupling constraints.
Hence, we solve

min
x∈X̄

Eu [Φu(x)] with Φu(x) := min
y∈S(x,u)

F (x, y).

In both cases, we consider the timing

leader x y uncertainty u y follower y = y(x, u).

This means that the leader first takes a here-and-now decision, i.e., without knowing
the realization of uncertainty. Then, the uncertainty realizes and, finally, the
follower decides in a wait-and-see manner, taking the leader’s decision as well as the

104



6 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

realization of the uncertainty into account. However, other timings are possible as
well, for instance, if we consider problems of the form

min
x,y

F (x, y)

s.t. G(x, y) ≥ 0, x ∈ X,
y ∈ arg min

ȳ∈Y
{f(x, ȳ) : g(x, ȳ) ≥ z(u) for all u ∈ U} .

This is another robust bilevel optimization problem but this time, the leader takes a
here-and-now decision and the follower also decides before the uncertainty realizes.
The decision of the follower is robust in the sense that it is required to remain
feasible for all possible realizations of the uncertainty. Hence, one considers the
timing

leader x y follower y = y(x) y uncertainty u. (3)
So far, we have discussed the case of lower-level right-hand side uncertainty. Of
course, data uncertainty may also occur at other locations of the problem such as,
e.g., in the upper-level problem’s data or in the objective function of the follower.
The following examples illustrate robust and stochastic approaches to deal with
uncertain data at various locations of the lower-level problem.

Example 1. Let us consider the linear bilevel problem

min
x,y∈R

F (x, y) = x− 4y (4a)

s.t. x− y ≥ −1, (4b)
3x+ y ≥ 3, (4c)
y ∈ S(x), (4d)

where S(x) denotes the set of optimal solutions of the x-parameterized lower-level
problem

min
y∈R

f(x, y) = −0.1y (5a)

s.t. − 2x+ y ≥ −7, (5b)
− 3x− 2y ≥ −14, (5c)
0 ≤ y ≤ 2.5. (5d)

The problem is depicted in Figure 1 (left). The upper- and lower-level con-
straints are represented with dashed and solid lines, respectively. The optimal solu-
tion (x, y) = (1.5, 2.5) of the deterministic bilevel problem (4) and (5) is illustrated
by the thick dot. Suppose now that the lower-level objective function is uncertain. We
follow a robust approach and assume that the follower decides in a here-and-now fash-
ion, i.e., we consider the timing in (3). The uncertain objective function coefficient is
assumed to take values in the uncertainty set U = {−0.1 + ζ : |ζ| ≤ 0.5} = [−0.6, 0.4],
which leads to a modified gradient of the lower-level objective function. This effect
is shown in Figure 1 (right). The optimal solution of the uncertain bilevel problem
is represented by the thick square. In particular, we obtain a completely different
solution than in the deterministic case if we take data uncertainty into account. Let
us further point out that, in this example, we do not have to distinguish between
the optimistic and the pessimistic case since the solution of the (robust) lower-level
problem is unique for every feasible x.

Example 2. Consider the linear bilevel problem

min
x,y∈R

F (x, y) = −y s.t. x ≥ 0, y ∈ S(x), (6)
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Figure 1. Both figures show the upper-level constraints (dashed
blue lines), the lower-level constraints (solid black and red lines),
the shared constraint set (yellow area), and the bilevel feasible set
(solid red lines) of the bilevel problem (4) and (5). The deterministic
variant of the problem is depicted on the left and the variant of
the problem that accounts for a robust modeling of an uncertain
lower-level objective function f̃ is given on the right.
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Figure 2. The upper-level constraint (dashed blue line), the lower-
level constraints (solid black and red lines), the shared constraint
set (yellow area), and the bilevel feasible set (solid red lines) of the
bilevel problem (6) and (7).

where S(x) denotes the set of optimal solutions of the x-parameterized lower-level
problem

min
y≥0

f(x, y) = y (7a)

s.t. x+ y ≥ 1, (7b)
− x+ y ≥ −1, (7c)
− 2x− y ≥ −4. (7d)

The problem is depicted in Figure 2. The upper- and lower-level constraints are
represented with dashed and solid lines, respectively. The unique optimal solu-
tion (x, y) = (0, 1) of the deterministic bilevel problem (6) and (7) is illustrated by
the thick dot. Suppose now that the right-hand side of Constraint (7c) is uncertain.
We pursue a stochastic approach and assume that the right-hand side b(ω) ∈ R
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Figure 3. Variants of the bilevel problem (6) and (7) with lower-
level right-hand side uncertainty (left) and uncertain lower-level
constraint coefficients (right).

depends on the scenario ω ∈ Ω = {ω1, ω2} with b(ω1) = −1 and b(ω2) = −1/2. We
further assume that both scenarios have probability p1 = p2 = 1/2. We start by
considering each scenario individually. Note that the realization of ω1 corresponds
to the deterministic setting. Hence, the unique optimal solution for scenario ω1 is
given by (x, y1) = (0, 1). Here and in what follows, we set yi = y(ωi) for i = 1, 2.
The realization of scenario ω2 leads to a parallel shift of the uncertain lower-level
constraint. This effect is shown in Figure 3 (left). It can also be seen that the
solution is not unique anymore if scenario ω2 is considered. Both (0, 1) and (3/2, 1)—
which are illustrated by the thick dot and the thick square, respectively—yield an
optimal objective function value of −1. To hedge against lower-level right-hand side
uncertainty, we optimize the expected value of the upper-level objective function, i.e.,
we solve

min
x,y1,y2∈R

−p1y1 − p2y2 s.t. x ≥ 0, y1 ∈ S(x, ω1), y2 ∈ S(x, ω2). (8)

The unique solution for the variant of Problem (6) and (7) with lower-level right-
hand side uncertainty is given by (x, y1, y2) = (0, 1, 1). Despite the consideration of
data uncertainty, the overall bilevel solution does not change significantly compared
to the deterministic setting. However, the following shows that this may not always
be the case.

To this end, we focus on the stochastic modeling of uncertain constraint coef-
ficients in (7c). The constraint coefficients a(ω) ∈ R2 are assumed to depend on
the scenario ω ∈ Ω = {ω1, ω2} with a(ω1) = (−1, 1) and a(ω2) = (−3/2, 1/2). We
further assume that scenario ω1 has probability p1 = 1/3, whereas ω2 has probabil-
ity p2 = 2/3. Again, the realization of scenario ω1 corresponds to the deterministic
setting. Thus, the unique optimal solution for scenario ω1 is given by (x, y1) = (0, 1).
The setting in which scenario ω2 realizes is shown in Figure 3 (right). The unique
optimal solution (x, y2) = (6/5, 8/5) is illustrated by the thick square. Hedging
against data uncertainty by optimizing over the expected value yields the unique
overall stochastic bilevel solution (x, y1, y2) = (6/5, 1/5, 8/5), which can be obtained
by solving the corresponding scenario-expanded formulation (8). In particular, the
solution is attained at a completely different vertex of the bilevel feasible set than in
the deterministic case.

2.2. Decision Uncertainty. Decision uncertainty refers to the case in which the
players may face uncertainties regarding the decision of the other player. For
instance, the follower may lack the ability or the resources to obtain an optimal
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solution and, thus, takes a “satisfactory” solution instead of an optimal one. For a
given leader’s decision x, this can be modeled using the set of ε-optimal reactions of
the follower, which is given by

S(x, ε) = {y ∈ Y : g(x, y) ≥ 0, f(x, y) ≤ ϕ(x) + ε} , ε > 0,

where
ϕ(x) := min

y∈Y
{f(x, y) : g(x, y) ≥ 0}

denotes the lower-level’s optimal-value function. The parameter ε quantifies the
follower’s willingness to deviate from his optimal objective function value. As a
consequence of the follower’s ε-optimality, the leader is uncertain about the actual
response of the follower. The aim of the leader may thus be to hedge against the
worst-case ε-optimal reaction of the follower, i.e., one studies the problem

min
x∈X

max
y∈S(x,ε)

F (x, y) s.t. G(x, ŷ) ≥ 0 for all ŷ ∈ S(x, ε). (9)

In particular, Problem (9) can be reformulated as a specific instance of the pessimistic
bilevel problem considered by Wiesemann et al. (2013).

Another reason for decision uncertainty may be the follower’s limited capability
to observe the decision of the leader. A reasonable assumption in this context,
however, may be that the follower has an insight into the leader’s scope of action.
One way to account for this type of decision uncertainty is the following modeling.
Let X (x) ⊂ Rnx denote the x-dependent set containing all possible decisions of the
leader, which is assumed to be known by the follower. Clearly, the actual decision x
of the leader belongs to X (x). The follower then takes his decision to hedge against
all possible leader decisions x̄ ∈ X (x), e.g., by pursuing a robust approach that
leads to the bilevel model

min
x,y

F (x, y)

s.t. G(x, y) ≥ 0, x ∈ X,

y ∈ arg min
ȳ∈Y

{
max
x̄∈X (x)

f(x̄, ȳ) : g(x̄, ȳ) ≥ 0 for all x̄ ∈ X (x)

}

with a robustified follower’s objective function and a robustified feasible set of the
lower-level problem.

Example 3. To illustrate some modeling approaches for decision uncertainty dis-
cussed so far, we consider the following example taken from Beck and Schmidt (2021)
and Besançon et al. (2019):

min
x,y∈R

F (x, y) = x− 10y (10a)

s.t. x− 4y ≥ −11, (10b)
− x− 2y ≥ −13, (10c)
x ≥ 0, y ∈ S(x). (10d)

Here, S(x) again denotes the set of optimal solutions of the x-parameterized lower-
level problem, which is given by

min
y∈R

f(x, y) = y (11a)

s.t. 2x+ y ≥ 5, (11b)
− 5x+ 4y ≥ −30, (11c)
y ≥ 0. (11d)

The deterministic bilevel problem (10) and (11) is depicted in Figure 4. Again,
the upper- and lower-level constraints are represented with dashed and solid lines,
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Figure 4. The upper-level constraints (dashed blue lines), the
lower-level constraints as well as the bilevel feasible set (solid red
lines), and the shared constraint set (yellow area) of the bilevel
problem (10) and (11).

respectively, and the optimal solution (x, y) = (1, 3) of the problem is illustrated by
the thick dot. Note that, in the deterministic case, the solid lines also correspond to
the bilevel feasible set. The modeling of an ε-optimal follower leads to a parallel shift
of the upper-level constraints since the leader needs to make sure that her decision
remains feasible for every ε-optimal decision of the follower. Hence, the bilevel
feasible set is reduced as it can be seen in Figure 5 (left) for ε = 0.5. The optimal
solution of the bilevel problem (10) and (11) with an ε-optimal follower is given by
the thick dot.

To illustrate the effect of a follower with limited capability to perfectly observe the
actual decision x of the leader, let us assume that the perceived leader’s decision x̄
belongs to the uncertainty set X (x) = {x+ ζ : |ζ| ≤ 0.5}. Similar to the setting with
an ε-optimal follower, pursuing a robust approach to account for limited observability
reduces the bilevel feasible set as it can be seen in Figure 5 (right). Here, however,
the consideration of limited observability leads to a parallel shift of the lower-level
constraints that explicitly depend on the variable of the leader. The reason is that,
in this setting, the follower makes a decision, which must be feasible for all possible
realizations of the leader’s decision. The optimal solution of the bilevel problem (10)
and (11) with a follower who cannot perfectly observe the actual decision of the
leader is illustrated by the thick square.

To sum up, the consideration of uncertainties in bilevel optimization may impact
the solution of the problem significantly. Moreover, the obtained solution depends on
the specific modeling of uncertainty that is taken into account. Hence, uncertainties
are important to be considered—especially if decision makers are involved who are
subject to bounded rationality.

Apart from the aforementioned aspects, there are many other modeling approaches
to account for uncertainties in bilevel optimization for which we provide an in-depth
discussion in the following sections.

3. Different Approaches to Account for Uncertainty

3.1. Stochastic Bilevel Problems. To the best of our knowledge, the first series
of papers on stochastic bilevel problems are the ones by Patriksson and Wynter (1999,
1997); see also Christiansen et al. (2001) for a follow-up paper. Before we review
the stochastic setups discussed in these papers, let us first state the deterministic
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Figure 5. Both figures show the shared constraint set (yellow
area) and the bilevel feasible set (red lines) of the linear bilevel
problem (10) and (11) with an ε-optimal follower with ε = 0.5
(left) and the variant of the problem with a follower facing limited
observability (right).

problem, which the authors call a “generalized” bilevel optimization problem since
the lower-level is given by a variational inequality problem. To define this, we
consider a bilevel setting in which no coupling constraints are present, i.e., there are
no upper-level constraints that explicitly depend on the follower’s variables. Further,
we consider the function T : X × Rny → Rny and the lower-level feasible set Y (x).
Then, the variational inequality problem is to find a point y∗ ∈ Y (x) such that

T (x, y∗)>(y − y∗) ≥ 0 for all y ∈ Y (x) (12)

holds for a given leader’s decision x ∈ X. In the cited papers, the authors state this
problem in a geometric way by using normal cones. To this end, let Y (x) be convex
for all possible leader decisions x ∈ X. We call a vector v a normal of the convex
set Y (x) at a point ȳ ∈ Y (x) if

v>(y − ȳ) ≤ 0 for all y ∈ Y (x)

holds. The set of such vectors is then denoted by NY (x)(ȳ) and is called the normal
cone to Y (x) at ȳ. Having this notation at hand, we can re-write the variational
inequality (12) as

− T (x, y∗) ∈ NY (x)(y
∗). (13)

For more background on variational analysis we refer the interested reader to
Rockafellar and Wets (1998). Hence, the overall deterministic, generalized bilevel
problem is given by

min
x∈X

F (x, y) s.t. − T (x, y) ∈ NY (x)(y).

The classic, i.e., non-generalized, bilevel problem is covered since for continuously
differentiable and pseudo-convex lower-level objective functions f as well as non-
empty, closed, and convex lower-level feasible sets Y (x), the minimum principle
ensures that the parameterized variational inequality (13) characterizes the global
optimal solutions of the parameterized lower-level problem

min
y

f(x, y) s.t. y ∈ Y (x)

if one identifies T (x, y) = ∇yf(x, y) and Y (x) = {y ∈ Rny : g(x, y) ≥ 0}.

110



12 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

3.1.1. Risk-Neutral Models. In Patriksson and Wynter (1997), the authors general-
ize traditional two-stage2 stochastic problems to generalized bilevel optimization
problems under uncertainty. They illustrate this novel class of problems using an
example from the field of traffic equilibrium modeling that includes uncertain travel
demands as stochastic parameters. As a solution approach, the authors propose a
descent method that uses sensitivity analysis to obtain derivatives for setting up
search directions, a line-search method (of Armijo-type) to get step sizes, and a
projection onto the feasible set of the upper-level player to obtain a new iterate.

In Patriksson and Wynter (1999), the same authors consider stochastic mathe-
matical programs with equilibrium constraints (SMPECs)—a class of problems that
comprises stochastic bilevel problems if compact optimality conditions such as the
Karush–Kuhn–Tucker (KKT) conditions or the above minimum principle are both
necessary and sufficient for lower-level optimality. We refer the reader to Lin and
Fukushima (2010) for a survey on SMPECs. Given the deterministic setup above,
the stochastic and risk-neutral counterpart reads

min
x∈X

Eω [F (x, y(ω))] , (14)

where for all ω ∈ Ω,

y(ω) ∈
{
y ∈ Rny : − T (x, ω, y) ∈ NY (x,ω)(y)

}
(15)

denotes the solutions of the lower-level variational inequality problem, which is
parameterized by the upper-level decision x and the random variable ω. We
recover the stochastic bilevel problem by identifying T (x, ω, y) = ∇yf(x, ω, y) and
Y (x, ω) = {y ∈ Rny : g(x, ω, y) ≥ 0}. As usual, the random variable ω is defined
on a probability space (Ω,F ,P). The timing covered by the problem given in (14)
and (15) is the following. The leader first takes her decision in a here-and-now
manner, then the uncertainty realizes and, finally, the follower decides based on the
realization of uncertainty and the leader’s decision. Hence, we consider the timing

leader x y uncertainty ω y follower y = y(x, ω) (16)

and the considered stochastic setting is risk-neutral since the expected value is
minimized in the upper-level objective function. The presented theoretical results
in Patriksson and Wynter (1999) are concerned with existence of solutions as
well as convexity and directional differentiability of the (implicitly defined) upper-
level objective function. Finally, a subgradient descent method is sketched that
follows the main ideas already discussed for the special case in Patriksson and
Wynter (1997). Going further, Patriksson (2008a,b) again considers SMPECs
(in the context of equilibrium problems from structural optimization and traffic
assignment problems) and shows that, under some additional assumptions, the
SMPEC solutions continuously depend on the probability distribution used to model
the uncertainty in the lower-level problem. Note that the author calls this continuity
property “robustness”, which has nothing to do with robustness in the sense of robust
optimization. The papers discussed so far do not contain any numerical results.

In Christiansen et al. (2001), the authors study stochastic bilevel problems for
truss topology optimization problems in which the external load applied to the truss
is uncertain and the random variables are assumed to be discrete and finite. Hence,
a finite set of scenarios is considered. Using classic inf-compactness assumptions, i.e.,
lower semicontinuity and bounded level sets of the upper-level objective function,
existence of solutions is shown. This is extended by an existence result without
requiring inf-compactness. However, additional and problem-specific assumptions

2Here and in what follows, we try to clearly distinguish between “stages” and “levels”, where
“stages” always refer to stages as considered in, e.g., two-stage stochastic optimization, whereas
“levels” are always used in the sense of multilevel optimization, e.g., as in bilevel optimization.
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are used such as that the upper-level objective function is quadratic, which then
allows to invoke the classic existence theorem by Frank and Wolfe (1956). As in the
other papers discussed so far, the authors derive further results on the directional
differentiability of the implicitly given upper-level objective function to design a
subgradient method that further exploits parallelization across the scenarios. In
contrast to the papers discussed before, Christiansen et al. (2001) also present a
small numerical case study for a stochastic truss topology optimization problem.

These early results on stochastic bilevel optimization are wrapped up in the
handbook chapter by Wynter (2008). Again, existence of optimal solutions is
discussed for the case of a discrete set of scenarios. Moreover, sufficient conditions
for the convexity of stochastic bilevel problems are given as well. Convexity, however,
is only possible if the upper-level problem does not contain any coupling constraints
and if the objective function of the upper level only depends on the optimal value of
the lower level and not on the follower’s decision itself. As already done in the original
works discussed above, the author also collects sufficient conditions that ensure
that the upper-level objective function is Lipschitz continuous and directionally
differentiable. The handbook chapter closes with a sketch of the subgradient method
from the previously discussed original works.

The above mentioned parallelization techniques are a special case of decomposition
methods that are very prominent in the literature on stochastic optimization; cf.,
e.g., the L-shaped and other Benders-inspired decomposition methods for two- or
multistage stochastic optimization; see, e.g., Birge and Louveaux (2011), Fischetti,
Ljubić, and Sinnl (2016, 2017), Rahmaniani et al. (2018), and Van Slyke and Wets
(1969). These decomposition techniques have also been carried over to the case
of stochastic MPECs. For this, see, e.g., Shapiro and Xu (2008), where scenario
generation techniques are discussed to obtain a finite-dimensional deterministic
equivalent (which is a deterministic MPEC or bilevel optimization problem) with
separate blocks of follower decisions for each realization of the uncertainty. Such
block structures are then exploited by decomposition methods. For an overview of
these methods, we refer the reader to the PhD thesis by Henkel (2014), where a
broad literature review is given w.r.t. what has been published up to 2014. The PhD
thesis itself studies both the classic KKT as well as the optimal-value reformulation
for stochastic bilevel problems with discrete and finite probability distributions.
Based on the KKT approach, an integer-programming based method is designed and
evaluated that also uses problem-tailored decomposition techniques. The numerical
results contain instances with up to 20 scenarios and with up to 20 lower-level
variables.

Rather recently, Bolusani et al. (2020) consider the similarities between multilevel
mixed-integer linear optimization and multistage stochastic mixed-integer linear
optimization with recourse. For the bilevel stochastic setting mentioned above
(with a discrete set of scenarios, a wait-and-see follower, and a risk-neutral leader),
they exploit the block-angular structure of the bilevel deterministic equivalent and
propose both a Benders-like decomposition as well as a cutting-plane method. These
methods are also implemented in MibS; see Tahernejad (2019).

Note that for a risk-neutral here-and-now follower and with a given set of discrete
scenarios, one can easily turn bilevel two-stage stochastic optimization problems
into their bilevel deterministic counterparts as it is done in two-stage stochastic
optimization. Hence, any general purpose solver for deterministic bilevel problems
(see, e.g., Fischetti, Ljubić, Monaci, et al. (2017) or MibS by Tahernejad et al. (2020),
see https://coin-or.github.io/MibS/) can be used for that purpose.

3.1.2. Bilevel Models with a Quantile Criterion. Another branch of research does
not consider the optimization of an expected value in the leader’s objective function

112



14 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

but studies a quantile criterion that ensures that a certain upper-level objective
function value is not exceeded with a given probability. In different application
contexts, these settings have been considered first in Chen et al. (2007) and Katagiri
et al. (2014) and the first theoretical analysis has been carried out, to the best of
our knowledge, by Ivanov (2014). The mathematical setup is given as follows. The
lower-level solution set is given by

S(x, z) = arg min
y

{
d>y : Dy ≥ z − Cx, y ≥ 0

}
,

where z ∈ Z is a realization of a random vector. For the ease of presentation, we
omit to state the dimensions of all vectors and matrices. With this at hand, the
so-called loss function of the leader is defined as

Φ(x, z) =

{
miny∈S(x,z) c

>
y y, if S(x, z) 6= ∅,

+∞, if S(x, z) = ∅,
and the corresponding α-quantile function reads

Φα(x) = min {ϕ : P(Φ(x, Z) ≤ ϕ) ≥ α} ,
where P(·) is the probability measure induced by the distribution of the random
vector Z. Finally, the bilevel optimization problem with a quantile criterion is given
by

min
x∈X

c>x x+ Φα(x).

The paper first presents theoretical results regarding Lipschitz continuity of the
leader’s loss function. After also proving the continuity of the corresponding quantile
function, an existence result is obtained. Finally, the paper shows that the studied
problem can be reformulated as a single-level mixed-integer linear optimization
problem in the case of a discrete and finite distribution of the random variables. To
this end, the classic linearization technique by Fortuny-Amat and McCarl (1981)
is used, including the choice of sufficiently large big-M values and by introducing
additional binary variables to linearize the KKT complementarity conditions. Finally,
a numerical case study is presented with 2 upper-level and 3 lower-level variables
as well as 4 upper-level and 2 lower-level constraints. The number of considered
scenarios is 25.

The paper by Dempe, Ivanov, et al. (2017) builds on Ivanov (2014) and generalizes
the setting. Again, a stochastic bilevel problem with a quantile criterion is considered
in which the lower-level problem depends on the realization of a random vector and
on the leader’s decision. In contrast to Ivanov (2014), the authors now consider the
so-called “a priori statement” of the problem, meaning that the follower’s decision
variables are chosen from a set of functions depending on random parameters,
whereas the so-called “a posteriori statement” is studied in Ivanov (2014). Hence,
Dempe, Ivanov, et al. (2017) study the timing

leader x y follower y = y(x) y uncertainty ω, (17)

which differs significantly from the one in (16) since the follower now also takes
his decision before the uncertainty is realized. In Dempe, Ivanov, et al. (2017),
the leader’s problem can be nonlinear and the follower’s problem is linear in the
follower’s variables. The authors establish a mixed-integer nonlinear single-level
reformulation for the case that the random vector has a finite set of realizations and
propose assumptions under which an optimal solution of the original problem exists.
The numerical case study considers a single academic instance of roughly the same
size as in Ivanov (2014).

In contrast to Ivanov (2014), where only the lower-level feasible set is affected by
randomness, in Ivanov (2018), the setting is studied in which the randomness affects
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the objective function of the lower-level problem in a way such that its objective
function is linear for a given realization of uncertainty and a given leader’s decision.
The lower level’s feasible set, however, is both independent of the leader’s decision
as well as of the realization of uncertainty. The leader again minimizes a quantile
function of her loss function depending on the leader’s and the follower’s decision.
It is shown that the lower-level problem has a unique solution (with probability
1) if the distribution is absolutely continuous and if the lower-level’s feasible set is
non-empty and bounded. The loss function is proven to be lower semicontinuous,
which implies that the overall bilevel problem with a quantile criterion has an
optimal solution if the upper-level’s feasible set is non-empty and bounded as well.
The quantile function itself, however, is not continuous. Finally, sample average
approximation is applied and the convergence of its limit points is shown before a
small-scale optimal tax rate problem is considered in a case study.

3.1.3. Convex Risk Measures. The aforementioned models based on a quantile
criterion just discussed can be seen as models that incorporate some kind of risk
measure. In the case of quantiles, these risk measures (such as the value-at-risk;
VaR) are not convex. The key idea of incorporating risk measures in the upper-level’s
objective function of stochastic and linear bilevel problems (such as the quantile
function in the previous section) is also studied in Burtscheidt, Claus, and Dempe
(2020), where the setting of law-invariant, convex, and coherent risk measures is
considered for uncertainties in the right-hand side of the follower’s problem. More
formally, the considered problem is an optimistic parametric bilevel linear problem
of the form

min
x

{
c>x x+ min

y

{
c>y y : y ∈ S(x, z)

}
: x ∈ X

}

with a parameter z and the lower-level solution set mapping

S(x, z) = arg min
y

{
d>y : Dy ≥ z − Cx

}
.

The stochastic bilevel problem is then obtained by assuming that the parameter z =
Z(ω) is the realization of a random vector Z defined on a probability space (Ω,F ,P).
Define now

G = {(x, z) : ∃y with Dy ≥ z − Cx}
to be the set of all upper-level decisions and parameters so that there is a feasible
lower-level solution. Moreover, set

F (x, z) = c>x x+ min
y

{
c>y y : y ∈ S(x, z)

}

as an abbreviation for the upper-level objective function in dependence of the leader’s
decision x and the parameter z. An additional nonanticipativity constraint then
leads us to the timing in (16), i.e., the leader takes a here-and-now decision while
the follower takes a wait-and-see decision. Further, denote the Borel probability
measure induced by the random vector Z by µZ = P ◦Z−1. With this, it is assumed
that

X ⊆ {x : (x, z) ∈ G for all z ∈ supp(µZ)} ,
i.e., there exists a lower-level feasible point for all possible leader decisions and
all realizations of uncertainty. After fixing properly chosen function spaces and a
suitable risk measure R, the stochastic bilevel problem is given by

min
x

R[F (x, Z(·))] s.t. x ∈ X.
The class of considered risk measures includes, among others, the expected value,
the conditional value-at-risk (CVaR), or a worst-case risk measure. Note that the
latter includes the case of robust and linear bilevel problems. The key results
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of the paper are about (local) Lipschitz continuity of the upper-level objective
function. Moreover, differentiability results are given for those risk measures that
are based on expectations. For the case of discrete and finite distributions, equivalent
deterministic bilevel problems are derived for the expectation-based risk measures.
Finally, the MPCC regularization strategy proposed by Scholtes (2001) is applied
to the KKT reformulation of the deterministic equivalent and a convergence result
for the limit points of this regularization approach is proven.

Most of the content presented in Burtscheidt, Claus, and Dempe (2020) can also
be found in the book chapter by Burtscheidt and Claus (2020), where the same
class of problems is considered. The new content given there is about stochastic
dominance constraints. Moreover, equivalent deterministic counterparts are proven
for some of the cases that have not been included in Burtscheidt, Claus, and Dempe
(2020).

In a follow-up paper, Claus (2021a) considers the same risk-neutral setting as
in Burtscheidt, Claus, and Dempe (2020) and the first-order necessary optimality
conditions for the risk-neutral case from the latter paper are accompanied by second-
order sufficient conditions. It was known from Burtscheidt, Claus, and Dempe
(2020) that the expectation functional, i.e., the upper-level objective function in
the risk-neutral case, is continuously differentiable if the underlying probability
measure is absolutely continuous w.r.t. the Lebesgue measure. However, (even local)
Lipschitz continuity of the gradient may fail to hold under the assumptions used in
Burtscheidt, Claus, and Dempe (2020). The main novel assumptions now are the
boundedness of the support and the uniform boundedness of the Lebesgue density of
the probability measure, which ensure (as the main result of the paper) the Lipschitz
continuity of the gradient.

In the paper by Claus (2021c), the overall timing with a leader taking a here-and-
now decision, while the follower reacts in a wait-and-see manner, is kept but the way
how randomness enters the lower-level problem is different. Instead of considering a
stochastic right-hand side, the lower-level’s feasible set is now a fixed polyhedron
but the coefficients of the linear objective function of the follower are affected by
randomness. This still leads to the case that the upper-level objective function
value is a random variable itself that is parameterized by the leader’s decision. The
main result is the development of sufficient conditions for the existence of optimal
solutions for a wide class of risk measures, including the expected value, CVaR,
or the worst-case risk measure that leads to a robust and linear bilevel problem.
The main stepping stone towards this result is the proof of the continuity of the
risk functionals. Surprisingly, these sufficient conditions are the same both for
the optimistic and the pessimistic bilevel problem, which is not the case in the
deterministic setting.

The, up to now, last paper in this row of research is Claus (2021b) in which
the two settings considered so far are combined: randomness in the lower-level’s
right-hand side as well as in its objective function coefficients. The results of Claus
(2021c) cannot be applied anymore since the extreme points of the lower-level’s
feasible set now depend on the realization of the randomness as well. However,
lower semicontinuity can be achieved for a class of functions derived from convex
risk measures. Further, a continuity result is derived that can also be applied to the
pessimistic case as well. These continuity properties can then, as usual, be used to
obtain existence results under further but classic compactness assumptions. As it is
the case for all other papers discussed so far in this subsection, the paper does not
contain any numerical results.

In Burtscheidt, Claus, Conti, et al. (2021), the same analytical spirit is followed
but is now brought to the field of pessimistic and stochastic bilevel optimization.
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Again, continuity results are derived in order to finally obtain an existence result.
After these theoretical developments, the authors study an applied problem from
the field of mechanical shape optimization that is modeled as a pessimistic and
stochastic bilevel problem and also present some numerical results.

3.1.4. Chance Constraints. Up to now, all papers except for Dempe, Ivanov, et al.
(2017) studied the timing in (16). In the case of the other timing (17), fulfilling the
random lower-level constraints cannot be guaranteed almost surely in general but
only with a certain probability. In a natural way, this leads to the use of probabilistic
or chance constraints.

To the best of our knowledge, the first combination of bilevel optimization and
chance constraints is studied in Kosuch et al. (2012). The authors study a standard
linear bilevel problem that is extended by a probabilistic knapsack constraint in the
upper-level problem. The setting is motivated by pricing applications in networks.
For finite probability distributions, the authors first derive a deterministic equivalent
formulation using additional binary variables and big-M constraints. This all takes
place in the upper-level problem and is completely independent of the lower level.
Afterward, the authors apply the classic mixed-integer linear reformulation by
Fortuny-Amat and McCarl (1981), leading to a mixed-integer linear single-level
problem. Based on this reformulation, a so-called min-max scheme is designed with
bounds obtained from suitably chosen Lagrangian relaxations. The authors present
numerical results for up to 1000 lower- and upper-level variables and for up to 100
scenarios.

From a more application-driven point of view, other chance-constrained bilevel
problems have been studied in Pramanik and Banerjee (2012) and Yang, Zhang, et al.
(2009). However, the only paper that we are aware of in which a chance constraint
is considered in the lower-level problem and in which, thus, the timing in (17) is
considered, is Heitsch et al. (2022). There, the chance constraint is shown to be
convex and oracles for function as well as gradient evaluations are provided while the
chance constraint itself cannot be stated in closed form. This setting is considered
as having a convex black-box function in the lower level which is then tackled by an
outer-approximation based cutting-plane method. However, since the lower-level
chance constraint can thus only by satisfied by a prescribed tolerance ε > 0, it does
not seem to be possible to prove anything about the upper-level objective function
value obtained by this method—an issue that is also considered in the recent paper
by Beck, Schmidt, et al. (2022) on continuous but nonconvex lower-level problems.

3.1.5. Knapsack Problems. The first paper on bilevel knapsack problems is Dempe
and Richter (2000), where the authors consider the problem in a purely deterministic
setting. The first paper combining the bilevel knapsack problem with random data
appeared ten years later (Özaltın et al. 2010). The setting is as follows. In the
lower-level problem, the follower solves the knapsack problem

max
y

d>y s.t. a>y ≤ b(x, ω), y ∈ {0, 1}n, (18)

in which the knapsack’s capacity depends on the scenario ω ∈ Ω and on the scalar
leader’s decision x, where b is a non-decreasing function in x. Moreover, the leader
solves the problem

max
x∈R

Eω
[
c>y y(x, ω)− cxx

]

s.t. x ∈ [x−, x+] ⊂ R, y(x, ω) ∈ S(x, ω) for all ω ∈ Ω,

where S(x, ω) is the set of optimal solutions of the (x, ω)-parameterized problem (18).
Thus, the leader maximizes the value of the items in the knapsack (packed by the
follower) but has different values cy for the separate items, compared to the values d
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of the follower. Consequently, we are again in the setting of (16), consider the
risk-neutral case, and the uncertainty is modeled by a finite set of scenarios. The
authors develop necessary and sufficient conditions for the existence of an optimal
solution. Under the additional assumption that the leader’s decision can only take
integer values, the problem is reformulated as a two-stage stochastic program with
binary first- and second-stage decisions that uses the optimal-value function of the
lower-level problem. For evaluating the subproblem of this two-stage stochastic
program, the authors design a so-called branch-and-backtrack algorithm and then,
using this sub-routine, develop a branch-and-cut method to solve the overall problem.
Computational results are reported on 16 randomly generated test instances with
up to 100 items and 200 scenarios.

Very recently, Buchheim, Henke, and Irmai (2022) considered the continuous
bilevel knapsack problem. Here, the lower-level problem is the continuous knapsack
problem

max
y

d(ω)>y s.t. a>y ≤ x, y ∈ [0, 1]n,

which depends on a random variable ω so that the lower-level’s objective function is
uncertain. The upper-level player then solves

max
x∈R

Eω
[
c>y y(x, ω)− cxx

]
s.t. x ∈ [x−, x+],

where y(x, ω) is a solution of the lower-level problem given above, which is param-
eterized by the uncertainty ω and the upper-level knapsack capacity decision x.
Hence, the leader has different values of the items to be packed and the follower’s
values of the items are uncertain for the leader. This models the risk-neutral
case—for a robust consideration of this setup, we refer the reader to Buchheim and
Henke (2022). The authors purely focus on complexity questions. The deterministic
problem is known to be solvable in polynomial time; see, e.g., Dempe, Kalashnikov,
et al. (2015). First, it is shown that the problem stays polynomial-time solvable if
the random variable has finite support, which needs to belong to the input of the
problem together with the corresponding probabilities. If, however, the random
variable has a finite and componentwise uniform distribution, the problem becomes
#P-hard, which is shown by a reduction from #Knapsack.3 The same hardness re-
sult holds true for continuous instead of finite, componentwise uniform distributions.
Moreover, even the evaluation of the upper-level objective function is #P-hard for
these two cases. Since these results all are hardness results in the weak sense, the
authors also derive tailored pseudo-polynomial time algorithms based on dynamic
programming. Finally, an additive approximation scheme is derived for arbitrary
continuous distributions with independent components. Open questions in this field
are the consideration of risk measures other than the expected value as well as the
study of cases in which the uncertain lower-level coefficients are correlated.

3.1.6. General Mixed-Integer Stochastic Bilevel Problems. Except for Özaltın et al.
(2010), where the special situation of a bilevel knapsack problem is studied, no
other general mixed-integer stochastic bilevel problems have been considered until
the paper by Yanıkoğlu and Kuhn (2018) in which a stochastic bilevel problem is
studied with the following properties. The leader decides here-and-now and takes a
binary decision without knowing the follower’s objective function coefficients and
right-hand side. Moreover, the objective function coefficients for the follower’s
variables in the leader’s objective are unknown as well. The uncertainty then reveals

3The #-symbol indicates that the corresponding counting version of the given decision problem
is considered.
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and the follower takes his continuous decision having full information. The main
focus is on the pessimistic setting, i.e., the bilevel problem at hand is given by

min
x∈X

sup
y∈L2

n

c>x x+ Eω
[
cy(ω)>y(ω)

]

s.t. y(ω) ∈ arg min
y′∈Rn

{
d(ω)>y′ : Ay′ ≤ b(x, ω)

}
.

Here, X ⊆ {0, 1}nx and L2
n is the set of all n-dimensional square-integrable functions

of ω. Hence, the risk-neutral setting with the classic timing (16) is considered but
in a rather general setting with randomness both in the upper- as well as in the
lower-level problem. The key results from this contribution are that the authors
develop both primal and dual decision rules to restrict the search space L2

n for the
lower-level answers from the point of view of the leader. Both bounding problems are
equivalent to MILPs that are not significantly harder than the nominal variant of the
original problem. The developed techniques are then applied to a facility location
problem with up to 35 locations. To the best of our knowledge, this paper is the
first one that specifically focuses on stochastic and pessimistic bilevel optimization
problems.

Even more recently, Zhang and Özaltın (2021) consider an even more complicated
setting w.r.t. the decision variables since they consider stochastic integer bilevel
problems, i.e., problems with purely integer variables both at the upper and the
lower level. However, they focus on the optimistic setting while claiming that the
developed techniques also work for the pessimistic case. Moreover, randomness only
appears in the lower-level’s right-hand side and has a discrete distribution with
finite support. Their solution approach is based on the value-function reformulation
and uses an integer complementarity slackness theorem that is extended to bilevel
integer programs. Using these approaches, they finally solve the given class of
problems using a tailored branch-and-bound method, which is tested on bilevel
facility interdiction problems with up to 200 constraints and 400 variables in the
lower level and with up to 50 000 scenarios. It turns out that the approach is
rather insensitive w.r.t. the number of scenarios but is sensitive w.r.t. the number
of random right-hand sides.

3.2. Robust Approaches to Model Data Uncertainty. To the best of our
knowledge, robust approaches to model uncertainties in the context of bilevel
optimization have been much less investigated compared to stochastic approaches.
For an overview of robust optimization techniques for single-level optimization, we
refer the reader to Ben-Tal, El Ghaoui, et al. (2009), Ben-Tal, Goryashko, et al.
(2004), Ben-Tal and Nemirovski (1998), Bertsimas, Brown, et al. (2011), and Soyster
(1973). In robust setups, it is assumed that uncertainties take values in a given
uncertainty set U . In single-level optimization, uncertainty sets are typically modeled
using geometries such as boxes, polyhedra, ellipsoids, or cones. When considered
in a bilevel setting, however, the literature so far focuses mainly on either box or
polyhedral uncertainty sets.

Chuong and Jeyakumar (2017) study optimistic bilevel problems with linear
constraints and a linear lower-level objective function, while the objective of the
leader is a polynomial. They allow for interval uncertainties in the upper- and
lower-level constraints. Hence, the authors consider the problem

min
x,y

F (x, y)

s.t. Ãi·x+ B̃i·y ≥ ãi for all
(
Ãi·, B̃i·, ãi

)
∈ UL

i , i ∈ [m],

x ∈ Rnx , y ∈ S(x)
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with [m] := {1, . . . ,m}. Here, uncertain parameters are emphasized by a tilde, Ãi·
denotes the ith row of the matrix Ã, and S(x) is the set of optimal solutions of the
robust lower-level problem

min
y

d>y

s.t. Cj·x+ D̃j·y ≥ b̃j for all
(
D̃j·, b̃j

)
∈ UF

j , j ∈ [`].

The uncertainty sets on the upper and the lower level are given by UL
i and UF

j ,
respectively. The matrix C is assumed to be certain. To solve the robust counterpart
of the problem, a sequence of single-level nonconvex polynomial relaxations of the
uncertain bilevel problem is introduced, which in turn can be reformulated as a
sequence of semidefinite linear problems. The authors show that the optimal values
of the relaxed problem converge to the robust global optimal value given that the
leader’s objective function is coercive and that the lower-level problem satisfies
Slater’s constraint qualification for every feasible decision of the leader and for every
possible realization of the uncertainty in the lower-level constraints.

Uncertainties regarding the lower-level objective function are considered in Borrero
et al. (2022) in the context of sequential optimistic linear bilevel problems in which
the leader and the follower interact over multiple time periods. The follower’s
time-invariant objective function coefficients are initially unknown to the leader but
they are assumed to take values in a given uncertainty set. In each time period, the
leader may refine her perception of the uncertainty set by observing the follower’s
optimal response, which in turn is based on the leader’s decision given her current
knowledge of the problem data. Various mechanisms to update the uncertainty set
are proposed, which differ in the amount of information from the follower’s feedback
that is taken into account. The updating process may then characterize the leader’s
policy, which is a sequence of functions that map the information from previous
time periods, i.e., previous upper-level decisions and the observed feedback of the
follower, to a feasible leader’s decision in the current time period. The authors
discuss different policies of the leader that can be interpreted as a robust modeling
of a follower who is also uncertain about his objective function coefficients. Results
on the convergence of the leader’s policies to a full-information solution are provided
for different update mechanisms. Moreover, an upper bound on the number of time
periods necessary for said convergence is established, which is referred to as “time
stability”. In the worst-case, the upper bound may be exponential but the presented
computational results suggest that this bound is rather loose. To illustrate the
performance of the proposed policies, the authors provide numerical experiments
on 20 randomly generated road network instances with a layered topology with 4
layers and 4 nodes per layer. Further, experiments are performed on 3 variants
of the “infiltration network” near the Arizona-Mexico border with a network of
38 nodes and 109 arcs, which has been described in Unsal (2010).

Recently, Zhang, Liu, et al. (2022) are concerned with the existence of solu-
tions of uncertain multi-leader-multi-follower problems that are modeled as Nash–
Stackelberg–Nash games. Uncertainties arise in the objective functions of both the
leaders’ and the followers’ problems as well as in the strategy sets of the followers. In
the considered setting, the leaders first take a here-and-now decision that particularly
influences the description of the uncertainty set. Thus, the authors consider a special
type of decision-dependent uncertainty; see also Lappas and Gounaris (2018) and
Nohadani and Sharma (2018) for general works on decision-dependent uncertainty.
Then, the uncertainty realizes and, finally, the followers decide on their actions
taking the leaders’ decision as well as the realization of uncertainty into account. To
hedge against decision-dependent uncertainties, a worst-case approach is considered.
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Buchheim and Henke (2020, 2022) are concerned with complexity questions for the
bilevel continuous knapsack problem in which the leader controls the capacity of the
knapsack and the follower faces uncertainties regarding the profits of the items. The
authors’ main focus is on the pessimistic setting and a worst-case oriented approach
is pursued to account for data uncertainty. While the deterministic problem can
be solved in polynomial time (Dempe, Kalashnikov, et al. 2015), the complexity
of the robust variant of the problem strongly depends on the considered type of
the uncertainty set. First, the authors show that the robust counterpart remains
solvable in polynomial time for discrete uncertainty sets as well as for interval
uncertainty under the independence assumption, i.e., if the follower’s objective
function coefficients independently take values in given intervals. However, the
problem is NP-hard if the uncertainty set is the Cartesian product of discrete sets.
In particular, this means that replacing the uncertainty set by its convex hull can
significantly change the problem in the bilevel context, which is in contrast to the
situation in single-level optimization. NP-hardness is also shown for the variants of
the problem with polytopal uncertainty sets and uncertainty sets that are defined
by a p-norm with p ∈ [1,∞). Moreover, even the evaluation of the leader’s objective
function is NP-hard for the latter three cases.

The complexity of robust bilevel combinatorial problems with a linear follower
facing an uncertain objective function is addressed in Buchheim, Henke, and Hom-
melsheim (2021). The deterministic variant of the problem is known to be NP-easy.4

It is shown that interval uncertainty renders the bilevel problem significantly harder
than the consideration of discrete uncertainty sets. To be more precise, the robust
counterpart can be ΣP2 -hard for interval uncertainty under the independence assump-
tion, whereas it can be NP-hard for uncertainty sets U with |U| = 2 and strongly
NP-hard for general discrete uncertainty sets. In particular, it is shown that
replacing the discrete uncertainty set by its convex hull may increase the complexity
of the problem at hand, which is in line with the results in Buchheim and Henke
(2020, 2022).

All papers discussed so far deal with data uncertainties in the sense of strict
robustness. Beck, Ljubić, et al. (2022) propose a Γ-robust approach for mixed-integer
linear min-max problems with lower-level data uncertainty. They follow the notion
of Γ-robustness introduced by Bertsimas and Sim (2003, 2004) to account for an
uncertain follower’s objective, i.e., they study the problem

min
x

c>x+ d>y

s.t. Ax ≥ a, x ∈ X ⊆ Znx ,

y ∈ arg max
ȳ∈Y (x)

{
d>ȳ − max

{S⊆[ny ] : |S|≤Γ}

∑

i∈S
∆diȳi

}

with Γ ∈ [ny] and the lower-level feasible set Y (x) ⊆ Zny+ . Furthermore, uncertain-
ties in a single packing-type constraint are considered. Two approaches to model
this situation are presented—an extended formulation and a multi-scenario formula-
tion. In particular, the authors establish that the Γ-robust bilevel problem can be
interpreted as a single-leader-multi-follower problem with independent followers in
the case that all of the follower’s variables are binary. A branch-and-cut framework
to solve the robustified bilevel problem is proposed. As an application, the authors
consider the knapsack interdiction problem for which problem-tailored cuts are
provided; see, e.g., Section 4.2. The authors conduct a computational study on

4A decision problem is NP-easy if it can be polynomially reduced to an NP-complete decision
problem (Buchheim, Henke, and Hommelsheim 2021).
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200 robustified knapsack interdiction instances with up to 55 items, which are based
on the nominal instances described in Caprara et al. (2016).

3.3. Lower-Level Near-Optimality. In the classic setting of bilevel optimization,
it is assumed that the leader anticipates an optimal reaction of the follower. In many
practical applications, however, exact solutions of the lower-level problem cannot be
expected. Possible reasons might be that an exact solution cannot be obtained in
a reasonable amount of time or that there is simply no exact solution method to
solve the problem at hand. Hence, the follower will take any “satisfactory” decision
instead of an optimal one, i.e., one considers the set of ε-optimal follower’s decisions

S(x, ε) = {y ∈ Y : g(x, y) ≥ 0, f(x, y) ≤ ϕ(x) + ε} , ε > 0,

for a feasible decision x of the leader. Here, the parameter ε specifies the follower’s
willingness to deviate from his optimal objective function value. Since the leader faces
response uncertainty due to the follower’s near-optimality, this modeling approach
accounts for decision uncertainty w.r.t. the lower-level player. This is in contrast to
the concepts presented in the previous sections that cover data uncertainty.

Different approaches to deal with an ε-optimal follower have been studied in the
literature. Maybe the first appearance of an ε-optimal follower can be found in
Loridan and Morgan (1989), where the ε is used as a regularization parameter in
order to prove existence results for the bilevel problem at hand.

Besançon et al. (2019) consider the effect of near-optimality on the upper-level
constraints by exploiting a robust approach to hedge against deviations from the
optimal reaction of the follower. In this setting, an optimal solution of the overall
bilevel problem is required to remain feasible for all ε-optimal follower’s decisions.
To this end, the leader hedges against the worst-possible reaction of the follower by
considering the problem

min
x,z

F (x, z)

s.t. f(x, z) ≤ ϕ(x), g(x, z) ≥ 0, x ∈ X, z ∈ Y,
min
y
{G(x, y) : y ∈ S(x, ε)} ≥ 0.

Here, the leader controls the variables z that model the follower’s optimal response,
i.e., z ∈ S(x, 0) ⊆ S(x, ε), and the upper-level constraints are protected against
ε-optimal follower’s decisions in a robust way. Based on the Karush–Kuhn–Tucker
(KKT) conditions of the lower-level problem, a single-level reformulation of the
bilevel problem with an ε-optimal follower is provided if the lower level is a convex
problem. Finally, the authors propose a solution method for purely linear near-
optimal robust bilevel problems. The applicability of the proposed method is
assessed in a computational study on 1200 randomly generated linear near-optimal
robust bilevel instances with up to 20 variables and 20 constraints each on the upper
and the lower level.

The complexity of near-optimal robustness concepts is analyzed in Besançon et al.
(2021). The authors not only consider near-optimal robust bilevel problems but
also investigate general multilevel optimization problems with an ε-optimal decision
maker at an arbitrary lower level of the problem. Under suitable assumptions, they
show that the robust modeling of near-optimality at a lower level remains in the
same complexity class as the problem without uncertainty.

Motivated by military and law-enforcement applications, Zare, Özaltın, et al.
(2018) consider bilevel problems with a follower that willingly deviates from his
optimal objective function value to adversely affect the leader. For a feasible
decision x of the leader, the authors define the set of near-optimal follower’s decisions
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as
Sα(x) = {y ∈ Y : f(x, y) ≤ αϕ(x) + (1− α)U, g(x, y) ≥ 0} .

Here, U is an upper bound for the lower-level objective function value and α ∈ [0, 1]
denotes the follower’s willingness to deviate from his optimal objective function
value. Note that for α = 1, the set of (exact) optimal decisions of the follower is
considered, whereas any feasible follower’s decision can be chosen by the follower
for α = 0. This notion of near-optimality is considered in the context of pessimistic
bilevel optimization (see, e.g., Liu, Fan, et al. (2020), Tsoukalas et al. (2009), and
Wiesemann et al. (2013)) by introducing the so-called α-pessimistic bilevel problem

min
x∈X

max
y∈Sα(x)

F (x, y).

The authors focus on the case in which (i) there are no coupling constraints and
(ii) the functions F , f , and g are affine. Furthermore, they allow for integer
variables on the upper level. The proposed model accounts for different levels of
conservatism regarding the uncertainty of the follower’s commitment. In particular,
the α-pessimistic bilevel problem includes the standard pessimistic bilevel problem
as well as the min-max problem by either setting α = 1 or α = 0, respectively. As
an extension of the proposed model, the authors further embed an α-pessimistic
follower into the context of strong-weak bilevel problems; see Section 3.5.

Pita, Jain, Ordóñez, et al. (2009), Pita, Jain, Tambe, et al. (2010), and Pita,
Portway, et al. (2008) address ε-optimal follower’s decisions in the context of Bayesian
Stackelberg games (Conitzer and Sandholm 2006). They consider the setting in
which there is only one leader type, e.g., a security entity, and multiple follower types,
e.g., multiple attacker types. Each follower type may select an ε-optimal strategy and
the actual follower type is unknown to the leader. To hedge against near-optimality
of each follower type, the leader pursues a worst-case oriented approach. Given an a
priori probability distribution over the follower types, the leader then optimizes over
expected values under the worst-case assumption. The authors further combine the
modeling of near-optimal follower types with the concept of limited observability
regarding the leader’s strategy, which is discussed in more detail in the following
section.

In many practical applications, the lower-level problem cannot be solved to global
optimality either because there is no exact solution method available or due to
tractability reasons. Beck, Schmidt, et al. (2022) consider an illustrative example of
a bilevel problem with a continuous but nonconvex lower-level problem for which
only ε-feasible solutions—at least for the nonlinear constraints of the lower-level
problem—can be anticipated. The authors show that such ε-feasible bilevel solutions
can be arbitrarily far away from the overall exact optimal solution of the bilevel
problem.

Zare, Prokopyev, et al. (2020) study the setting in which the follower can choose
any solution method out of a discrete set H of possible options that may include
exact methods, heuristics, or approximation algorithms. The leader knows this
set of potential solution methods but she is uncertain regarding the actual choice
of the follower. To hedge against sub-optimal follower’s decisions that may stem
from the follower’s use of an inexact solution method, the authors propose three
modeling approaches. First, they follow a robust approach by hedging against the
worst-possible choice of the follower’s solution algorithm. The leader then solves
the problem

min
x∈X

max
h∈H

F (x, yh),

where yh denotes the “solution” of the lower-level problem using method h ∈ H. Let
us point out that the proposed model does not contain coupling constraints but
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allows for integer upper- and lower-level variables. The second approach follows
to some extent the notion of Γ-robustness, which has been proposed in Bertsimas
and Sim (2003) for single-level optimization. Here, the previous model is adapted
such that the leader only hedges against the Γth least damaging choices of the
solution algorithm for the lower-level problem. The parameter Γ ∈ {1, . . . , |H|} is
used to control the leader’s level of conservatism. In contrast to the aforementioned
modeling approaches, the third model relies on the leader’s prior knowledge about
the probability ph that the follower will use method h ∈ H. Hence, the leader hedges
against lower-level algorithmic uncertainty in a probabilistic sense by optimizing
over the expected value, i.e.,

min
x∈X

Eh
[
F (x, yh)

]
:=
∑

h∈H
phF (x, yh).

The authors provide a detailed discussion of the proposed models for bilevel knapsack
problems with a follower that may choose from an exact cutting plane method
or several greedy approaches. In their computational study, the authors focus
on defender-attacker problems that can be formulated as bilevel knapsack models.
Numerical results are presented for 32 randomly generated instances with 15 items
in which the follower can choose from an exact method and two greedy heuristics.

Shi et al. (2020) pursue the same idea as Zare, Prokopyev, et al. (2020) and
study bilevel problems with an inexact follower. However, instead of specifying the
available solution methods, the authors exploit the notion of k-optimality to capture
local optimal solutions of the follower. The modeling of a k-optimal follower is then
used to derive valid lower and upper bounds for the original mixed-integer linear
bilevel problem in which the lower level is solved to global optimality. An extensive
computational study on randomly generated instances of the knapsack interdiction
problem, the bilevel vertex cover problem, and the bilevel minimum spanning tree
problem affirms the quality of the proposed bounds.

3.4. Limited Observability. Another approach to account for decision uncertainty
in bilevel optimization considered in the literature is known under the notion of
limited observability. In this setting, the follower may, e.g., not be able to perfectly
observe the leader’s decision due to cognitive limitations and the leader thus faces
follower’s response uncertainty. This aspect plays a significant role for many practical
applications—especially in defender-attacker scenarios; see Section 4.

To the best of our knowledge, uncertainties regarding the observability of the
upper-level decision are first addressed in Bagwell (1995) and van Damme and
Hurkens (1997). The authors consider Stackelberg games involving noise in the
follower’s observation of the leader’s strategy. It is shown that the leader’s first-mover
advantage is completely lost for pure-strategy equilibria of the “noisy Stackelberg
game”. Nevertheless, a mixed-strategy equilibrium may exist for which the outcome
converges to the outcome of the Stackelberg game under perfect observability.

Following a different approach to account for limited observability of the leader’s
decision, Pita, Portway, et al. (2008) are concerned with Bayesian Stackelberg games
in which the leader’s decision x̄ that is perceived by the follower may deviate from
the actual leader’s strategy x by a bounded observation error δ. A discrete set of
observation errors—which is known in advance—specifies the strategies of the leader
the follower might observe. As the follower assumes that x̄ is the strategy the leader
actually plays, the follower’s response is thus based on x̄ instead of x. The leader
then hedges against the worst-possible reaction of the follower due to his erroneous
observation. In particular, the authors model limited observability for the setting
in which there is only one leader type, e.g., a security entity, and multiple follower
types, e.g., multiple types of attackers. The leader does not know the actual follower
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type but has prior knowledge on the probability distribution over the follower types
and thus optimizes over expected values. Pita, Jain, Ordóñez, et al. (2009) and
Pita, Jain, Tambe, et al. (2010) provide an extension of the previous approach by
using anchoring theory (Kelly et al. 2006; Tversky and Koehler 1994) to model the
follower’s limited capability of observing the actual decision of the leader. Given
that—due to limited observability—the follower does not have any information on
the actual decision of the leader, the follower tends to assign an equal probability,
i.e., a uniform distribution, to each feasible leader’s strategy. The more information
is revealed to the follower, e.g., via further observations, the more the follower relies
on his perception of the leader’s strategy. Hence, the perceived decision of the
leader x̄ is represented as

x̄i = α
1

N
+ (1− α)xi, i ∈ [nx], (19)

where N denotes the number of pure strategies available to the leader and α ∈ [0, 1]
indicates how much weight the follower leaves on the uniform distribution. To
be comprehensive, let us further mention that the discussed articles provide an
additional extension by combining the concept of limited observability of the leader’s
decision with near-optimal decisions of the follower.

A similar setting as in Pita, Jain, Ordóñez, et al. (2009), Pita, Jain, Tambe, et al.
(2010), and Pita, Portway, et al. (2008) is considered in Yin and Tambe (2012). In
contrast to the literature discussed so far, however, they model the perceived leader’s
decision x̄ as a linear perturbation of the actual leader’s decision x, i.e., x̄ = F>x+f ,
where F and f have appropriate dimensions and are assumed to follow some known
continuous distribution. Moreover, the authors allow for data uncertainty and a
noisy execution of the leader’s strategy. A branch-and-cut method to solve this type
of Bayesian Stackelberg game is proposed that incorporates Benders decomposition
and heuristic branching rules. The method is assessed using 30 Stackelberg games
with randomly generated utility matrices, 5 pure strategies per player, and up to
200 follower types.

Due to the vast amount of publications on limited observability in the context
of Bayesian Stackelberg games or, more generally, Stackelberg security games, the
literature discussed so far is far from being comprehensive. Hence, we refer the
interested reader to Jain et al. (2010), Kar et al. (2018), Kiekintveld et al. (2011),
Paruchuri, Pearce, Marecki, et al. (2008), Paruchuri, Pearce, Tambe, et al. (2007),
Pita, Jain, Ordóñez, et al. (2009), Pita, Jain, Tambe, et al. (2010), Pita, Portway,
et al. (2008), Sinha et al. (2018), Yin, Jain, et al. (2011), and Yin and Tambe (2012),
as well as to the references therein.

Beck and Schmidt (2021) consider limited observability regarding the upper-level
decision for bilinear bilevel problems. The authors assume that the perceived leader’s
decision x̄ only takes values in a given polyhedral uncertainty set

X (x) = {x+ Pζ : Hζ ≥ h},
where x denotes the actual decision of the leader and P , H, h as well as the
perturbation vector ζ have appropriate dimensions. The leader hedges against
follower’s response uncertainty due to limited observability by pursuing a worst-case
oriented approach. A single-level reformulation of the robustified bilevel problem is
obtained by exploiting the KKT conditions of the lower-level problem. In particular,
it is shown that the robustified bilevel problem remains in the same problem class
as the problem without taking limited observability into account. Moreover, an
ex-post relation between the modeling of limited observability and robust bilevel
problems with an uncertain right-hand side of the lower level is established.
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Korzhyk et al. (2011) consider a game in extensive form to model limited observ-
ability. To this end, nature is introduced as an additional player in the game. The
game then proceeds as follows. Based on a given probability distribution, nature
first determines whether the follower can perfectly observe the leader’s decision or
not. Second, the leader selects a probability distribution over her set of pure strate-
gies without knowing the decision made by nature. Finally, the follower responds
optimally after possibly observing the leader’s decision depending on nature’s choice.
The authors propose a method that alternates between solving Nash and Stackelberg
games in each iteration. Upper bounds on the number of iterations to obtain an
equilibrium are provided.

In Karwowski et al. (2020), limited observability of the leader’s strategy is again
modeled using anchoring theory. The authors extend the approach proposed in
Pita, Jain, Ordóñez, et al. (2009) and Pita, Jain, Tambe, et al. (2010) to account
for multiple time steps by considering multi-step extensive-form games. In this
setting, a fixed number of leader-follower games is played successively and, in each
round of the game, the perceived leader’s strategy takes the form in (19). This leads
to nonlinearities which cannot be tackled by classic solution methods. Hence, the
authors propose to simplify this modeling of limited observability by assuming that
only the leader’s decision in the last round of the game cannot be perfectly observed
such as to avoid nonlinear terms. This modeling of limited observability is embedded
in three state-of-the-art MILP methods as well as two other methods (Monte-Carlo
sampling and an evolutionary algorithm) for solving sequential Stackelberg games,
whose performance is assessed in a computational study on 25 warehouse games
with up to 7 time steps.

Lu et al. (2015) introduce a novel notion of robustness for bilevel problems with
upper- and lower-level decision uncertainty. In their modeling, the perceived leader’s
and follower’s decisions are assumed to take values in a small neighborhood around
the actual strategies. They pursue a robust approach in the sense that an optimal
solution of the bilevel problem must be feasible for all possible realizations of the
uncertainty. In contrast to traditional robustness concepts (Ben-Tal, El Ghaoui,
et al. 2009; Bertsimas and Sim 2003), however, they do not follow a worst-case
oriented philosophy. Instead, they hedge against uncertainties by either optimizing
mean objective function values or by optimizing the relative deviations from the
(exact) optimal objective function values w.r.t. a predefined tolerance.

Finally, Molan and Schmidt (2022) consider one of the extreme cases of limited
observability and assume that the leader does not know the optimization problem of
the follower at all but tries to learn the best-response function based on past data
regarding the outcomes of the same bilevel game. The authors use a neural network
to learn the best-response function and apply a tailored Lipschitz optimization
approach to solve the resulting optimization problem that contains the input-output
mapping of the trained neural network as a constraint.

3.5. Intermediate Solution Concepts in Between the Optimistic and the
Pessimistic Case. In general, the bilevel problem as defined in (1) and (2) is
ill-posed if the lower-level problem does not have a unique solution. To overcome
this issue, it is common to pursue either the optimistic or the pessimistic approach
to bilevel optimization; see, e.g., Dempe (2002). The optimistic (or strong) approach
corresponds to the setting in which the leader and the follower fully cooperate.
Thus, the follower chooses his solution such as to favor the leader w.r.t. the leader’s
objective function value, i.e., the leader considers the problem

min
x∈X̄

min
y∈S(x)

F (x, y)
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with X̄ := {x ∈ X : G(x) ≥ 0} and G : Rnx → Rm. Here, and in the remainder of
this section, we focus on the setting without coupling constraints. In the pessimistic
(or weak) setting, the follower aims to harm the leader by selecting the worst-possible
reaction in terms of the leader’s objective function value. The leader thus considers
the problem

min
x∈X̄

max
y∈S(x)

F (x, y).

In particular, the pessimistic bilevel problem is a special case of a robust problem
in which the set S(x) is interpreted as the uncertainty set. In the literature, the
optimistic approach is predominantly used. However, the general pessimistic setting
has gained increasing attention recently; see, e.g., Aboussoror and Mansouri (2005),
Aussel and Svensson (2019), Tsoukalas et al. (2009), Wiesemann et al. (2013), and
Zheng, Wan, Sun, et al. (2013) or the recent surveys in Liu, Fan, et al. (2020, 2018)
and the references therein. Nevertheless, the optimistic and the pessimistic approach
represent two extreme situations regarding the follower’s level of cooperation, which
may be inappropriate for certain applications, e.g., if the leader is uncertain regarding
the level of cooperation of the follower. The resulting necessity for intermediate
solution concepts is, e.g., tackled by so-called strong-weak bilevel problems. This
modeling approach allows for a partial cooperation of the follower by considering
a convex combination of the leader’s objective functions in the optimistic and the
pessimistic setting. So far and to the best of our knowledge, intermediate solution
concepts have only been considered in the literature for bilevel problems without
coupling constraints, i.e., one considers the problem

min
x∈X̄

{
β min
y∈S(x)

F (x, y) + (1− β) max
y∈S(x)

F (x, y)

}
.

Here, the parameter β ∈ [0, 1] can be interpreted as the follower’s probability of
cooperation and is used to adjust the leader’s level of conservatism. Note that
for β = 1, the optimistic setting is considered, whereas for β = 0, this modeling
corresponds to the standard pessimistic bilevel problem.

Among the first works that address intermediate solution concepts in between
the optimistic and the pessimistic case are Aboussoror and Loridan (1995) and
Mallozzi and Morgan (1996). In Mallozzi and Morgan (1996) the following two
cases are distinguished. First, the authors consider the case in which the set of
optimal follower’s decisions is discrete, i.e., S(x) = {y1(x), . . . , yk(x)}. It is assumed
that the leader has prior knowledge on the likelihood that the follower will choose
a certain solution and model this setting in a stochastic sense by optimizing over
expected values. Hence, the authors consider the problem

min
x∈X

k∑

j=1

pj(x)F (x, yj(x)),

where pj(x) denotes the probability that the follower chooses yj(x). Second, more
general reaction sets S(x) of the follower are considered which are assumed to be
Lebesgue measurable with non-zero measure. In this case, the leader assigns a
probability measure µx(y) on S(x) for every feasible upper-level decision x ∈ X.
The authors then consider the problem

min
x∈X

∫

S(x)

F (x, y) dµx(y).

For both cases, illustrative examples and comparisons of the obtained results with
the pessimistic formulation are provided.

Sufficient conditions for the existence of solutions of strong-weak bilevel problems
in finite-dimensional spaces are established in Aboussoror and Loridan (1995).
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The authors show that a sequence of ε-optimal solutions converges to an optimal
solution of the original problem under sufficient conditions. Similarly, existence
results for the variant of the problem in infinite-dimensional spaces are provided
in Aboussoror, Adly, et al. (2017). In particular, and in contrast to the techniques
used in Aboussoror and Loridan (1995), no convexity assumptions are required to
establish these existence results.

It is well known that bilevel problems are intrinsically hard to solve. Even
linear (optimistic) bilevel problems are strongly NP-hard; see, e.g., Hansen et al.
(1992). Since the consideration of a pessimistic follower adds another level to
the problem formulation, pessimistic bilevel optimization—and thus strong-weak
bilevel optimization—is expected to be even more challenging. When it comes to
developing solution methods, the literature so far focuses on the easiest instantiations
of intermediate bilevel formulations, namely linear strong-weak bilevel problems. Cao
and Leung (2002) propose a penalty-based approach for this type of problem. They
reformulate the strong-weak problem as a classic linear bilevel problem which can be
tackled using standard solution approaches, e.g., by solving the KKT reformulation.
To obtain an optimal intermediate solution, however, the resulting problem needs
to be solved for all possible values of the exogenous parameter β, which models
the follower’s level of cooperation. This issue is addressed in Zheng, Wan, Jia,
et al. (2015). The authors provide a method that avoids the “enumeration” over
all β ∈ [0, 1] to determine the critical points of the optimal-value function of
the leader.

A relaxation-and-correction scheme to solve the linear strong-weak bilevel problem
is presented in Zeng (2020). The author proposes a relaxation of the original
problem by including two sets of variables and constraints of the follower—one for
the optimistic and one for the pessimistic case—and relaxing the optimality of the
pessimistic follower. The original problem is thus reduced to a single-leader-multi-
follower problem with two independent followers. Using the KKT conditions of
each of the lower-level problems, a single-level reformulation is obtained, which can
be solved by state-of-the-art solvers. Afterward, the optimality of the pessimistic
follower’s solution is ensured via a correction step.

All the mentioned approaches so far take the follower’s level of cooperation β as a
parameter that is specified by the leader in advance. Jia, Wan, et al. (2011) introduce
the concept of considering the follower’s level of cooperation as a decision-dependent
random function β(x) of the leader’s variables x. Salas and Svensson (2020) follow
this approach in the context of multi-leader-multi-follower problems. In this setting,
the classic optimistic and pessimistic approaches are ill-defined since the cooperation
of the followers with one of the leaders may result in non-cooperation or partial
cooperation with another leader. To overcome this issue, the authors assume that
each leader i has a “belief” βi regarding the followers’ choice. The belief assigns a
probability measure to an optimal solution of the followers for each feasible leaders’
decision x ∈ X. Hence, the followers’ response is a random variable that follows the
decision-dependent probability distribution βi(x). Each leader then hedges against
uncertainties regarding the followers’ response by optimizing over expected values.
The authors provide results on the existence of optimal solutions for this setting.

Jia and Zheng (2013) consider another intermediate solution concept that allows
the leader to make side-payments to the follower. In this setting, the leader willingly
gives up a portion of her optimal objective function value to offer an incentive for
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the follower to cooperate, i.e., one considers the problem

max
x,y,β

βF (x, y)

s.t. f(x, y) + (1− β)F (x, y) ≥ ϕ̄(x),

x ∈ X̄, y ∈ S(x), β ∈ [α, 1]

with the lower-level optimal-value function

ϕ̄(x) := max
y∈Y
{f(x, y) : g(x, y) ≥ 0} .

Here, β ∈ [α, 1] determines how much of the leader’s optimal objective function
value is given to the follower as a side-payment. The parameter α ∈ [0, 1] can be
interpreted as a minimum allocation proportion. In particular, β is understood as
a variable of the problem, which is optimized in the proposed procedure. For the
linear formulation of the problem, the authors present a solution method that relies
on a penalty-based reformulation and that exploits strong duality.

4. Applications

In this section, we review different areas of application in which bilevel optimiza-
tion under uncertainty is used. We start with energy applications in Section 4.1,
discuss the large field of interdiction problems in Section 4.2, and end in Section 4.3
with a discussion of applications from management science.

4.1. Energy. There is a rather large amount of research papers in which uncertain
bilevel optimization is applied to the field of energy research. Before we review the
separate contributions in detail, let us first briefly summarize the main commonalities
of the research in this area.

(i) In the majority of papers, a linear or bilinear setting is considered. If a
bilinearity is present, it usually consists of the mix of an upper- and a
lower-level variable so that the lower-level problem stays a parameterized
linear problem for which compact optimality certificates such as the strong
duality or the KKT theorem are available.

(ii) Except for Heitsch et al. (2022), see also Section 3.1.4, all papers consider
the timing in (16), i.e., the leader takes her decision here-and-now, then
the uncertainty realizes, and the follower afterward takes a wait-and-see
decision.

(iii) The vast majority of papers considers a stochastic setup and only a few
papers also include robustness aspects. The considered stochastic setting
is usually given by a discrete and finite probability distribution that allows
for stating the deterministic equivalent.

4.1.1. Power Markets, Contracting, and Networks. An important application of
bilevel optimization in the field of electricity is the optimization of retailer problems.
Maybe the earliest application of uncertain bilevel optimization in this area is
Carrión et al. (2009), where the authors consider stochastic bilevel optimization for
determining optimal retailer trading strategies in future markets. Here, the retailer
acts as the leader and takes her here-and-now decisions under uncertainty regarding
future pool prices, the clients’ demands, and the prices of the rivaling retailers. The
clients act as the follower in a wait-and-see manner. Risk aversion in the upper-level
is modeled using a weighted sum of the expected value and the CVaR. Moreover,
stochasticity is covered by using a finite set of scenarios, which can additionally be
reduced in size by exploiting further scenario reduction techniques as, e.g., discussed
in Growe-Kuska et al. (2003). This allows to consider the deterministic equivalent,
which has a linear lower-level problem (in the follower’s variables) so that the classic
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KKT approach with big-M reformulations à la Fortuny-Amat and McCarl (1981)
can be applied. The remaining bilinearities that are all products of prices and
quantities are then linearized using duality theory.

In Askeland et al. (2020), the authors also consider a retailer’s problem but
try to figure out how to use stochastic bilevel optimization to design electricity
network tariffs to incentivize flexible end-users (so-called prosumers) to adapt their
consumption patterns. To this end, the upper level determines the tariff at the
planning stage and the curtailment of load at the operational stage while the lower
level models end-users of electricity, which can either be consumers or prosumers.
Thus, the lower-level problem models the operational decisions. Uncertainty is again
modeled via a finite scenario set and the classic KKT reformulation is used to obtain
a single-level optimization problem in which the nonlinear KKT complementarity
constraints are tackled via SOS-1 techniques.

A related setting is considered in Fanzeres, Street, et al. (2015), where the authors
study a hybrid approach by mixing stochastic and robust optimization to determine
optimal energy supply contracting strategies. A single-level reformulation is obtained
via strong duality and, as before, stochasticity is modeled using a finite number of
scenarios.

Another important application of bilevel optimization in the field of power markets
is to determine the optimal bidding strategy of a strategic generator in wholesale
electricity markets; see, e.g., Fampa et al. (2008). There, the authors consider
the classic setup in the sense that the strategic generator is the upper-level player.
However, the lower-level problem does not cover a Nash equilibrium problem to
model the rival’s behavior at the market but models the (unknown) actions of the
competitors using a finite set of scenarios with exogenous probabilities. In this setup,
the upper level maximizes the expected profit of the strategic generator while in
the lower-level problem, a market clearing is determined that minimizes the overall
system costs. After some reformulations, the model at hand has a large similarity
to bilevel models considered for optimal taxation of goods and services such as
discussed in, e.g., Brotcorne et al. (2000) and Labbé, Marcotte, et al. (1998). A
tailored heuristic is proposed that is motivated by the latter papers and to solve
the problem to global optimality, the KKT reformulation is used including binary
decompositions of integer variables to linearize the occurring nonlinearities.

In Haghighat (2014), the same overall question is tackled but with a transmission-
constrained economic dispatch model in the lower level. Again, uncertainty enters
the model in order to capture the unknown offers of the rivals and the market
demand. In contrast to Fampa et al. (2008), however, uncertainty is handled
using the Γ-robust approach (Bertsimas and Sim 2004). After deriving the robust
counterpart using duality-based techniques of continuous robust optimization, a
single-level reformulation is obtained by using the classic KKT approach and
further nonlinearities are handled via big-M constraints and relaxation-linearization
techniques (Sherali and Adams 1990). Finally, a hybrid model is presented that also
takes stochasticity into account by a finite number of scenarios in order to model
uncertain quantity offers of rival generators.

Ambrosius, Egerer, Grimm, and Weijde (2020) and Ambrosius, Egerer, Grimm,
and van der Weijde (2022) consider multilevel optimization models for electricity
markets that tackle the situation in which investment decisions have to be taken
subject to uncertainty w.r.t. the future network congestion management regime such
as nodal or zonal pricing.

All papers discussed so far in this section model stochasticity by considering
finite scenario sets and by writing down the deterministic equivalent. For large
scenario sets, this leads to large-scale single-level reformulations that might be
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hard to solve even for state-of-the-art commercial solvers. This is especially the
case for modeling strategic investment decisions that need to incorporate a large
planning horizon and, thus, very large scenario sets. This issue is considered in
Kallabis et al. (2020), where the authors tackle this situation using a rolling-horizon
approach. Here, the strategic investment by the generator is part of the upper level,
whereas the lower level includes the decisions of the market operator that clears the
market in order to maximize welfare for given consumer demands, given installed
generation capacities, and given price bids of the producers. The investment process
is split into multiple stages so that wait-and-see decisions can be modified over
time. The rolling-horizon approach is then applied to an MPEC that is obtained
by the deterministic equivalent for given scenario trees of electricity demand and
by using KKT conditions for the lower level as well as SOS-1 techniques to tackle
KKT complementarity conditions.

In another very recent contribution (Zeng, Dong, et al. 2020), the optimal
configuration of electricity vehicle charging stations and the corresponding pricing
schemes are studied. These two decisions are modeled in the upper level and the
lower-level problem comprises the actual charging decisions of plug-in electric vehicle
owners. The lower-level objective function is of min-max type and, thus, models
a robust setup. The classic KKT reformulation leads to a single-level problem
with a max-min-max structure in the objective, which is then solved using the
column-and-constraint generation method developed by Zeng and Zhao (2013).

Furthermore, Kovacevic and Pflug (2014) survey bilevel modeling of electricity
swing option pricing. The authors carefully develop their model, which leads to
a stochastic and dynamic multistage bilevel problem. The survey also discusses
solution techniques—in particular for bilinear swing option problems.

4.1.2. Gas Market and Further Energy Applications. Besides applications in the
power sector, there are also other energy sectors that have been modeled using
uncertain bilevel optimization problems. For instance, in U-tapao et al. (2016),
the authors set up a bilevel model for optimizing wastewater treatment plans by
deciding on the size of compressed natural gas (CNG) filling stations and their
locations. The lower-level problem consists of many downstream markets including
agriculture, CNG transportation, residential natural gas, and electricity markets.
Each downstream market is modeled by its own KKT conditions plus suitably
chosen market clearing conditions. Uncertainties stem from, e.g., fuel or electricity
prices and are modeled using a finite set of scenarios. It is assumed that there is no
correlation between these uncertain aspects—which is, what the authors admit, a
simplification. The overall setting leads to an SMPEC, which is reformulated as a
mixed-integer linear problem via SOS-1 techniques.

Another branch of research on the European natural gas market started rather
recently with the modeling paper by Grimm et al. (2019). There, a four-level
model of the so-called European entry-exit gas market system is developed and
it is shown that this system can be reduced to a bilevel problem under suitable
economic assumptions such as perfect competition. The upper level then consists of
the decisions of the transmission system operator (TSO) whereas the lower-level
problem models the long- to short-term market behavior of gas buyers and sellers.
Due to the EU regulation, the upper-level problem contains a robust constraint so
that the overall problem of the TSO can be seen as a special case of an adjustable
robust problem (Ben-Tal, El Ghaoui, et al. 2009; Ben-Tal, Goryashko, et al. 2004);
see, e.g., Labbé, Plein, Schmidt, and Thürauf (2021) for an in-depth discussion of
this relationship. The overall model is rather challenging; see Labbé, Plein, and
Schmidt (2020), Labbé, Plein, Schmidt, and Thürauf (2021), Schewe et al. (2020),
and Thürauf (2022) for complexity studies and Böttger et al. (2021), Plein et al.
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(2021), and Schewe et al. (2022) for solution techniques and numerical results. Let
us finally remark that the paper by Heitsch et al. (2022), which we already discussed
in Section 3.1.4, also considers this bilevel problem with additional uncertainties in
the lower-level problem that are modeled using a chance constraint.

4.2. Interdiction, Defender-Attacker, and Security Applications. Interdic-
tion problems are a special class of bilevel optimization problems in which the leader
(who acts as a defender) aims at preventing adversary activities of the follower (who
acts as an attacker). They are typically used for identifying vulnerabilities of a
system when it comes to potential disruptions (being accidental or intentional) to
its infrastructure. Interdiction problems follow the common structure of bilevel
problems without coupling constraints, namely

max
x∈X̄

{
min
y∈Y

f(x, y) : g(x, y) ≥ 0

}
,

where the set X̄ = {x ∈ X : G(x) ≥ 0} describes feasible interdiction policies.
Let Ny denote the assets that can be interdicted by the leader. Decisions of
the leader and the follower are linked through constraints g(x, y) ≥ 0, which are
typically given as yi ≤ Ui(1 − xi) for all i ∈ Ny. Here, Ui is the default available
capacity of asset i (if not interdicted). Interdiction actions (modeled by variables
xi) can be discrete (in which case the assets are made unavailable for the follower)
or continuous (if the capacity of the asset is modified, based on the intensity of
interdiction). If the interdiction affects only the objective function of the follower,
then their nominal objective function value determined as

∑
i∈Ny diyi is modified

by adding a bilinear term
∑
i∈Ny δiyixi to it, where δi represents the cost increase

for each asset interdicted by the leader. For a comprehensive survey on interdiction
problems, we refer to Smith and Song (2020) and Section 6 in Kleinert et al. (2021).
Interdiction problems on networks are the most frequently studied problem variants
in which the leader controls the network resources (nodes, edges) by eliminating
them, reducing their capacities, or increasing the costs of their usage.

In more realistic settings of defender-attacker games, either party may not have
complete information about their opponent’s strategy or about the underlying
conditions such as the network topology, arc or node costs, or their capacities.
Hence, interdiction problems under uncertainty are gaining increasing attention of
the bilevel optimization community. Also, for these problems, we can distinguish
between wait-and-see followers (who observe the leader’s decision and the realization
of random variables), which is determined by the timing as in (16), and here-and-now
followers (who—as customary—observe the leader’s decision but need to deal with
parameter uncertainty in the second stage of the lower-level problem), which is the
timing given in (17).

Early examples of interdiction problems under uncertainty include the stochastic
shortest path interdiction introduced by Israeli (1999) or the stochastic maximum-
flow interdiction studied by Cormican et al. (1998).

4.2.1. Stochastic Interdiction Problems (SIPs). In SIPs, the uncertainty can be
in costs or capacities as well as in the effect of interdiction, i.e., an interdicted
resource can be partially or completely destroyed only with a certain probability. It
is commonly assumed that the underlying probability distribution of the random
variables is known to the leader, who is a risk-neutral decision maker and is thus
optimizing the expected value of the opposite of the follower’s objective function.
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For the example given above, the SIP variant is given by

max
x∈X̄

Eω


min
y∈Y

∑

i∈Ny
(di + δi(ω)xi)yi


 , (20)

where the actual value of δi(ω) is revealed to the follower before he makes his
decision. If the uncertainty is in the asset cost after the interdiction, then δi(ω)
typically represents the increase of cost in scenario ω. On the other hand, if the
uncertainty is in the effect of interdiction, a binary random vector s̃i is associated
to each asset i ∈ Ny. The value of s̃i is equal to one with probability pi (indicating
that the interdiction attempt of this asset is successful) or zero with probability
1− pi (otherwise). It is typically assumed that separate interdiction attempts are
independent and that each asset can be interdicted at most once. In this case, for
a given δi representing the increase of the asset cost after interdiction, we have
δi(ω) = δis̃i(ω), where ω represents a possible scenario realization.

Two main approaches to model the uncertainty are adopted in the literature: (i)
sample average approximation (SAA) or (ii) sequential approximation (SA). SAA
allows to transform the original two-stage (or multi-stage) stochastic problem into
its deterministic equivalent while guaranteeing a certain quality of the obtained
solution for a sufficiently large number of scenarios; see Kleywegt et al. (2002) for
further details. On the other hand, SA starts with a small set of discrete scenarios
for which valid lower and upper bounds for the original problem are derived. These
scenarios are then iteratively refined by partitioning the uncertainty space until a
sufficiently small gap between lower and upper bounds is obtained.

Both SAA and SA allow to transform the original problem into its deterministic
interdiction counterpart with a potentially large number of discrete scenarios ω ∈ Ω.
For problem (20), its deterministic equivalent is given as

max
x∈X̄

∑

ω∈Ω

pω



min
yω∈Y

∑

i∈Ny
(di + δi(ω)xi)y

ω
i



 , (21)

where yω refers to lower-level variables representing the optimal response of the
follower in scenario ω. The latter bilevel problem can then be reformulated as a
single-level MI(N)LP using common techniques for interdiction problems such as
dualization or a strong-duality-based reformulation (if the lower level problem is
convex for a given choice of x and ω) as well as penalization (otherwise). More
details on these reformulation techniques can be found in recent surveys by Kleinert
et al. (2021) and Smith and Song (2020). Due to the large number of scenarios
involved, the employment of sophisticated decomposition techniques is indispensable
in order to develop computationally effective methods. Bailey et al. (2006) consider
a generalization of SIPs in which the leader acts as an interdictor, and the follower’s
decision making process is modeled using a Markov decision process (MDP). As
in SIPs, we are given a finite set of discrete scenarios, however, for each (discrete)
choice of the leader and for each scenario realization, the follower is solving an MDP.
The authors propose a Benders decomposition approach under the assumption that
transition probabilities in the MDP are not affected by the decisions of the leader.

In the following, we review some of the most studied applications of stochastic
interdiction problems in networks.

Stochastic Shortest Path Interdiction: In this setting, the leader wishes to interdict
arcs of a given network by increasing their cost within a limited interdiction budget
so that the shortest path between two distinct nodes s and t in the resulting network
is maximized. In his PhD thesis, Israeli (1999) assumes that the success of an
interdiction attempt is uncertain and, hence, the original deterministic max-min
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objective function is replaced by maximizing the expected length of the shortest
path over all possible interdiction decisions. This corresponds to Model (21) in
which binary interdiction variables are associated to arcs of the network, the set X̄
models all feasible interdictions under a given knapsack-like budget constraint, and
the set Y models all s-t paths in the given network. The author points out that
single-level reformulations can be derived following reformulation methods proposed
by Israeli and Wood (2002) for the deterministic shortest path interdiction. However,
the major difficulty arises from the exponential number of possible scenarios and
the author proposes several SA-based methods to deal with them.

Nguyen and Smith (2022) study a variant of this problem in which the base arc
cost di ≥ 0 introduced above is not known to the leader, whereas the cost increase
δi ≥ 0 caused by interdiction is certain. The leader assumes that the base cost values
are uniformly distributed within given (arc-specific) intervals, whereas the follower
acts in a wait-and-see manner. As customary, the leader maximizes the expected
shortest path cost attainable by the follower. Nguyen and Smith (2022) develop an
SA approach inspired by the work of Cormican et al. (1998) with bounds derived
using Jensen’s inequality. The authors also provide several algorithmic strategies
for accelerating the convergence of their exact approach. Computational results are
provided for randomly generated networks with up to 20 nodes.

Held et al. (2005) consider a class of network interdiction problems introduced by
Hemmecke et al. (2003) in which the network topology is uncertain and probabilities
of each possible network configuration scenario ω ∈ Ω are provided as data: If an arc
is not available in a given scenario, its cost is given by di(ω) =∞ and, as customary,
δi(ω) ≥ 0 denotes the cost increase in case of arc interdiction in scenario ω. In this
setting, the leader wishes to maximize the probability of sufficient disruption, e.g.,
to maximize the probability that the shortest path length in the interdicted network
is above a given threshold value 1 > ϕ > 0. The problem is stated as

max
x∈X̄

P


 min
y∈Y (ω)

∑

i∈Ny
(di(ω) + δi(ω)xi)y(ω)i ≥ ϕ


 .

The authors show that the latter problem can be decomposed by scenarios and
solved in a cutting-plane fashion using the method of Riis and Schultz (2003). A
computational study is conducted on networks with up to 110 nodes and considering
up to 100 scenarios. In a similar setting studied by Song and Shen (2016), dubed
risk-averse shortest path interdiction, the sufficient disruption is imposed in form of
a chance constraint over a discrete set of scenarios. The leader controls interdiction
variables x and minimizes the interdiction cost subject to

∑
ω∈Ω pωzω ≥ 1− ε. Here,

the binary variable zω is set to one if and only if the follower’s shortest path in
scenario ω is above the threshold ϕ, i.e.,

min
y∈Y (ω)

∑

i∈Ny
(di(ω) + δi(ω)xi)y(ω)i ≥ ϕzω.

The authors propose several families of valid inequalities and develop a branch-and-
cut algorithm based on scenario decomposition. In this work, computational results
are provided for small grid graphs with up to 64 nodes and for two transportation
networks with up to 44 nodes. In both cases, up to 1000 scenarios are considered.

Stochastic Maximum Flow Interdiction: Cormican et al. (1998) investigate the case
of minimizing the expected maximum s-t flow in a given network by removing
some arcs (or reducing their capacities), assuming that the effect of interdiction is
uncertain. More precisely, the interdiction success of each arc is assumed to be an
independent binary random variable such that a successful interdiction (which can
be performed with some known probability) leaves the arc with no capacity. They
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also introduce other variants of the problem in which both interdiction success and
arc capacities are random or in which multiple interdictions per arc are allowed. The
authors apply SA based on classic bounding techniques in stochastic optimization
and gradually refine the set of discrete scenarios until obtaining a sufficiently small
optimality gap. Janjarassuk and Linderoth (2008) apply a duality-based MILP
reformulation, combined with SAA and Benders decomposition, and implement
a distributed algorithm. The authors obtain significant speed-ups compared to
previous techniques, which is due to a successful combination of decomposition,
sampling, parallel computing, and heuristics. They conduct a computational study
on grid graphs with up to 400 nodes and consider between 50 and 5000 scenarios.

Lei et al. (2018) consider a variant of the problem with uncertain interdiction
effects in which the follower, after observing the leader’s interdiction action and
before the uncertainty is revealed, can add additional arc capacities to mitigate
flow losses. The authors study risk-neutral and risk-averse approaches to model
the leader’s behavior, i.e., they incorporate the expectation, left-tail, and right-
tail CVaR for evaluating maximum flows under uncertainty in the leader’s and
follower’s objectives. The resulting bilevel or trilevel mathematical models are
reformulated into single-level MILP formulations and, using an SAA approach, are
applied to real-world network instances. Their instances are derived from SNDlib
(see sndlib.zib.de) and contain 100 scenarios. Finally, Atamtürk et al. (2020)
assume that arc capacities are uncertain and that their mean values along with the
covariance matrix are known to the leader. The leader removes a subset of arcs from
the network while minimizing the VaR of the maximum flow on the resulting network
for a given confidence level. The authors propose a heuristic procedure based on
successive quadratic optimization embedded in a bisection search. Computational
results are reported for a set of grid networks with q × q nodes (created in a similar
way as in Janjarassuk and Linderoth (2008)) with q ranging between 20 and 100.

Maximum Reliability Path Interdiction: In this family of problems, the origin and
the destination node chosen by the follower may be uncertain. The leader installs
sensors at some arcs of the network and the follower seeks to find a path in the
resulting network that maximizes the probability of remaining undetected. The
probabilities of being detected with and without sensors installed are known to both
players. The problem is, e.g., relevant for preventing nuclear smuggling activities
between two countries by placing sensors at their borders (Morton et al. 2007; Pan,
Charlton, et al. 2003; Pan and Morton 2008). The leader installs sensors within
a limited budget so as to minimize the expected value of the maximum reliability
path over all possible source-target choices of the follower. When the probabilities
of traversing interdicted arcs are all strictly positive and the follower’s source-target
choice is known, one can obtain a deterministic shortest-path interdiction problem
with a logarithmic transformation; see Morton (2011) and Towle and Luedtke
(2018). Morton et al. (2007) and Pan and Morton (2008) propose step inequalities
to exploit the relationships between evasion probabilities associated with different
paths. Sullivan et al. (2014) use the problem transformation in a bipartite network,
provide polyhedral results for a single-scenario, i.e., the deterministic, case, and
show how these can be exploited in a multi-scenario setting. The problem can
also be reformulated as a two-stage stochastic problem and Bodur et al. (2017) use
this reformulation for assessing novel generic ideas to strengthen Benders cuts by
exploiting integrality of the first-stage variables. Towle and Luedtke (2018) provide
an alternative path-based reformulation and develop a branch-and-cut algorithm
that is based on supermodular cuts from Nemhauser et al. (1978) and Ahmed and
Atamtürk (2011). The latter approach is shown to be the new state-of-the-art w.r.t.
the set of instances considered in the previous literature. These instances are built
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from a network with 783 nodes as well as 2586 arcs and 456 scenarios are considered.
A generalization of this problem with applications in cyber security is studied by
Ertem and Bier (2021). Lunday and Sherali (2012) study the problem setting in
which the source-target pair is known to the leader, however, there are multiple
interdiction resources that can be employed and the impact of their combination
can be nonlinear.

Michalopoulos et al. (2015) assume that, in addition to the above uncertainties,
the leader is uncertain about the interdiction budget as well. Hence, a three-stage
stochastic interdiction approach is proposed in which the leader starts by forming a
priority list and assigning an appropriate number of interdiction locations to each
priority level. After the budget is revealed, the leader installs sensors at the highest
priority locations until the budget is exhausted. Finally, in the third stage, the
follower solves the maximum-reliability path problem. A tabu search heuristic is
used to solve this challenging problem.

Contrary to the above assumption that the follower’s path is deterministic,
once the source-target pair and the interdicted arcs are revealed, Collado et al.
(2017) assume that the path chosen by the follower remains uncertain to the leader.
This setting corresponds to a decision uncertainty caused, e.g., by the uncertainty
regarding the follower’s criterion for choosing his path through the network or by
random influences encountered by the follower while traversing the network. Hence,
the follower’s path choice is known to the leader only in terms of a probability
distribution reflecting her beliefs. The authors propose a risk-neutral and a risk-
averse modeling approach while assuming that the leader deploys her resources
(modeled using continuous interdiction variables) before and after discovering the
source chosen by the follower. The authors employ a mean-upper semideviation risk
measure for the risk-aversion approach. The risk-averse problem is approximated
and reformulated as a single-level LP model.

4.2.2. Robust Interdiction Problems. There is much less literature available for
interdiction problems in which there is no assumption on the distribution of the
uncertain parameters. Chauhan (2020) studies maximum-flow interdiction with
interval uncertainty w.r.t. arc capacities and consumption of resources required to
interdict an arc. Following the Γ-robust modeling approach (Bertsimas and Sim
2004), the leader assumes that only a limited number of arcs can be subject to
uncertainty, both w.r.t. interdiction budget and arc capacities. It is a wait-and-see
setting in which the follower observes arcs removed by the leader and a realization
of the uncertain arc capacities for the remaining ones. The leader seeks for an
interdiction strategy that protects her from the worst-case outcome in which the
capacity of Γ arcs is the largest possible. An MILP formulation is proposed along
with three heuristics based on Lagrangian relaxation, Benders decomposition, and a
combination of the two.

Nikoofal and Zhuang (2011) consider defender-attacker problems with applications
in counter-terrorism. The leader and the follower have different perceptions regarding
the valuation of the damage caused by attacking given targets. The leader searches
to minimize the damage caused by the follower, however, the follower’s valuation
of targets is unknown and it is assumed to belong to bounded intervals. Using
the Γ-robust approach, the authors assume that the total scaled deviation of the
uncertainty parameters cannot exceed a given threshold Γ and the corresponding
robustness constraint is added at the upper level. In a follow-up article, Nikoofal and
Zhuang (2015) study the trade-off between disclosure of the defense strategy by the
leader (which corresponds to a Stackelberg game) versus secrecy (which corresponds
to a simultaneous game), assuming in both cases that the leader only knows intervals
to which the attacker’s valuation of targets belongs. Their results show that the
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leader’s benefit by making the first move, i.e., by playing the Stackelberg game,
is only considerable if the follower and the leader share a similar valuation of the
targets. Thus, the optimal defense allocation in a simultaneous game provides a
better protection against uncertainty in the follower’s valuation of targets.

Gillen et al. (2021) study the spread of cascading behavior in a social network
using a linear threshold (LT) model with a given set of activated nodes. In the
cascading LT model, new nodes are getting activated if the sum of arc weights of
their already activated neighbors is above a given threshold value. In the defender-
attacker problem studied by Gillen et al. (2021), the leader tries to fortify some nodes
by increasing their influence threshold within a limited budget in order to reduce the
total number of activated nodes at the end of the propagation process. The follower’s
problem models the propagation process and the authors assume that the arc weights
(modeling the influence of a node to its neighbors) are subject to interval uncertainty.
The authors use a Γ-robust approach to deal with uncertainty and develop an
iterative procedure in which the problem is solved on a subgraph using a cutting-
plane procedure. The subgraph is then expanded and the procedure is repeated until
the convergence criteria are met. A computational study is conducted on a selection
of real-world networks from the SNAP library (see https://snap.stanford.edu)
with some of them containing more than 200 000 nodes.

Beck, Ljubić, et al. (2022) propose a generic branch-and-cut framework for solving
min-max mixed-integer optimization problems with a Γ-robust uncertainty modeling
in the lower level. The follower takes decisions after observing the action of the
leader and before facing the uncertainty, i.e., the timing (17) is assumed. The
follower aims to hedge against a subset of deviations of uncertain parameters and
the lower-level problem contains discrete variables. Two cases of interval uncertainty
are studied: in the coefficients of the lower-level’s objective function and in the
coefficients of a single packing-type constraint. Two generic reformulations as a
single-level MILP are proposed and problem-tailored cuts have been derived for
the Γ-robust variants of the knapsack interdiction problem. These cuts assume
that Γ-robust follower sub-problems satisfy a downward monotonicity property,
which arises in many packing-type applications. In this context, these cuts are a
generalization of what has been proposed in Fischetti, Ljubić, Monaci, et al. (2019)
for the deterministic knapsack interdiction problem.

4.2.3. Other Interdiction Problems with Incomplete or Asymmetric Information.
Bayrak and Bailey (2008) study a shortest path network interdiction problem
with asymmetric information in which the follower has inaccurate or incomplete
information while the leader has complete knowledge of the network. Hence, the
perceived arc costs and their increase caused by interdiction are different for the
two players. Therefore, the objective functions of the leader and the follower do not
coincide, and the problem assumes a structure of a more general bilevel optimization
problem with a convex lower-level model. The authors propose a reformulation as a
single-level MILP and demonstrate in their computational study that asymmetric
information allows to obtain improved interdiction policies compared to those using
symmetric information.

Pay et al. (2018) consider a stochastic shortest path interdiction problem with
incomplete risk preferences of the leader. As customary, there is uncertainty in the
arc costs and in the interdiction effect on each arc and, after the interdiction, the
follower reacts in a wait-and-see fashion. A finite set of scenarios is used to model
uncertainty realizations. Contrary to previous studies, the authors assume that the
leader is risk-averse and that there exists a utility function that summarizes her risk
preferences but that her knowledge about this function is incomplete. To this end,
the authors propose two ways to deal with this ambiguity: (i) to use historical data
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and pairwise comparison of lotteries to fit a piecewise concave utility function and
run the stochastic interdiction model afterward, or (ii) to integrate utility estimation
within the optimization model. The latter leads to a robust approach (originally
proposed in Armbruster and Delage (2015) and Hu and Mehrotra (2015)) in which
the leader searches for an interdiction strategy that maximizes her utility in a robust
fashion, i.e., by considering an infimum over the function space of all possible utility
functions u ∈ U consistent with leader’s preferences:

max
x∈X

inf
u∈U

E


u


min
y∈Y

∑

ω∈Ω

pω
∑

i∈Ny
(di + δi(ω)xi)yi




 .

A single-level MILP reformulation for this problem is proposed and solved using
a branch-and-cut procedure. Computational results are reported for small grid
networks with up to 49 nodes and up to 1000 scenarios.

Sequential shortest path interdiction games with asymmetric information have
been studied in a series of papers by Borrero et al. (2019, 2016) and Yang, Borrero,
et al. (2021). In the sequential decision making setting proposed by Borrero et al.
(2016), there is a repeated interaction between the leader and the follower. At each
period, the leader attacks the follower by interdicting a subset of assets with the goal
of maximizing the cumulative follower’s costs over the given time period. The leader
has incomplete knowledge concerning the structure and arc costs in the network,
with only lower and upper bounds on the arc costs being available. The leader learns
about the network and arc costs trough sequential interdiction actions (thanks to the
optimal responses of the follower) and dynamically adapts her interdiction strategy.
The leader observes the chosen path along with its cost in order to possibly update
her strategy in the following iteration. The authors introduce the concept of “policy
time-stability”, representing the number of learning iterations needed for the leader
to reach the same interdiction strategy as if she would have complete information.
Two policies (a greedy and a pessimistic one) are proposed and studied from the
theoretical and computational perspective. A computational study is carried out on
randomly generated uniform graphs with 40 and 50 nodes. The results have been
later generalized in Borrero et al. (2019), where general interdiction problems are
considered such that the leader does not know all of the follower’s resources and
constraints and the follower’s cost coefficients are assumed to belong to a polyhedral
uncertainty set. Three types of follower’s feedback are studied: standard (the leader
observes the value of the follower’s objective only), value-perfect (cost coefficients
of the follower’s activity are revealed, too), and response-perfect (the full decision
vector of the follower is revealed to the leader). For their computational study, the
authors use knapsack interdiction instances with up to 15 items.

In a follow-up article, Yang, Borrero, et al. (2021) also study the sequential shortest
path interdiction problem with incomplete information. Contrary to Borrero et al.
(2016), where the feedback includes the shortest path chosen by the follower, in
Yang, Borrero, et al. (2021), this feedback is limited to the length of the chosen
path. In terms of policy time stability, the authors show that, in the worst case,
the number of iterations of the proposed greedy interdiction policies is exponential
and that convergence in polynomial time is possible if more information is provided
through the feedback. Computational experiments are conducted on layered graph
networks with between 3 and 10 layers as well as 7 nodes in each layer. Finally,
more general two-player sequential games are studied in Borrero et al. (2022), see
also Section 3.2.
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4.3. Management Science. In this last part of this section, we review applications
of uncertain bilevel optimization in the fields of networks, supply chains, facility
location, and finance.

Networks: Toll pricing in networks is a bilevel optimization problem in which the
leader sets the tolls for road segments of a transportation network so that the revenue
raised from tariffs is maximized. The leader anticipates that user flows are assigned
to cheapest paths in the resulting network; see Brotcorne et al. (2000), Labbé,
Marcotte, et al. (1998), and Labbé and Violin (2016). Alizadeh et al. (2013) consider
a two-stage stochastic toll pricing problem in which the leader faces uncertainties
regarding travel demand and travel costs. These uncertainties are modeled through
a discrete set of scenarios. The first-stage decision of the leader is to set the tariffs
while maximizing the expected revenues. The tariffs set in the first stage can be
modified within a pre-defined interval in the second stage once the uncertainties are
revealed. The authors show how to reduce the problem to its deterministic bilevel
equivalent and conduct a sensitivity analysis w.r.t. the constraints linking the tariffs
at the first and the second stage. Gilbert et al. (2015) consider another stochastic
variant in which the users choose their paths according to a discrete choice model.
The followers namely choose a path that minimizes their disutility, which, besides
the arc costs and tolls, contains an additional additive component unknown to
the leader. This unobserved term is assumed to have a logistic distribution. The
authors provide two heuristics derived from approximations of the logit revenue
function. In her PhD thesis, Violin (2014) studies the toll pricing problem with
interval uncertainty considering travel demand or the cost of toll-free paths. She
applies Γ-robust models to some cases whose deterministic counterparts can be
solved in polynomial time, e.g., pricing on a single arc, the single commodity case,
or the application of a unit toll. Dokka et al. (2016), see also Dokka et al. (2017),
study the toll pricing problem under uncertainty on non-toll costs. For the leader,
the distribution of non-toll costs is unknown but, based on historical information,
she assumes that the distribution is fixed and belongs to a set of non-negative
distributions. The followers observe the toll rates and use the full knowledge of
non-toll data (in a wait-and-see fashion) to choose the shortest paths in the resulting
network. The authors consider a single follower case and model the uncertainty using
the concept of distributional robustness; see, e.g., Goh and Sim (2010). For this
highly complex problem, they provide mathematical formulations and heuristics for
networks with multiple parallel source-target arcs and networks with a polynomial
number of source-target paths.

In the literature, robust optimization is frequently applied to the hazmat network
design problem. Given an existing road network, the deterministic hazmat network
design problem asks for selecting the road segments that should be closed for hazmat
transport so as to minimize the total risk. Here, each commodity has its own arc risk,
which is taken into consideration if the arc is used in the resulting transportation
network. Hence, the problem can be seen as a bilevel problem in which the leader
selects the road segments to be closed while the followers, i.e., the hazmat carriers,
solve shortest path problems with different source-target pairs. Moreover, it is
assumed that there are no congestion effects in the resulting network. Longsheng
et al. (2017) propose a robust approach to model generalized bounded rationality
in route choice behavior modeling. They test their concept on the robust hazmat
network design problem in which robust optimization models the uncertainty in
the cost of shortest paths of the lower-level problems. The uncertainty models the
bounded rationality of lower-level decision makers caused by their perception error.
Among others, polyhedral and ellipsoidal uncertainty sets are considered and an
exact method based on cutting planes is proposed. A similar problem is studied by
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Xin et al. (2015), however, it is assumed that the arc risks are subject to interval
uncertainty instead, whereas the arc lengths are deterministic and known to both
players. The leader searches for a subset of road segments to block so that the
maximum regret w.r.t. path risks over all commodities is minimized. The authors
propose a heuristic approach and test it using a case study of the road network of
the Guangdong province in China. Arguing that the minimax regret approach of
Xin et al. (2015) is too conservative, Sun et al. (2015) use Γ-robustness to deal with
arc risk uncertainties. Two cases are considered in which Γ corresponds to (i) the
overall number of arcs that are subject to uncertainty or (ii) the number of arcs
which are subject to uncertainty for all shipments. The authors provide single-level
reformulations and a Lagrangian heuristic. In related works, Berglund and Kwon
(2014) and Liu and Kwon (2020) consider a combined facility location and hazmat
network design problem. They assume interval uncertainty w.r.t. transportation
demands and arc risks and adopt the Γ-robust approach. The leader minimizes
a linear combination of fixed facility opening cost and the worst-case arc risk
exposure. The followers choose the routes that minimize the transportation cost to
the nearest hazmat facility. A single-level MILP formulation and a genetic algorithm
are proposed in Berglund and Kwon (2014). Liu and Kwon (2020) develop an
exact method based on cutting planes combined with Benders decomposition. In
this latest computational study, the authors consider a road network of the city of
Ravenna with 110 nodes and 143 arcs.

Attack graphs, represented by trees or directed acyclic graphs, are frequently
used to model vulnerabilities of a system. In such a network, nodes represent
attack states and arcs correspond to the transition of states fulfilled by attack
activities; see, e.g., Bhuiyan (2018) and further references therein. Zheng and Albert
(2019) use an attack graph with completion times on its arcs to model applications
for infrastructure protection planning, e.g., to mitigate cyber-security or supply
chain attacks. The leader, who acts as the defender, implements policies and
invests in cyber-infrastructure security, whereas multiple adversaries try to exploit
vulnerabilities of the system to carry out attacks as soon as possible. An attack
corresponds to a “project” whose fastest completion time is associated with a critical
path in the attack graph. In their setting, arc delay times (imposed by interdiction
activities) are uncertain, the followers act in a wait-and-see manner, and the leader
deploys limited resources to impose delays on the arcs so that the total weighted
expected completion time of all adversarial attacks is maximized. After considering
a finite set of discrete scenarios and dualizing the lower-level problem, the resulting
max-max problem is decomposed using a Lagrangian heuristic approach based on
subgradient optimization. Another more general Stackelberg game on attack graphs
is studied by Letchford and Vorobeychik (2013) and a risk-averse approach based
on a CVaR model is studied by Bhuiyan (2018).

In telecommunication industry, bilevel optimization can be used to model hi-
erarchical decision making between a network operator (the leader) and virtual
operators (the followers). Audestad et al. (2006) study the problem in which the
network operator solves the pricing problem so as to maximize her profit or the
market share. The leader decides on the capacity leased to the virtual operators
and sets the prices for these capacities as well as for the service to the customers.
The followers maximize their own profit function after observing the decisions of
the leader. The authors describe a two-stage stochastic bilevel optimization model
in which the uncertainty of customer demands is modeled with a discrete set of
scenarios. Once the customer demand is revealed, the leader has a possibility to
extend the service and to change the pricing decisions. Additional results, including
a Lagrangian optimization method for finding locally optimal solutions, are provided
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in the PhD thesis of Werner (2004). DeMiguel and Xu (2009) consider stochastic
multi-leader-follower games with demand uncertainty and use it to model compe-
tition in the telecommunication industry. The leaders only know the distribution
of the demand, whereas the followers have information on the exact realization of
uncertainty. The leaders compete in a Cournot setting and each leader searches
for a Stackelberg solution w.r.t. her followers. The followers compete in a Cournot
fashion with all leaders and the other followers. The authors show the existence
and uniqueness of an equilibrium for the considered stochastic model and propose
a solution approach based on sample average approximation. We refer to Hu and
Fukushima (2015) for further studies on multi-leader-follower Stackelberg games.

Supply Chains and Facility Location: Multi-period facility location interdiction with
stochastic resource constraints is studied by Zhang and Özaltın (2021). The problem
is modeled as a stochastic bilevel problem with integer variables at both levels and a
branch-and-bound procedure is proposed, see Section 3.1.6 for further details. Ryu
et al. (2004) consider supply chain optimization in which the upper-level problem
is a plant planning problem and the lower-level problem is a distribution network
problem with stochastic demands. A similar problem but in a multi-objective setting
is investigated by Roghanian et al. (2007). Yeh et al. (2015) use bilevel optimization
to model timber supply chains in which the harvesters decide first on the quantity
to be harvested and the manufacturers decide later on how much to utilize. The
authors study a problem of investing in biofuel production under uncertainty and
model it as a two-stage stochastic problem in which, for each realization of uncertain
parameters, the second stage is the aforementioned bilevel problem. In Su and
Geunes (2013), a Stackelberg game is considered between a single-supplier and a
multi-retailer supply chain under asymmetric demand information. The supplier
sets price discounts first (in a multi-period setting) under uncertainty concerning the
retail-store demand. After the actual demand of each store is revealed, individual
store order quantities are determined in each period. The goal of the supplier is to
determine the pricing strategy that maximizes her expected payoff while anticipating
the store order quantities.

Finance: Yan et al. (2014) consider a stochastic approach to supply chain financing
under demand uncertainty. Fanzeres, Ahmed, et al. (2019) investigate a revenue-
maximizing strategic bidding problem with uncertainty concerning the competitors’
bidding strategy. A two-stage robust optimization model with equilibrium constraints
is proposed and reformulated as a bilevel problem with equilibrium constraints. After
deriving a single-level reformulation, the authors implement a column-and-constraint
generation approach.

5. Possible Directions for Future Research

Although the study of bilevel optimization problems under uncertainty started
rather recently in the 1990s, there already has been substantial work in this field;
see, e.g., Figure 6, which shows the number of papers per year cited in this survey.

Nevertheless, there are very many topics still open for future research. In this
last section of the survey, we thus sketch a few of these potential future research
topics.

(i) For the stochastic approach to address data uncertainty, only a few works
exist (see, e.g., Carrión et al. (2009) and Kovacevic and Pflug (2014))
that go beyond the risk-neutral case for nonlinear bilevel models. This
leaves a wide open space for future research combining risk-averse modeling
(such as using the CVaR as in the papers mentioned above) for nonlinear
models. Except for some interdiction problems, nonlinear bilevel models
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Figure 6. Papers per year as cited in this survey

under uncertainty are only rarely discussed in the literature and most of
the research on stochastic bilevel optimization so far focuses on the linear
case. The reason, most likely, is that even nonlinear bilevel optimization is
an extremely challenging field and the combination of such nonlinearities
with further uncertainty considerations makes such problems even more
hard to study and solve.

(ii) For stochastic setups, there have been some works that algorithmically
exploit (quasi-)block structures. However, apart from Held et al. (2005)
and Song and Shen (2016) who study special interdiction problems, most
of these works consider the risk-neutral case. Hence, the field of structure-
exploiting algorithms for risk-averse bilevel models contains many possible
directions for future research as well.

(iii) It seems that there is only little research (see, e.g., Adasme et al. (2013)
and Dokka et al. (2016)) that combines distributional robustness (Goh and
Sim 2010) and bilevel optimization although both fields, standalone, are
very active fields of research today. However, since both fields on their own
are already very difficult, their combination will be even more challenging.

(iv) The literature on stochastic bilevel optimization is rather theoretical. There
is (again, to the best of our knowledge) no general computational paper in
this field besides those that consider specific applications and that almost
all use the deterministic equivalent as the main algorithmic workhorse.

(v) Robust approaches to account for uncertainties in the context of bilevel
optimization are still in their infancy. So far, most works focus on the
strictly or Γ-robust case. Hence, the consideration of other robustness
concepts such as light robustness (Fischetti and Monaci 2009) or adjustable
robustness (Ben-Tal, Goryashko, et al. 2004) may be reasonable directions
for future research.

(vi) In robust setups, uncertainties are predominantly modeled using either
interval or polyhedral uncertainty sets. This leaves room to study other
uncertainty set geometries and, in particular, models with discrete uncer-
tainty sets.

(vii) We are not aware of any work that considers intermediate solution concepts
between the optimistic and the pessimistic approach for bilevel problems
with coupling constraints. Moreover, and to the best of our knowledge,
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solution methods for strong-weak bilevel problems have only been considered
for the linear case.

(viii) Almost all papers on uncertain bilevel optimization consider the timing in
which the uncertainty realizes after the decision of the leader has been taken
and before the follower decides. Although some first works (Beck, Ljubić,
et al. 2022; Heitsch et al. 2022) have been published on the alternative
timing given in (17), this setup still is a rather open field—in particular in
the case of chance constraints as part of the lower-level problem.

(ix) There are only a few papers (Salas and Svensson 2020; Zhang, Liu, et al.
2022) that started to pave the way for the study of decision-dependent
uncertainties. This is, however, another completely open field of research.

(x) Finally, there are no well-curated collections of instances in the field of
bilevel optimization under uncertainty, which would, of course, help the
community a lot when it comes to developing and testing novel algorithmic
ideas.
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Exact Methods for Discrete Γ-Robust Interdiction Problems
with an Application to the Bilevel Knapsack Problem

Yasmine Beck, Ivana Ljubić, and Martin Schmidt

Abstract. Developing solution methods for discrete bilevel problems is known to be
a challenging task—even if all parameters of the problem are exactly known. Many
real-world applications of bilevel optimization, however, involve data uncertainty. We
study discrete min-max problems with a follower who faces uncertainties regarding the
parameters of the lower-level problem. Adopting a Γ-robust approach, we present an
extended formulation and a multi-follower formulation to model this type of problem. For
both settings, we provide a generic branch-and-cut framework. Specifically, we investigate
interdiction problems with a monotone Γ-robust follower and we derive problem-tailored
cuts, which extend existing techniques that have been proposed for the deterministic
case. For the Γ-robust knapsack interdiction problem, we computationally evaluate and
compare the performance of the proposed algorithms for both modeling approaches.

1. Introduction

In the last years and decades, bilevel optimization problems have gained increasing
attention due to their ability to model hierarchical decision making processes that occur in
various applications such as transportation (Ben-Ayed et al. 1992; Migdalas 1995), energy
markets (Arroyo 2010; Grimm et al. 2019), or pricing (Dempe and Zemkoho 2012; Labbé
et al. 1998). In bilevel problems, the decision maker on the upper level (the leader) makes a
decision anticipating the reaction of the lower-level player (the follower). In this paper, we
consider discrete linear bilevel problems of the form

min
x

c>x+ d>y (1a)

s.t. Ax ≥ a, (1b)
x ∈ X ⊆ Znx , (1c)

y ∈ arg max
y′

{
d>y′ : y′ ∈ Y (x) ⊆ Zny

+

}
, (1d)

where Y (x) denotes the lower-level feasible set that is parameterized by the leader’s variables x.
The set X is used to denote integrality constraints. Moreover, we have c ∈ Rnx , d ∈ Rny ,
A ∈ Rk×nx , and a ∈ Rk. We refer to (1a)–(1c) as the upper-level and to (1d) as the
lower-level problem. Note that Problem (1) is a min-max problem. Hence, the follower’s
response yields the worst-possible outcome for the leader, which is why there is no need to
distinguish between the optimistic and the pessimistic approach; see, e.g., Dempe (2002).
Let us further point out that we do not consider coupling constraints in the upper level,
which is crucial for the validity of the branch-and-cut methods we propose in the following
sections. In particular, this type of problem covers the important classes of interdiction
(G. Brown et al. 2006; Cormican et al. 1998; DeNegre 2011; Fischetti, Ljubić, et al. 2019;
Furini, Ljubić, Malaguti, et al. 2021; Israeli and Wood 2002; Wood 2011) and blocking
problems (Bazgan et al. 2013; Furini, Ljubić, Malaguti, et al. 2020; Golden 1978; Pajouh
2020; Pajouh, Boginski, et al. 2014; Pajouh, Walteros, et al. 2015; Zenklusen et al. 2009)
that arise in various real-world applications such as in critical infrastructure defense, network
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disruption, or marketing. A recent survey on network interdiction models and algorithms
can be found in Smith and Song (2020).

Due to their nested structure, even linear bilevel problems are strongly NP-hard in general;
see, e.g., Hansen et al. (1992). Moreover, merely checking feasibility for mixed-integer
bilevel problems is an NP-hard problem. Thus, it is a difficult task to develop solution
methods—especially for bilevel problems that involve discrete variables. In the seminal work
by Moore and Bard (1990), the first branch-and-bound method for solving mixed-integer
linear bilevel problems is discussed. The idea is extended by DeNegre and Ralphs (2009)
who provide a branch-and-cut approach that is based on techniques of standard integer
linear programming. In particular, this work can be considered as a turning point regarding
computational mixed-integer bilevel optimization that is followed by many influential works
on solution methods for bilevel problems; see, e.g., Fischetti, Ljubić, et al. (2017, 2018),
Tahernejad, Ralphs, and DeNegre (2020), and Xu and Wang (2014). For a detailed discussion
on further techniques for mixed-integer bilevel optimization, we refer to the recent survey in
Kleinert et al. (2021).

Throughout this paper, we say that an upper-level decision x is feasible if x ∈ X and Ax ≥ a
are satisfied. Moreover, we will hold on to the following.

Assumption 1. For every feasible decision x of the leader, the lower-level feasible set Y (x)
is non-empty.

Assumption 2. The shared constraint set {(x, y) : Ax ≥ a, x ∈ X, y ∈ Y (x)} is non-empty
and compact.

Assumption 3. All linking variables, i.e., all variables of the leader that appear in the
lower-level constraints, are bounded integers.

Assumptions 1–3 are necessary to ensure that Problem (1) has an optimal solution. For a
feasible upper-level decision x, we further define the lower-level optimal-value function

Φ(x) = max
y

{
d>y : y ∈ Y (x)

}

to re-write Problem (1) as the single-level problem

min
x∈X,η∈R

c>x+ η (2a)

s.t. Ax ≥ a, (2b)
η ≥ Φ(x). (2c)

Up to this point, we implicitly made the assumption that the input data of both players is
certain. However, in many practical situations, this is not the case and the players are forced
to make decisions under uncertainty. In mathematical optimization, there are two main
approaches to deal with data uncertainty—stochastic optimization (Birge and Louveaux
2011) and robust optimization (Ben-Tal et al. 2009; Bertsimas, D. Brown, et al. 2010; Soyster
1973). In stochastic optimization, it is assumed that the uncertainties can be described by
probability distributions that are known in advance. In this setting, the decision maker hedges
against uncertainties in a probabilistic sense, e.g., by optimizing over expected values, by
considering chance constraints, or some risk-averse models. In between stochastic and robust
optimization there is the further approach of distributional robustness; see, e.g., Goh and
Sim (2010). In this paper, however, we focus on a robust approach. In robust optimization,
the decision maker is interested in a solution that is feasible for all possible realizations of
the uncertain data that are assumed to take values in a given uncertainty set. Thus, one
pursues a worst-case-oriented philosophy. However, a major point of criticism regarding this
approach is the possible over-conservatism of solutions in the sense that ensuring robustness
can be very expensive. Addressing this matter, Bertsimas and Sim (2003, 2004) and Sim
(2004) propose a more flexible robust approach—the so-called Γ-robust approach—which
allows to control the level of conservatism of the solution. In this setting, it is assumed
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that the decision maker hedges against the cases in which only a subset of the uncertain
parameters will change as to adversely affect the solution of the problem at hand.

In the context of bilevel optimization, problems involving data uncertainties have been
investigated using both stochastic as well as robust approaches. Cormican et al. (1998) and
Israeli (1999) address stochastic network interdiction problems with uncertainties regarding
the interdiction success and uncertain arc capacities, respectively. A stochastic approach for
interdiction problems under uncertainty is also considered in the survey by Smith and Song
(2020). Further works that pursue a stochastic approach for more general bilevel problems
under uncertainty can be found, e.g., in Burtscheidt and Claus (2020), Burtscheidt, Claus,
and Dempe (2020), Dempe, Ivanov, et al. (2017), Ivanov (2018), and Yanıkoğlu and Kuhn
(2018). To the best of our knowledge, robust approaches to address data uncertainty in
bilevel optimization have been much less investigated. In the context of power markets,
a Γ-robust approach to deal with uncertain lower-level data is considered in Haghighat
(2014). Chuong and Jeyakumar (2017) consider problems with uncertain upper- as well
as lower-level constraints and solve the robust counterpart via a sequence of semidefinite
programming relaxations. In Zeng et al. (2020), a worst-case oriented approach for bilevel
problems with lower-level data uncertainty is addressed. Buchheim and Henke (2020) and
Buchheim, Henke, and Hommelsheim (2021) present complexity results for robust bilevel
problems with uncertainties regarding the lower-level objective function coefficients. For
a brief introduction to robust bilevel optimization, we refer to Beck, Ljubić, et al. (2022)
and for a general discussion on bilevel optimization under uncertainty, we refer to the recent
survey by Beck, Ljubić, et al. (2023).

Let us further mention that, in bilevel optimization, the sources for uncertainty are much
richer compared to classic, i.e., single-level, optimization. In bilevel optimization, uncertainties
may not only arise in the problem’s data but there may also be uncertainty regarding the
(observation of the) decisions of the two players. Despite being still in its infancy, there are
a few works that consider robust approaches to deal with decision uncertainty. Besançon
et al. (2019) propose a robust approach to hedge against near-optimal lower-level decisions.
In this context, complexity results are discussed in Besançon et al. (2021). A similar setting
in which the leader anticipates sub-optimal follower’s decisions due to lower-level algorithmic
uncertainty is considered in Zare et al. (2020). The authors consider the setting in which
the leader hedges against the Γth least damaging choices of the solution algorithm for the
lower-level problem, which is to some extent related to the notion of Γ-robustness proposed
in Bertsimas and Sim (2003). Lastly, robust optimization techniques are used in Beck and
Schmidt (2021) to model follower’s response uncertainty due to limited observability regarding
the leader’s decision.

The contributions of this paper are the following. We study discrete linear bilevel
problems involving a follower who faces uncertainties regarding the parameters of the lower-
level problem. In this context, we pursue the same idea as in Bertsimas and Sim (2003,
2004) and Sim (2004) so that the follower aims to only hedge against a subset of deviations
of uncertain parameters. In contrast to the aforementioned literature, we consider bilevel
problems that involve discrete variables on the lower level. Therefore, standard reformulation
techniques like replacing the lower-level problem by its Karush–Kuhn–Tucker conditions (see,
e.g., Fortuny-Amat and McCarl (1981)) cannot be applied anymore.

With regard to the uncertainties, we distinguish the following two cases. On the one hand,
we assume that the lower-level’s objective function coefficients are uncertain. Instead of di, we
consider the uncertain coefficients d̄i, where d̄i ∈ [di −∆di, di] for all i ∈ [ny] := {1, . . . , ny}.
We denote di as the nominal value of the ith coefficient of the lower-level’s objective function
and ∆di as its maximum deviation from the nominal value. For a feasible upper-level
decision x, the robust counterpart of the lower-level problem (1d) in which the follower
hedges against at most Γd ∈ {0, . . . , ny} deviations in the objective function coefficients is
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given by

Φd(x) = max
y∈Y (x)

{
d>y − max

{S⊆[ny ] : |S|≤Γd}

∑

i∈S
∆diyi

}
. (3)

The overall bilevel problem with a Γd-robust follower facing uncertain objective function
coefficients can thus be written as

min
x∈X,η∈R

c>x+ η s.t. Ax ≥ a, η ≥ Φd(x). (4)

On the other hand, we deal with uncertainties regarding the lower-level constraints.
Here, we focus on the specific case of a single packing-type constraint of the form
w̄>y + v>x ≤ C with v ∈ Rnx , C ∈ R, and w̄ ∈ Rny , where w̄i ∈ [wi, wi + ∆wi] for
all i ∈ [ny] with w,∆w ∈ Rny . For a feasible upper-level decision x, the robust counterpart
in which the follower hedges against at most Γw ∈ {0, . . . , ny} deviations in the constraint
coefficients is given by

Φw(x) = max
y∈Y (x)

{
d>y : w>y + v>x+ max

{S⊆[ny ] : |S|≤Γw}

∑

i∈S
∆wiyi ≤ C

}
(5)

such that the Γw-robust counterpart of Problem (2) can be written as

min
x∈X,η∈R

c>x+ η s.t. Ax ≥ a, η ≥ Φw(x). (6)

Let us mention that we focus on this specific case to ensure that both of the two approaches
we present in this paper to model discrete bilevel problems with a robust follower can deal
with uncertain lower-level constraints. Nevertheless, possible extensions are sketched in
Section 5.

Without loss of generality, we further impose the following.

Assumption 4. The deviations are non-negative, i.e., ∆di,∆wi ≥ 0 for all i ∈ [ny].

To model the two types of situations, we consider an approach using an extended for-
mulation. Additionally, we present an approach using a multi-follower formulation for the
special case in which all lower-level variables are binary, i.e., Y (x) ⊆ {0, 1}ny . However, the
multi-follower-based approach can be extended naturally to allow for additional non-binary
lower-level variables as long as the coefficients of the objective function or the constraints
corresponding to the non-binary variables are not subject to uncertainty. We present a
generic branch-and-cut framework to solve the value-function reformulation of the robustified
bilevel problem. Moreover, we derive problem-tailored cuts for interdiction problems that can
be used in the proposed branch-and-cut procedure. These cuts assume that Γ-robust follower
sub-problems satisfy a downward monotonicity property, which arises in many packing-type
applications. In this context, it is our aim to provide a natural extension of the results that
have been proposed in Fischetti, Ljubić, et al. (2019) for the deterministic case. The main
results of this paper are stated in Theorems 2–5 and form the core for the implementation of
the proposed solution methods.

The remainder of the paper is organized as follows. In Section 2, we provide an extended
formulation and a multi-follower formulation to model discrete linear bilevel problems with a
Γ-robust lower-level problem. We present a generic branch-and-cut method to solve these
problems. In Section 3, we focus on interdiction problems with a follower problem that
satisfies a downward monotonicity property. In Section 4, we evaluate the effectiveness of the
proposed approaches in a numerical study using the bilevel knapsack interdiction problem,
which is a prominent example of an interdiction problem that satisfies the monotonicity
property. Finally, we conclude in Section 5.

2. Generic Branch-and-Cut Frameworks

The aim of this section is to present generic branch-and-cut frameworks that can be used
to solve the Γ-robustification of Problem (2) as stated around (4) and (6). The methods are
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similar to a procedure proposed by Wood (2011), which resembles (generalized) Benders
decomposition (Benders 1962; Geoffrion 1972). To initialize the methods, we start by solving
the problem in which the integrality constraints on the variables x as well as η ≥ Φ(x) are
omitted. This means that we first consider the linear problem

min
x,η

c>x+ η

s.t. (x, η) ∈ Ω0 := {(x, η) ∈ Rnx × R : Ax ≥ a, x ∈ X̊, η ≥ η−}.
(P0)

Here, X̊ is a continuous relaxation of X, i.e., the integer points contained in X̊ coincide
with X. Furthermore, we use an a priori lower bound η− ∈ R on Φ(x) for all feasible leader’s
decisions x. In the following sections, we elaborate on how to obtain a valid lower bound in
our setting. After considering Problem (P0), we iteratively add valid inequalities or branch
to cut off integer-infeasible points and also add valid inequalities to cut off bilevel infeasible
points. Let

min
x,η

c>x+ η

s.t. (x, η) ∈ Ωj ⊆ Rnx × R
(Pj)

be the problem of node j of the branch-and-cut search tree. Here, the set Ωj contains all valid
inequalities that have been added previously to cut off integer-infeasible and bilevel-infeasible
points as well as all branching decisions. If either Problem (Pj) is infeasible or, if the
objective function value corresponding to an optimal solution (xj , ηj) exceeds the current
upper bound U , we can fathom node j. Otherwise, we do the following. First, we check
if the upper-level variables xj satisfy the integrality constraints, i.e., we check if xj ∈ X
holds. If this is not the case, we separate a fractional solution by either exploiting standard
cutting planes from mixed-integer linear optimization as elaborated in, e.g., Cornuéjols (2008),
or by branching. Otherwise, we proceed by checking for bilevel feasibility, i.e., we check
if ηj ≥ Φ(xj) is satisfied. For this purpose, we solve a reformulation of the robust counterpart
of the lower-level problem that is parameterized by the current leader’s decision xj ∈ X. In
the following sections, we will elaborate on how to obtain these reformulations. In particular,
we present two approaches—an extended formulation and a multi-follower formulation—that
are derived from Theorem 1 and 3, respectively, in Bertsimas and Sim (2003). Based on
the latter two types of formulations, valid cuts to separate bilevel-infeasible points can
be obtained. Nevertheless, the development of such cuts strongly depends on the specific
problem considered at the lower level. Hence, the branch-and-cut frameworks presented in
the remainder of this section remain fairly general and need to be adapted accordingly to
capture the application problem at hand. We will show such adaptations for the bilevel
knapsack interdiction problem in the following sections.

2.1. Extended Formulation. One possibility to reformulate the robust counterparts (3)
and (5) is to allow for an extended variable space of the follower that involves additional
continuous variables.

Lemma 1. For a feasible upper-level decision x, the robust counterpart of the lower-level
problem (3) can be solved as the mixed-integer linear problem

Φd(x) = max
y,z,θ

ny∑

i=1

diyi − Γdθ −
ny∑

i=1

zi (7a)

s.t. zi + θ ≥ ∆diyi, i ∈ [ny] , (7b)
(z, θ) ≥ 0, (7c)
y ∈ Y (x). (7d)

The extended formulation for the case of uncertainties in the lower-level constraint is
stated in the following lemma.

161



6 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

Lemma 2. For a feasible upper-level decision x, the robust counterpart of the lower-level
problem (5) can be solved as the mixed-integer linear problem

Φw(x) = max
y,z,θ

ny∑

i=1

diyi (8a)

s.t.
ny∑

i=1

wiyi + Γwθ +

ny∑

i=1

zi ≤ C −
nx∑

i=1

vixi, (8b)

zi + θ ≥ ∆wiyi, i ∈ [ny] , (8c)
(z, θ) ≥ 0, (8d)
y ∈ Y (x). (8e)

Both lemmas can be shown in analogy to the proof of Theorem 1 in Bertsimas and Sim
(2003). Before we comment on how the previous reformulations can be embedded in a
branch-and-cut framework to separate bilevel-infeasible points, let us now provide valid lower
bounds that can be used in Problem (P0) to initialize the method.

Proposition 1. Let x be a feasible upper-level decision. Then, by Assumption 2,
there is a vector of finite upper bounds u ∈ Rny

+ for the follower’s variables such
that Y (x) ⊆ [0, u1]× · · · × [0, uny

] and such that

η− :=

ny∑

i=1

min {di, 0}ui − Γd max
i∈[ny ]

{∆diui} −
ny∑

i=1

∆diui

is a valid lower bound for the optimal objective function value of the x-parameterized prob-
lem (7).

All the proofs that we omit here can be found in Appendix A. In the following, we provide
a lower bound for the variant of the problem with uncertainties regarding the follower’s
packing-type constraint.

Proposition 2. Let x be a feasible upper-level decision. Then, by Assumption 2,
there is a vector of finite upper bounds u ∈ Rny

+ for the follower’s variables such
that Y (x) ⊆ [0, u1]× · · · × [0, uny ] and such that

η− :=

ny∑

i=1

min {di, 0}ui

is a valid lower bound for the optimal objective function value of the x-parameterized prob-
lem (8).

The method to process node j of the branch-and-cut search tree that exploits an extended
formulation (as stated in the last two lemmas) is formally stated in Algorithm 1. To deter-
mine Φ(xj) for the current leader’s decision xj in Step 9, we need to solve the xj-parameterized
robust lower-level problem. Depending on the considered uncertainty model, this can either
be Problem (7) or Problem (8) for which we set Φ(xj) = Φd(x

j) or Φ(xj) = Φw(xj) accord-
ingly. In Step 11, we generate a valid cut to exclude the bilevel-infeasible point (xj , ηj). To
this end, one can use generic cuts like (generalized) no-good cuts; see, e.g., Tahernejad and
Ralphs (2020).

2.2. Multi-Follower Approach. An alternative reformulation of the robust counterparts (3)
and (5) can be obtained under the following additional assumptions.

Assumption 5. All lower-level variables y are binary, i.e., Y (x) ⊆ {0, 1}ny .

Assumption 6. The indices are ordered such that the deviations are given in non-increasing
order, i.e., ∆di ≥ ∆di+1 or ∆wi ≥ ∆wi+1 for all i ∈ [ny] with ∆dny+1 = 0 and ∆wny+1 = 0.
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Algorithm 1 Processing node j using the extended formulation

1: Solve Problem (Pj).
2: if Problem (Pj) is infeasible then
3: Fathom the current node.
4: Let (xj , ηj) denote the solution of Problem (Pj).
5: if c>xj + ηj ≥ U then
6: Fathom the current node.
7: if xj /∈ X then
8: Either generate cuts valid for Ωj ∩ (X ×R), augment Ωj , and go to Step 1 or branch.
9: Determine Φ(xj) and set U ← min{U, c>xj + Φ(xj)}.

10: if ηj < Φ(xj) then
11: Generate a valid cut that excludes (xj , ηj) from Ωj , augment Ωj , and go to Step 1.

Note that Assumption 6 is w.l.o.g. as long as we do not have uncertainties in both the
objective function coefficients and the constraint coefficients on the lower level. Assumptions 5
and 6 are necessary to exploit Theorem 3 in Bertsimas and Sim (2003), which is what we do
in the following.

Lemma 3. Let x be a feasible upper-level decision. Under Assumptions 5 and 6, solving the
robust counterpart of the lower-level problem (3) is equivalent to solving ny + 1 problems of
the nominal type, i.e.,

Φd(x) = max
`∈{1,...,ny+1}

Φ`d(x) (9)

holds, where for all ` ∈ {1, . . . , ny + 1}, we have

Φ`d(x) = −Γd∆d` + max
y∈Y (x)

{
d̃(`)>y

}
(10)

with

d̃(`)i =

{
di − (∆di −∆d`), 1 ≤ i ≤ `,
di, `+ 1 ≤ i ≤ ny.

Note that the lower-level optimal-value function (9) is defined as the maximum of ny + 1
value functions. Thus, the robustification of Problem (1) can be interpreted as a single-
leader-multi-follower problem with ny + 1 many followers, which is why we refer to (9)
as multi-follower formulation. Moreover, we refer to (10) as the `th follower sub-problem
throughout this paper.

In the following, we provide a valid lower bound for the optimal objective function value
of (9) that can be used in Problem (P0).

Proposition 3. Let x be a feasible upper-level decision and let ` ∈ {1, . . . , ny+1} be arbitrary
but fixed. Under Assumption 5, a valid lower bound for the optimal objective function value
of the x-parameterized problem (9) is given by

η− := −Γd∆d` +

ny∑

i=1

min
{
d̃(`)i, 0

}
.

The multi-follower reformulation for the case of uncertainties in the lower-level constraint
is stated in the following lemma.

Lemma 4. Let x be a feasible upper-level decision. Under Assumptions 5 and 6, solving the
robust counterpart of the lower-level problem (5) is equivalent to solving ny + 1 problems of
the nominal type, i.e.,

Φw(x) = max
`∈{1,...,ny+1}

Φ`w(x)
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holds, where for all ` ∈ {1, . . . , ny + 1}, we have

Φ`w(x) = max
y∈Y (x)

{
ny∑

i=1

diyi : Γw∆w` +

ny∑

i=1

w̃(`)iyi +

nx∑

i=1

vixi ≤ C
}

(11)

with

w̃(`)i =

{
wi + (∆wi −∆w`), 1 ≤ i ≤ `,
wi, `+ 1 ≤ i ≤ ny.

Lemmas 3 and 4 can be shown in analogy to the proof of Theorem 3 in Bertsimas and
Sim (2003).

Note that, in the case of uncertainties regarding the follower’s inequality constraint,
we have ∆d` = 0 such that d̃(`) = d holds for all ` ∈ {1, . . . , ny + 1}. Using the latter,
Proposition 3 also provides a valid lower bound for the setting considered in Lemma 4.
Let us further note that we consider the same deterministic lower-level objective function
in the extended formulation as well as in the multi-follower formulation. Moreover, we
would like to point out that the fact that there are only binary variables corresponding to
uncertain coefficients on the lower level is a crucial point for the validity of the multi-follower
formulation.

In what follows, we omit the subscripts d and w that are used to denote the considered
uncertainty modeling for notational convenience. Further, we will hold on to an improvement
of the previous results that has been established in Álvarez-Miranda, Ljubić, et al. (2013) by
reducing the number of nominal problems to be considered to ny − Γ + 2, i.e.,

Φ(x) = max
`∈{Γ,...,ny+1}

Φ`(x). (12)

Note that a further reduction of the number of nominal problems to be solved has been
published by Lee and Kwon (2014). Since this is, however, not the core focus of this paper,
we stay with the version as published by Álvarez-Miranda, Ljubić, et al. (2013).

The method to process node j that exploits the multi-follower formulation for the robust
counterpart of the lower-level problem is formally stated in Algorithm 2. In contrast to
the approach using the extended formulation, in which a single cut is added at each node
of the branch-and-cut search tree in case of bilevel-infeasibility, a cut for each follower
sub-problem ` ∈ {Γ, . . . , ny + 1} that satisfies ηj < Φ`(xj) is added in Step 12 of Algorithm 2.
This means that up to ny − Γ + 2 cuts could be added at each node. However, it would also
be valid to consider, e.g., adding only the most violated cut for the given leader’s decision xj .
We will address this aspect in detail when we discuss various cut separation strategies in
Section 4.

Algorithm 2 Processing node j using the multi-follower approach

1: Solve Problem (Pj).
2: if Problem (Pj) is infeasible then
3: Fathom the current node.
4: Let (xj , ηj) denote the solution of Problem (Pj).
5: if c>xj + ηj ≥ U then
6: Fathom the current node.
7: if xj /∈ X then
8: Either generate cuts valid for Ωj ∩ (X × R), augment Ωj , and go to Step 1 or branch.
9: for all ` ∈ {Γ, . . . , ny + 1} do

10: Solve the `th lower-level sub-problem to obtain Φ`(xj).
11: if ηj < Φ`(xj) then
12: Generate a valid cut that excludes (xj , ηj) from Ωj , augment Ωj .
13: Set Φ(xj)← max`∈{Γ,...,ny+1} Φ`(xj) and U ← min{U, c>xj + Φ(xj)}.
14: If at least one cut was added in Step 12, then go to Step 1.
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Theorem 1. If we embed either Algorithm 1 or 2 into a usual branch-and-bound framework,
we obtain a correct method that terminates with an optimal solution (x∗, η∗) after a finite
number of nodes and after adding an overall finite number of cuts.

Proof. We first recall that all linking variables are bounded integers. We then observe that,
w.l.o.g., non-linking variables can be moved to the lower level; see also Bolusani et al. (2020).
Hence, the finite termination is due to the finiteness of the number of feasible upper-level
decisions, the finiteness of branch-and-cut methods to solve the lower-level sub-problems,
and from the fact that a leader’s decision cannot be selected twice. If (x, η) is a non-optimal
leader’s decision, i.e., η < Φ(x), adding a globally valid inequality excludes (x, η) from being
feasible for all subsequent considerations. If an upper-level decision were ever to occur
again, i.e., if there would exist solutions (xk, ηk) = (xj , ηj) of Problem (Pj) with j < k,
then ηj = ηk ≥ Φ(xj) would have to hold and the termination criterion would be satisfied.
Thus, an optimal solution cannot be overlooked. In particular, the number of cuts possibly
added to the problem formulation is finite and in O(2nx). �

Note that the sub-problems that are solved in Step 10 of Algorithm 2 are independent.
This means that the objective function and the constraints of a sub-problem only include
the upper-level decision x and the lower-level variables corresponding to the `th sub-problem
with ` ∈ {Γ, . . . , ny + 1}. Thus, the sub-problems can be solved in parallel. Further note that
we have not specified how the cuts that are added in Algorithm 1 and 2 are generated. For
an overview of various cutting planes that can be used for general classes of mixed-integer
linear bilevel problems, we refer to Tahernejad and Ralphs (2020). Nevertheless, stronger
formulations can be obtained for certain problems; see, e.g., Fischetti, Ljubić, et al. (2019)
and Furini, Ljubić, Segundo, et al. (2021). Thus, it is often essential to exploit specific
properties of the application problem at hand to derive valid cuts, which is what we do in
the remainder of the paper.

3. Interdiction Cuts for Monotone Γ-Robust Followers

In the following, we focus on interdiction problems with a follower problem that satisfies a
downward monotonicity property as in Fischetti, Ljubić, et al. (2019). We refer to this type
of problem as an interdiction problem with a monotone follower. In this setting, both players
share a common set of items indexed by i ∈ [n]. The leader has the ability to influence
the follower’s decision by prohibiting the usage of certain items by the follower. This is
established by either setting the leader’s variable xi = 1 to interdict item i ∈ [n] for the
follower or xi = 0, otherwise. For the ease of presentation, we assume the following.

Assumption 7. The number of variables on the upper and the lower level is the same, i.e.,
nx = ny = n holds.

In particular, this means that all variables of the leader need to be binary, i.e.,
x ∈ X = {0, 1}n. However, the following results can as well be adapted to account for
non-interdicting (and thus possibly non-binary) variables of the leader. The case in which the
lower-level problem also includes variables that are not subject to interdiction can be handled
by partitioning the follower’s variable set into interdicted and non-interdicted variables as it
is done in Fischetti, Ljubić, et al. (2019).

Assumption 8. For a feasible upper-level decision x, the x-parameterized lower-level feasible
set is of the form

Y (x) = {y ∈ Y : By ≤ b, yi ≤ ui(1− xi), i ∈ [n]} (13)

with Y ⊆ Zn+, B ∈ Rm×n+ , b ∈ Rm+ , and a vector of finite upper bounds u ∈ Rn+.

Assumption 8 ensures that the nominal lower-level problem (1d) satisfies a downward
monotonicity property, which we formally define in the following. Further note that the
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leader’s variables x are linked to the lower-level problem only via the interdiction con-
straints yi ≤ ui(1− xi). Both aspects are essential for the validity of the cuts we propose in
the remainder of this section.

Proposition 4 (Monotonicity Property). Let x be a feasible decision of the leader. Further,
let y ∈ Y (x) and let y′ ∈ Y be such that y′ ≤ y holds. Then, y′ is a feasible follower’s decision
for the given leader’s decision x, i.e., y′ ∈ Y (x).

It is noteworthy that, under Assumption 8, all items with non-positive objective function
coefficients are not chosen by the follower. Consequently, the leader does not need to spend
interdiction resources on these items and we could thus omit all items with non-positive
objective function coefficients in the problem formulation. This leads us to, w.l.o.g., making
the following assumption.

Assumption 9. All lower-level objective function coefficients are positive, i.e., di > 0 for
all i ∈ [n].

Finally, we will hold on to the following, which is reasonable in the interdiction setting.

Assumption 10. There are no terms depending on the leader’s decision in the upper-level
objective function, i.e., c = 0.

In the following sections, we show that the downward monotonicity property remains
satisfied when Γ-robust followers are considered, which we exploit to derive valid cuts.
In Section 3.1, we focus on the case of uncertainties in the follower’s objective function
coefficients. We derive two variants of interdiction cuts based on the two approaches discussed
in Section 2. We devote Section 3.2 to strengthened formulations for the proposed interdiction
cuts. Finally, the case of uncertainties in the lower-level constraint is addressed in Section 3.3.

3.1. Problems with Uncertain Objective Function Coefficients. According to the
notation considered in the previous sections, we assume that all lower-level objective function
coefficients may be subject to uncertainty and that the follower hedges against at most Γd
deviations in the objective function coefficients. The robust counterpart of the lower-
level problem and of the overall bilevel problem is given in (3) and (4), respectively. The
corresponding extended formulation and the multi-follower formulation have already been
stated in Section 2. For the extended formulation, we only need to replace (7d) with (13),
i.e., we consider the problem

Φ(x) = max
y,z,θ

n∑

i=1

diyi − Γdθ −
n∑

i=1

zi (14a)

s.t. zi + θ ≥ ∆diyi, i ∈ [n], (14b)
By ≤ b, (14c)
yi ≤ ui(1− xi), i ∈ [n], (14d)
(z, θ) ≥ 0, y ∈ Y. (14e)

For the multi-follower approach, we need to replace the feasible set in (10) with (13). Due to
Assumption 5, ui = 1 is a trivially valid upper bound for all i ∈ [n]. For ` ∈ {Γd, . . . , ny + 1},
we thus consider the sub-problem

Φ`(x) = −Γd∆d` + max
y

{
d̃(`)>y : By ≤ b, yi ≤ 1− xi, yi ∈ {0, 1}, i ∈ [n]

}
. (15)

Proposition 5. Let x be a feasible decision of the leader. Then, the x-parameterized
problem (15) satisfies the downward monotonicity property. Moreover, let (y, z, θ) be feasible
for the x-parameterized problem (14), and let y′ ∈ Y be such that y′ ≤ y holds. Then, (y′, z, θ)
is feasible for the x-parameterized problem (14) as well.

Due to Proposition 5 and for the ease of presentation, we also say that the extended
formulation (14) satisfies the downward monotonicity property. In what follows, we exploit the
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previous result to introduce penalized formulations for Problems (14) and (15) that are used to
derive valid interdiction cuts. To this end, we omit the interdiction constraints yi ≤ ui(1−xi)
in the problem formulation and instead add the penalty terms −diyixi to the objective
function for all i ∈ [n].

Proposition 6. Let x be a feasible upper-level decision. Then, Problem (14) and the
mixed-integer linear problem

Φ(x) = max
y,z,θ

n∑

i=1

diyi(1− xi)− Γdθ −
n∑

i=1

zi (16a)

s.t. zi + θ ≥ ∆diyi, i ∈ [n], (16b)
By ≤ b, (16c)
yi ≤ ui, i ∈ [n], (16d)
(z, θ) ≥ 0, y ∈ Y (16e)

admit the same optimal value.

For the multi-follower-based approach, we obtain the following similar result.

Proposition 7. Let x be a feasible upper-level decision and let ` ∈ {Γd, . . . , n + 1} be
arbitrary but fixed. Then, Problem (15) and the problem

Φ`(x) = −Γd∆d` + max
y∈Y

{
n∑

i=1

d̃(`)iyi(1− xi)
}

(17)

with
Y = {y ∈ {0, 1}n : By ≤ b}

admit the same optimal value.

The feasible set of Problem (16) and of each sub-problem (17) is independent from the
leader’s decision. Moreover, the objective functions are linear for fixed x. Thus, an optimal
solution is attained at a vertex of the convex hull of the respective feasible set. We set

Ψ = {(y, z, θ) ∈ Y × Rn × R : (y, z, θ) satisfy (16b)–(16e)} .
In what follows, we use Ψ̂ and Ŷ to denote the set containing the finite number of vertices of
the convex hull of Ψ and Y , respectively. Further, let (x, η) be feasible for Problem (2) with
the lower-level optimal-value function (3). Due to Proposition 6, we have

η ≥ Φ(x) ≥
n∑

i=1

diŷi(1− xi)− Γdθ̂ −
n∑

i=1

ẑi

for arbitrary but fixed (ŷ, ẑ, θ̂) ∈ Ψ̂. Consequently, the interdiction cuts

η ≥
n∑

i=1

diŷi(1− xi)− Γdθ̂ −
n∑

i=1

ẑi for all
(
ŷ, ẑ, θ̂

)
∈ Ψ̂ (18)

are valid for Problem (2). To derive valid cuts for the multi-follower-based approach, we do
the following. Under Assumptions 5 and 6, we have

η ≥ Φ(x) = max
`∈{Γd,...,n+1}

Φ`(x)

≥ Φ`(x) = −Γd∆d` + max
y∈Ŷ

{
n∑

i=1

d̃(`)iyi(1− xi)
}

≥ −Γd∆d` +

n∑

i=1

d̃(`)iŷi(1− xi)
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for arbitrary but fixed ŷ ∈ Ŷ and for all ` ∈ {Γd, . . . , n + 1}. The first equality follows
from (12) and the second one holds due to Proposition 7. As a result, the cuts

η ≥ −Γd∆d` +

n∑

i=1

d̃(`)iyi(1− xi) for all ŷ ∈ Ŷ, ` ∈ {Γd, . . . , n+ 1} (19)

are valid for Problem (2). In particular, we may obtain different valid cuts for
each ` ∈ {Γd, . . . , n+ 1}. Finally, we exploit the previous results to equivalently refor-
mulate the interdiction problem with a Γd-robust follower facing uncertain objective function
coefficients.

Theorem 2. Problem (2) with the lower-level optimal-value function (3) can be equivalently
reformulated by replacing Constraint (2c) with (18). Under Assumptions 5 and 6, an
equivalent reformulation can be obtained by replacing Constraint (2c) with (19).

3.2. Cut Strengthening and Enhanced Formulations. In this section, we provide
enhancements and techniques to strengthen the cuts proposed in the previous section. First,
we introduce the notion of maximal packings.

Definition 1. A follower’s decision (ŷ, ẑ, θ̂) ∈ Ψ̂ is a maximal packing w.r.t. the extended
formulation (16) if there is no (y′, ẑ, θ̂) ∈ Ψ̂ \ {ŷ} such that ŷ ≤ y′ holds.

We exploit this notion to avoid the generation of unnecessary cuts.

Proposition 8. Let (ŷ, ẑ, θ̂) ∈ Ψ̂ be a non-maximal packing for Problem (16) and
let (y′, ẑ, θ̂) ∈ Ψ̂ \ {ŷ} be chosen such that ŷ ≤ y′ holds. Then, the interdiction cut (18)
associated with (ŷ, ẑ, θ̂) is dominated by the interdiction cut associated with (y′, ẑ, θ̂).

Here and in what follows, domination between two cuts is understood in the sense that
the feasible set induced by the dominating cut is contained in the feasible set induced by the
dominated one. Due to the previous result, it is sufficient to only consider the interdiction
cuts that correspond to maximal packings of the follower.

Definition 2. A follower’s decision ŷ ∈ Ŷ is a maximal packing w.r.t. the multi-follower
formulation (17) if there is no y′ ∈ Ŷ \ {ŷ} such that ŷ ≤ y′ holds.

Note that there is no need to specify ` ∈ {Γd, . . . , n + 1} in the previous definition
since, in each sub-problem, we consider the same set Ŷ , which is independent from `. To
obtain a dominance result for interdiction cuts associated with maximal packings in the
multi-follower setting, we need to further study the properties of the modified objective
function coefficients d̃(`) for each ` ∈ {Γd, . . . , n + 1}. Note that the modified objective
function coefficients can be non-positive for certain items in some follower sub-problems.
If d̃(`)i ≤ 0 holds for all ` ∈ {Γd, . . . , n+ 1}, the ith item will not be chosen in any of the
follower sub-problems. Thus, the leader does not need to spend interdiction resources on
the ith item and xi = yi = 0 can be fixed. This is equivalent to completely omitting the ith
item in the problem formulation. However, if there is an item i ∈ [n] with non-positive
modified objective function coefficients only for some follower sub-problems, i.e., d̃(k)i ≤ 0

for all k ∈ S ⊂ {Γd, . . . , n + 1} and d̃(l)i > 0 for all l ∈ {Γd, . . . , n+ 1} \ S, the ith item
might be part of an optimal solution. Therefore, we introduce the following notation. For
each ` ∈ {Γd, . . . , n+ 1}, we define the set

D`
+ := {i ∈ [n] : d̃(`)i > 0}.

Proposition 9. The interdiction cuts (19) can be replaced with

η ≥ −Γd∆d` +
∑

i∈D`
+

d̃(`)iŷi(1− xi) for all ŷ ∈ Ŷ, ` ∈ {Γd, . . . , n+ 1}. (20)

In particular, the cuts (20) dominate the basic interdiction cuts (19).
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With the previous considerations, we can finally state a dominance result for interdiction
cuts associated with maximal packings in the multi-follower setting.

Proposition 10. Let ŷ ∈ Ŷ be a non-maximal packing for Problem (17) and let y′ ∈ Ŷ \ {ŷ}
be such that ŷ ≤ y′ holds. Then, the interdiction cuts (20) associated with ŷ are dominated
by the interdiction cuts associated with y′.

Note that the previous result is not valid for the basic interdiction cuts as stated in (19)
since, in general, d̃(`)iŷi(1− xi) ≤ d̃(`)iy

′
i(1− xi) does not hold for all i /∈ D`

+. Moreover, we
would like to mention that we also considered maximal packings for the leader. However,
preliminary computational tests revealed that this does not improve the performance of
the overall solution method. Thus, we decided to refrain from using this ingredient in our
computational study in Section 4. However, we exploit dominance properties among items
to obtain further enhancements. First, we introduce additional inequalities regarding the
leader’s decision x. In what follows, A·i denotes the ith column of A.

Theorem 3. For all s, t ∈ [n], s 6= t, chosen such that A·s > A·t, B·s ≤ B·t, us ≥ ut,
ds ≥ dt, and ds −∆ds ≥ dt −∆dt, the dominance inequality

xt ≤ xs (21)

is satisfied in at least one optimal solution of Problem (2) with the lower-level optimal-value
function (3).

Proof. Let (x∗, η∗) be an optimal solution of Problem (2) with the lower-level optimal-
value function (3). Without loss of generality, suppose that there are exactly two distinct
items s, t ∈ [n] that satisfy the requirements of the theorem but for which the dominance
inequality (21) does not hold, i.e., x∗s = 0 and x∗t = 1. Otherwise, we repeat the following
procedure as long as there are still items left that satisfy the requirements but violate the
corresponding dominance inequality. The idea is to construct an optimal leader’s decision
that satisfies the dominance inequality. To this end, we set

x′i =





x∗i , i ∈ [n] \ {s, t},
1, i = s,

0, i = t.

By construction, x′ is feasible for Problem (2) with the lower-level optimal-value function (3)
and satisfies the dominance inequality associated with s and t. Without loss of generality,
we show that x′ is also an optimal solution of Problem (2) using the extended formulation.
Let (y′, z′, θ′) be an optimal solution of Problem (14) for x′, i.e., we have y′s = 0. More-
over, z′i = max{∆diy′i − θ′, 0} holds for all i ∈ [n] due to Constraints (14b), (14e), and the
objective function. If y′t = 0 holds, (y′, z′, θ′) is also a feasible follower’s decision for x∗ and
we obtain

Φ(x′) =

n∑

i=1

diy
′
i − Γdθ

′ −
n∑

i=1

z′i ≤ Φ(x∗).

If y′t ≥ 1 holds, we consider the alternative follower’s decision (ŷ, ẑ, θ′) with

ŷi =





y′i, i ∈ [n] \ {s, t},
y′t, i = s,

0, i = t,

and

ẑi =





z′i, i ∈ [n] \ {s, t},
max{∆dsy′t − θ′, 0}, i = s,

0, i = t.
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By construction, (ŷ, ẑ, θ′) is feasible for Problem (14) given the leader’s decision x∗ and we
obtain

Φ(x′) =

n∑

i=1

diy
′
i − Γdθ

′ −
n∑

i=1

z′i

= ds y′s︸︷︷︸
=0

+dty
′
t +

∑

i∈[n]\{s,t}
di y′i︸︷︷︸

=ŷi

−Γdθ
′ − z′s︸︷︷︸

=0

−z′t −
∑

i∈[n]\{s,t}
z′i︸︷︷︸

=ẑi

= dty
′
t +

∑

i∈[n]\{s,t}
diŷi − Γdθ

′ −max{∆dty′t − θ′, 0} −
∑

i∈[n]\{s,t}
ẑi

=
∑

i∈[n]\{s,t}
diŷi − Γdθ

′ + min{(dt −∆dt)y
′
t + θ′, dty

′
t} −

∑

i∈[n]\{s,t}
ẑi

≤
∑

i∈[n]\{s,t}
diŷi − Γdθ

′ + min{(ds −∆ds)ŷs + θ′, dsŷs} −
∑

i∈[n]\{s,t}
ẑi

= dsŷs + dt ŷt︸︷︷︸
=0

+
∑

i∈[n]\{s,t}
diŷi − Γdθ −max{∆dsŷs − θ′, 0} − ẑt︸︷︷︸

=0

−
∑

i∈[n]\{s,t}
ẑi

=
n∑

i=1

diŷi − Γdθ
′ −

n∑

i=1

ẑi

≤ Φ(x∗).

Hence, the alternative leader’s decision x′ is optimal for Problem (2) with the lower-level
optimal-value function (3) and satisfies the dominance inequality associated with s and t.
This concludes the proof. �

Note that, in the case of only binary follower’s variables, the requirement us ≥ ut in the
previous theorem is trivially satisfied since ui = 1 for all i ∈ [n] is a valid upper bound.
Further note that the requirement A·s > A·t can be relaxed to A·s ≥ A·t if the matrix A has
only non-negative entries.

In the remainder of this section, we provide lifted cuts that dominate their respective
basic counterparts stated in (18) and (20). We start by lifting the basic interdiction cuts
corresponding to the extended formulation.

Theorem 4. For any arbitrary but fixed (ŷ, ẑ, θ̂) ∈ Ψ̂, let K ∈ [n], Sa = {a1, . . . , aK} ⊂ [n],
and Sb = {b1, . . . , bK} ⊂ [n] be such that Sa ∩ Sb = ∅, ŷak ≥ 1, ŷbk = 0, B·ak ≥ B·bk ,
uak ≤ ubk , ∆dak < ∆dbk , and dak −∆dak < dbk −∆dbk for all k ∈ [K]. Then, the following
lifted interdiction cut is valid for Problem (2) with the lower-level optimal-value function (3):

η ≥
n∑

i=1

diŷi(1− xi) +
K∑

k=1

((dbk −∆dbk)− (dak −∆dak)) ŷak(1− xbk)− Γdθ̂ −
n∑

i=1

ẑi. (22)

Proof. Let (x, η) be a feasible leader’s decision for Problem (2) with the lower-level optimal-
value function (3). If xbk = 1 holds for all k ∈ [K], we obtain the basic interdiction cut
as stated in (18), which is satisfied by x. Otherwise, we define K := {k ∈ [K] : xbk = 0}
and consider an alternative follower’s decision (y′, z′, θ̂), which is obtained as follows. For
all k ∈ K, we set y′ak = 0, y′bk = ŷak as well as z′ak = 0 and z′bk = max{∆dbk ŷak − θ̂, 0}. We
further define K̄ := [n] \ {ak, bk : k ∈ K} and set y′i = ŷi as well as z′i = ẑi for all i ∈ K̄.
By construction, we have (y′, z′, θ̂) ∈ Ψ. Since the interdiction cuts (18) are not only valid
for vertices contained in the set Ψ̂ but also for any lower-level feasible point, the leader’s
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decision x also satisfies the basic interdiction cut associated with (y′, z′, θ̂), i.e.,

η ≥
n∑

i=1

diy
′
i(1− xi)− Γdθ̂ −

n∑

i=1

z′i

=
∑

i∈K̄
di y′i︸︷︷︸

=ŷi

(1− xi) +
∑

k∈K
(dak y

′
ak︸︷︷︸

=0

(1− xak) + dbk y′bk︸︷︷︸
=ŷak

(1− xbk)︸ ︷︷ ︸
=1

)

− Γdθ̂ −
∑

i∈K̄
z′i︸︷︷︸

=ẑi

−
∑

k∈K
( z′ak︸︷︷︸

=0

+z′bk)

=
∑

i∈K̄
diŷi(1− xi)− Γdθ̂ −

∑

i∈K̄
ẑi +

∑

k∈K

(
dbk ŷak −max{∆dbk ŷak − θ̂, 0}

)
.

(23)

In particular, we have ẑak = max{∆dak ŷak − θ̂, 0} and ẑbk = 0 for all k ∈ [K]. Hence, we
can re-write Inequality (22) as

η ≥
n∑

i=1

diŷi(1− xi) +
K∑

k=1

((dbk −∆dbk)− (dak −∆dak)) ŷak(1− xbk)− Γdθ̂ −
n∑

i=1

ẑi

=
∑

i∈K̄
diŷi(1− xi) +

∑

k∈K
(dak ŷak(1− xak) + dbk ŷbk︸︷︷︸

=0

(1− xbk))

+
∑

k∈K
((dbk −∆dbk)− (dak −∆dak))ŷak(1− xbk︸︷︷︸

=0

)

+
∑

k∈[K]\K
((dbk −∆dbk)− (dak −∆dak))ŷak(1− xbk︸︷︷︸

=1

)− Γdθ̂

−
∑

i∈K̄
ẑi −

∑

k∈K
(ẑak + ẑbk︸︷︷︸

=0

)

=
∑

i∈K̄
diŷi(1− xi)− Γdθ̂ −

∑

i∈K̄
ẑi +

∑

k∈K

(
dak ŷak(1− xak)

+ ((dbk −∆dbk)− (dak −∆dak)) ŷak −max{∆dak ŷak − θ̂, 0}
)

=
∑

i∈K̄
diŷi(1− xi)− Γdθ̂ +

∑

k∈K

(
dbk ŷak −max{∆dbk ŷak − θ̂, 0}

)

−
∑

k∈K

(
dak ŷakxak + (∆dbk −∆dak)ŷak

+ max{∆dak ŷak − θ̂, 0} −max{∆dbk ŷak − θ̂, 0}
)

(24)

Note that the right-hand side of (24) corresponds to the right-hand side of (23) with the
additional term ∑

k∈K

(
dak ŷakxak + (∆dbk −∆dak)ŷak

+ max{∆dak ŷak − θ̂, 0} −max{∆dbk ŷak − θ̂, 0}
) (25)

subtracted. We now show that the latter term is non-negative. For all k ∈ K, we have

max{∆dak ŷak − θ̂, 0} −max{∆dbk ŷak − θ̂, 0}

=





(∆dak −∆dbk)ŷak , ∆dbk ŷak ≥ ∆dak ŷak ≥ θ̂,
−∆dbk ŷak + θ̂, ∆dbk ŷak ≥ θ̂ ≥ ∆dak ŷak ,

0, θ̂ ≥ ∆dbk ŷak ≥ ∆dak ŷak ,
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and we consequently obtain

dak ŷakxak + (∆dbk −∆dak) ŷak + max{∆dak ŷak − θ̂, 0} −max{∆dbk ŷak − θ̂, 0}

=





dak ŷakxak , ∆dbk ŷak ≥ ∆dak ŷak ≥ θ̂,
dak ŷakxak −∆dak ŷak + θ̂, ∆dbk ŷak ≥ θ̂ ≥ ∆dak ŷak ,

dak ŷakxak + (∆dbk −∆dak)ŷak , θ̂ ≥ ∆dbk ŷak ≥ ∆dak ŷak .

The latter is greater or equal to dak ŷakxak for all k ∈ K. In particular, we have dak ŷakxak = 0
if xak = 0 and dak ŷak > 0, otherwise. To sum up, the term in (25) is non-negative. This
means that feasibility w.r.t. Inequality (23) implies feasibility w.r.t. Inequality (24). Since (23)
is a valid inequality, this concludes the proof. �

In the next theorem, we consider lifted versions for the enhanced interdiction cuts stated
in (20).

Theorem 5. For any arbitrary but fixed ŷ ∈ Ŷ and ` ∈ {Γd, . . . , n + 1}, let K ∈ [n],
S`a = {a1, . . . , aK} ⊂ D`

+, and S`b = {b1, . . . , bK} ⊂ D`
+ be chosen such that S`a ∩ S`b = ∅,

ŷak = 1, ŷbk = 0, B·ak ≥ B·bk , and d̃(`)ak < d̃(`)bk hold for all k ∈ [K]. Under Assumptions 5
and 6, the lifted interdiction cut

η ≥ −Γd∆d` +
∑

i∈D`
+

d̃(`)iŷi(1− xi) +

K∑

k=1

(d̃(`)bk − d̃(`)ak)(1− xbk) (26)

is valid for Problem (2) with the lower-level optimal-value function (3).

Proof. Let (x, η) be a feasible leader’s decision for Problem (2) with the lower-level optimal-
value function (3). If xbk = 1 holds for all k ∈ [K], we obtain the enhanced interdiction cut
as stated in (20), which is satisfied by x. Otherwise, let us define K := {k ∈ [K] : xbk = 0}
as well as K̄ := D`

+ \ {ak, bk : k ∈ K} and consider the alternative decision of the follower
given by

y′i =





ŷi, i ∈ K̄,
1, i ∈ {bk : k ∈ K},
0, i ∈ {ak : k ∈ K}.

By construction, we have y′ ∈ Y . Since the interdiction cuts (20) are not only valid for vertices
contained in the set Ŷ but also for any lower-level feasible point, the leader’s decision x
satisfies the basic interdiction cut associated with y′ and `, i.e.,

η ≥− Γd∆d` +
∑

i∈D`
+

d̃(`)iy
′
i(1− xi)

= − Γd∆d` +
∑

i∈K̄
d̃(`)i y′i︸︷︷︸

=ŷi

(1− xi)

+
∑

k∈K

(
d̃(`)ak y

′
ak︸︷︷︸

=0

(1− xak) + d̃(`)bk y
′
bk

(1− xbk)
︸ ︷︷ ︸

=1

)

= − Γd∆d` +
∑

i∈K̄
d̃(`)iŷi(1− xi) +

∑

k∈K
d̃(`)bk .

(27)
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Further, we can re-write Inequality (26) as

η ≥− Γd∆d` +
∑

i∈D`
+

d̃(`)iŷi(1− xi) +
K∑

k=1

(d̃(`)bk − d̃(`)ak)(1− xbk)

= − Γd∆d` +
∑

i∈K̄
d̃(`)iŷi(1− xi) +

∑

k∈K
d̃(`)ak ŷak︸︷︷︸

=1

(1− xak)

+
∑

k∈K
d̃(`)bk ŷbk︸︷︷︸

=0

(1− xbk) +
K∑

k=1

(d̃(`)bk − d̃(`)ak)(1− xbk)

= − Γd∆d` +
∑

i∈K̄
d̃(`)iŷi(1− xi) +

∑

k∈K
d̃(`)ak(1− xak)

+
∑

k∈K
(d̃(`)bk − d̃(`)ak) (1− xbk)︸ ︷︷ ︸

=1

+
∑

k∈[K]\K
(d̃(`)bk − d̃(`)ak) (1− xbk)︸ ︷︷ ︸

=0

= − Γd∆d` +
∑

i∈K̄
d̃(`)iŷi(1− xi) +

∑

k∈K
d̃(`)ak(1− xak)

+
∑

k∈K

(
d̃(`)bk − d̃(`)ak

)

= − Γd∆d` +
∑

i∈K̄
d̃(`)iŷi(1− xi) +

∑

k∈K
d̃(`)bk −

∑

k∈K
d̃(`)akxak .

(28)

Note that the right-hand side of (28) corresponds to the right-hand side of (27) with the
additional term ∑

k∈K
d̃(`)akxak ≥ 0

subtracted. Here, we have d̃(`)akxak = 0 if xak = 0 and d̃(`)akxak > 0, otherwise. Hence,
feasibility w.r.t. Inequality (27) implies feasibility w.r.t. Inequality (28). Since (27) is a valid
inequality, this concludes the proof. �

Let us point out that the items in the sets Sa and Sb (or S`a and S`b in the multi-follower
case) can be paired in different ways. This might yield different lifted cuts. To this end,
we consider the following separation procedure. For an item a that is a candidate to
enter the set Sa or S`a, i.e., ŷa ≥ 1 holds, we select its counterpart b among all items that
satisfy the requirements with maximum value of ((db −∆db)− (da −∆da))ŷak(1− xb) and
(d̃(`)b − d̃(`)a)(1− xb) for the extended formulation and the multi-follower-based approach,
respectively. If such a pair (a, b) exists, items a and b are inserted into the sets Sa and Sb
(or S`a and S`b in the multi-follower case) and then removed from any further consideration.

3.3. Problems with an Uncertain Lower-Level Constraint. To conclude this section,
we briefly address uncertainties that only arise in a single packing-type constraint of the
follower as stated around (5) and (6). For the validity of the proposed cuts, we need to
impose the following.

Assumption 11. The uncertain lower-level constraint does not contain terms depending on
the leader’s decision, i.e., v = 0.

Assumption 12. All constraint coefficients of the uncertain lower-level constraint are
non-negative, i.e., wi ≥ 0 holds for all i ∈ [n].

Assumption 11 is an analog of Assumption 8 stating that the leader’s variables x are
linked to the lower-level problem only via the interdiction constraints yi ≤ ui(1 − xi).
Assumption 12 ensures that the Γw-robust lower-level problems (8) and (11) satisfy the
downward monotonicity property. Both assumptions are necessary to exploit a penalized
formulation of the Γw-robust follower’s problem to derive valid cuts as it is done in the case
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of uncertain objective function coefficients. Again, we remove interdiction constraints and
add penalty terms −diyixi to the objective function for all i ∈ [n]. Hence, we consider the
same deterministic objective function

n∑

i=1

diyi(1− xi)

in the extended formulation as well as in the multi-follower formulation. In particular, the
objective function is linear for a fixed leader’s decision x. However, the description of the
resulting feasible set differs for both approaches. For the extended formulation, we maximize
over the feasible set of the penalized follower’s problem projected onto the y-space, which is
given by

Θ = {y ∈ Y : ∃ z, θ ≥ 0 such that (8b) and (8c) are satisfied} .
The feasible set Θ is independent from the leader’s decision. Hence, an optimal solution
of the Γw-robust follower’s problem is attained at a vertex of the convex hull of Θ. We
denote Θ̂ as the set containing the finite number of vertices of the convex hull of Θ. Then,
the interdiction cuts

η ≥
n∑

i=1

diŷi(1− xi) for all ŷ ∈ Θ̂ (29)

are valid for Problem (2) and can equivalently replace Constraint (2c). Under Assumptions 5
and 6, when considering the multi-follower approach, we maximize over the `-dependent
feasible sets {

y ∈ {0, 1}n : Γw∆w` +
n∑

i=1

w̃(`)iyi ≤ C
}
,

which may differ in each follower sub-problem. However, it is easy to see that an optimal
solution needs to be contained in the union of all `-dependent sets. Let Y ′ be the set
containing the finite number of vertices of the convex hull of the union of all `-dependent
sets. Then, we obtain the interdiction cuts for the multi-follower case by replacing ŷ ∈ Θ̂
with ŷ ∈ Y ′ in (29), which can equivalently replace Constraint (2c) in Problem (2).

4. Computational Results

We now provide detailed numerical results for the proposed methods to solve interdiction
problems with a monotone Γ-robust follower. Our solution approaches are implemented in
Python 3.6.9 and Gurobi 9.1.2 is used to solve all arising optimization problems. 1 To add the
interdiction cuts described in the previous sections, we use Gurobi’s lazy constraint callbacks,
which requires to set the parameter LazyConstraints to 1. All other parameters have been left
at their default settings. The tests have been realized on an Intel XEON SP 6126 at 2.6 GHz
(6 cores) with 32 GB RAM, which is part of the high performance cluster “Elwetritsch” at
TU Kaiserslautern within the “Alliance of High Performance Computing Rheinland-Pfalz”
(AHRP).2 For each test run, we set the time limit to 1 h. We refer to the branch-and-cut
method that exploits the multi-follower approach as MF and to the one that is based on
the extended formulation as Ext. In Section 3.2, we have discussed several enhancements to
improve the performance of MF and Ext, which we assess in the following. The aim is to
determine a “winner setting” for MF and Ext and to compare both approaches. For the ease
of presentation, we focus on the bilevel knapsack interdiction problem as a typical example
of an interdiction problem with a monotone follower. Moreover, we only discuss the results
for problems with uncertainties regarding the objective function coefficients.

Before we start, let us also comment on that there is no other tailored method in the
literature that solves bilevel knapsack interdiction problems using a Γ-robust treatment of
uncertainties. Hence, there are no alternative methods that we could compare with. However,

1The code for the approaches presented in this paper is publicly available at https://github.com/
YasmineBeck/gamma-robust-knapsack-interdiction-solver.

2We kindly acknowledge the support of RHRK (https://rz.rptu.de/en/).
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using the extended formulation, one could transform the Γ-robust interdiction problem into
a standard mixed-integer linear bilevel problem. The latter can, in general, be solved with
the MibS solver (Tahernejad, Ralphs, and DeNegre 2020) and the general branch-and-cut
solver presented in Fischetti, Ljubić, et al. (2017). We tested both solvers for 40 robustified
knapsack instances with 35 items; see below for more details on our test set. MibS is not able
to solve any of these instances—although 35 items belong to the smallest class of instances
in our test set. The smallest optimality gap we get is 105 %. The other solver solved 2 out
of 40 instances. The runtimes are 1797.27 s and 3188.13 s, which is more than a factor of
360 or 635 longer than our tailored methods take. Consequently, we omit a more detailed
comparison with these general-purpose bilevel solvers.

4.1. Generation of Knapsack Test Instances. To test our solution approaches, we
consider the bilevel knapsack interdiction problem that has been considered in Caprara et al.
(2016) and which is formally stated as

min
x∈{0,1}n

p>y

s.t. v>x ≤ B,
y ∈ arg max

y′∈{0,1}n

{
p>y′ : w>y′ ≤ C, y′i ≤ 1− xi, i ∈ [n]

}

with B,C ∈ Z+, and p, v, w ∈ Zn+. In particular, the bilevel knapsack interdiction problem is
a prominent example for an interdiction problem with a monotone follower. The motivation
for us to focus on this type of problem is the following. Classic knapsack problems belong to
the most intensively studied discrete optimization problems, which is due to their relevance
in many real-world applications, e.g., in the field of economics. In particular, the bilevel
knapsack interdiction problem naturally extends the classic knapsack problem such as to
capture competitive situations; see, e.g., DeNegre (2011) for a specific application in corporate
strategy. Moreover, the knapsack interdiction problem is commonly used as a benchmark
for testing bilevel optimization solvers; see, e.g., DeNegre and Ralphs (2009) and Tang
et al. (2016). In its deterministic variant, the knapsack interdiction problem has been
studied, e.g., in Caprara et al. (2013, 2016), Della Croce and Scatamacchia (2020), DeNegre
(2011), Fischetti, Ljubić, et al. (2019), Fischetti, Monaci, et al. (2018), Shi et al. (2020),
and Tang et al. (2016). For our computational study, we generate deterministic knapsack
interdiction instances according to Martello et al. (1999), which we adapt to account for
a Γ-robust follower. Before we comment on the uncertainty parameterizations that we
consider, let us briefly describe the generation of the knapsack instances. The profits pi and
the follower’s weights wi take uncorrelated integer values from the interval [0, 100]. For
each instance size n ∈ {35, 40, 45, 50, 55, . . . , 100}, 10 instances have been generated. The
follower’s knapsack capacity C is set to d(N/11)

∑n
i=1 wie, where N ∈ {1, . . . , 10} is used

to identify the instance number. The leader’s weights vi and the interdiction budget B are
uniformly random integers from the intervals [0, 100] and [C − 10, C + 10]. Let us point
out that the deterministic knapsack instances with size n ∈ {35, 40, . . . , 55} are taken from
Caprara et al. (2016). All other instances have not yet been studied in the literature and
are newly generated. To study the effects of a Γ-robust follower, we consider four different
uncertainty parameterizations. We assume that the deviations take either 10 % or 25 % of
the nominal value. The parameter Γ is set to either 10 % or 50 % of the instance size n. In
the case of a fractional value for Γ, we then consider the closest integer. Hence, our test set
contains 560 robustified knapsack instances. Finally, let us mention that we do not consider
any instances with more than 100 items because even the most advanced variants of the
presented approaches cannot solve all of the 560 robustified knapsack instances described
above within a reasonable amount of time.

4.2. Lifted Cuts and Dominance Inequalities. We now assess the influence of lifted
cuts and dominance inequalities on the overall performance of the solution method. To this
end, we consider the following four settings.
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Figure 1. Log-scaled ECDF plots of the runtimes (in s) (top) and the
number of branch-and-bound nodes (bottom) for Ext (left) and MF (right)
using lifted cuts and/or dominance inequalities.

MF/Ext: The basic setting in which only basic interdiction cuts are added without any
further enhancements.

MF-D/Ext-D: The basic setting with the addition of dominance inequalities (21)
regarding the leader’s decision.

MF-L/Ext-L: The basic setting but instead of considering basic interdiction cuts, we
add lifted interdiction cuts.

MF-LD/Ext-LD: Like MF-L or Ext-L but with the addition of dominance inequali-
ties (21).

As a default for MF, we consider the cut separation strategy in which all violated (lifted)
interdiction cuts are added to the problem formulation. Figure 1 shows the empirical
cumulative distribution functions (ECDFs) w.r.t. the runtimes and the number of branch-and-
bound nodes of the four settings. The ECDFs can be interpreted as the percentage of instances
(y-axis) that can be solved within a certain amount of time and/or after investigating a
certain number of branch-and-bound nodes (log-scaled x-axis). Note that, to have a fair
comparison, we exclude 29 instances that none of the considered variants can solve within
the time limit. Moreover, we exclude 19 instances that every variant can solve within 5 s
to avoid drawing erroneous conclusions because of low runtimes. Hence, we consider a
total of 512 instances at this point. While lifted interdiction cuts only slightly improve the
performance of MF and Ext, the use of dominance inequalities significantly enhances the
performance of both approaches. The combination of lifted cuts and dominance inequalities
yields only minor further improvement compared to MF-D and Ext-D. Nevertheless, MF-LD
and Ext-LD dominate all other settings of the respective solution approach. This observation
is also underlined by the results in Table 1. In what follows, we thus hold on to the variants
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Table 1. Mean and median runtimes (in s), mean and median number of
branch-and-bound nodes as well as the number of solved instances for the
variants with lifted cuts and/or dominance inequalities.

runtimes node count

mean median mean median solved

Ext 1863.94 1507.90 689196.96 574953.50 268
Ext-D 583.12 53.52 108588.91 10254.50 473
Ext-L 1337.09 188.62 435544.75 168709.50 353
Ext-LD 260.25 21.86 46412.61 5593.50 510

MF 1933.78 2147.53 106190.09 87702.00 265
MF-D 1018.79 100.61 26374.73 3197.50 410
MF-L 1482.54 510.86 69689.89 36435.00 344
MF-LD 573.54 62.09 15212.53 1771.00 476

with additional dominance inequalities and lifted interdiction cuts as our “winner setting” for
both approaches.

4.3. The Benefits of Maximal Packings. We consider maximal packings of the follower
to avoid the generation of unnecessary interdiction cuts. This is achieved in the following
manner. We determine a feasible follower’s decision y for the current x by either solving the
follower’s extended formulation (14) or the sub-problems (15). In the next step, we complete
the follower’s decision to a maximal packing in a greedy-like fashion. To this end, we order
the indices of the follower’s variables according to non-increasing profit-to-weight ratio and
then gradually add items that still fit into the follower’s knapsack. When considering the
extended formulation, however, we need to further check if the follower’s decision (y, z, θ)
satisfies θ ≥ ∆pi. This requirement is necessary to ensure the feasibility of the maximal
packing w.r.t. the constraints zi + θ ≥ ∆piyi for all i ∈ [n]. Finally, we generate and add
only the interdiction cut that corresponds to the follower’s maximal packing.

To assess the influence of maximal packings, we adopt the parameterizations of our
previous “winner settings” MF-LD and Ext-LD with the difference that we now only add
cuts corresponding to maximal packings of the follower. We refer to these settings as
MF-LD-Max and Ext-LD-Max. Again, for a fair comparison, we exclude 21 instances that
none of the variants can solve within the time limit and 90 instances that every variant can
solve within 5 s so that we consider a total of 449 instances here. Based on Figure 2, it can
be seen that adding only the interdiction cuts corresponding to maximal packings of the
follower improves the performance of the overall solution method for both approaches. In
particular, this holds true for the easier instances, which is also underlined by the number of
solved problems presented in Table 2. Table 2 further shows considerably smaller mean and
median runtimes for MF-LD-Max and Ext-LD-Max compared to their counterparts without
maximal packings. Also the mean and median number of branch-and-bound nodes visited is
significantly smaller in both settings when maximal packings of the follower are considered.
To sum up, the observations drawn from Figure 2 and Table 2 clearly suggest that MF-LD-Max
and Ext-LD-Max are the “winner settings” among the considered variants.

As mentioned in Section 3.2, we also considered leader’s maximal packings. However,
preliminary computational results revealed that maximal packings for the leader interfere
with Gurobi’s integrated branching rules and node selection, which is why we decided to
refrain from this ingredient.

4.4. The Impact of Warmstarting. In our computational study, we also investigated how
warmstarting the proposed methods may affect their performance. To this end, we considered
two options—a heuristic similar to the one presented in Fischetti, Ljubić, et al. (2019) and
solving the nominal knapsack interdiction problem—to determine an initial feasible (and
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Figure 2. Log-scaled ECDF plots of the runtimes (in s) (top) and the
number of branch-and-bound nodes (bottom) for Ext (left) and MF (right)
considering maximal packings of the follower.

Table 2. Mean and median runtimes (in s), mean and median number of
branch-and-bound nodes as well as the number of solved instances for the
variants with and without maximal packings of the follower.

runtimes node count

mean median mean median solved

Ext-LD 360.70 37.71 61901.68 12293.00 439
Ext-LD-Max 252.71 15.32 41166.66 5253.00 448

MF-LD 718.13 94.62 18089.67 2789.00 405
MF-LD-Max 616.47 37.65 15079.47 1373.00 406

potentially good) decision of the leader for Problem (P0). The pair (x, η) that we obtain
using any of the two options is then provided to Gurobi as MIP start.

The computational results obtained for both settings revealed that warmstarting the
methods has no significant impact on their performance, neither for MF nor for Ext. This
is why we omit the details on the runtimes and the number of branch-and-bound nodes
here. As per default, both methods are warmstarted using the heuristic in all subsequent
considerations.

4.5. Comparison of Different Cut Separation Strategies and the Potential of
Parallelization. We further evaluate enhancement techniques that exploit the special
structure of the multi-follower formulation. Due to the fact that the overall problem
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can be considered as a single-leader-multi-follower problem with independent followers,
we can make use of parallelization as briefly mentioned in Section 2. In this context,
we can further consider different cut separation strategies instead of adding all violated
interdiction cuts in each iteration of the algorithm. This way, the number of cuts added
to the problem formulation can be reduced, which might speed up the overall solution
method. We adopt the parameterizations of the previous “winner setting”, i.e., we consider
the multi-follower formulation with lifted cuts corresponding to maximal packings of the
follower, dominance inequalities regarding the leader’s decision, and heuristic warmstarts.
For notational convenience, we omit MF-LD-Max as a prefix for the considered variants when
we focus on the following cut separation strategies.

All-In: The default setting in which all interdiction cuts that are violated by the current
leader’s decision are added to the problem formulation.

Most-Violated: A single cut is added corresponding to the interdiction inequality (20)
that is maximally violated by the current leader’s decision.

Sorting: In Álvarez-Miranda, Fernández, et al. (2015), the authors propose a learning
mechanism to identify the sub-problems that produce potentially good cuts. This is
done by taking the information of previous iterations into account. We adapt the
proposed strategy to our setting such that a single potentially good cut is added in
each iteration.

First-In: We iterate over ` ∈ {Γ, . . . , n+1}, add the first interdiction cut that is violated
by the current leader’s decision, and then break the loop.

Random: Among the violated interdiction cuts, we randomly choose a single cut and
add it to the problem formulation.

To assess the potential of parallelization, we consider so-called idealized runtimes, which
reflect the overall runtime of the solution method provided that there are sufficient capacities
available to solve all sub-problems in parallel. For each instance, the idealized runtimes are
computed after solving the problems sequentially by taking the maximum over the runtime
of each sub-problem.

In Figure 3, we compare the aforementioned cut separation strategies w.r.t. sequential and
idealized runtimes. Note that we exclude 21 instances that none of the considered variants can
solve within the time limit and 43 instances that every variant can solve within 5 s. Hence, we
consider a total of 496 instances here. It can be seen that the first insertion strategy First-In
harms the performance of the solution method for both sequential and idealized runtimes
as a benchmark. The last observation is also reflected by the results on the number of
branch-and-bound nodes presented in Figure 4 (left). A possible reason for this might be the
following. By adding the first violated interdiction cut, later follower sub-problems that might
produce stronger cuts are neglected. In particular, it is possible that the cut corresponding
to the same follower sub-problem is added in each iteration of the algorithm. To overcome
this situation, we consider Random as a modification of First-In. Based on Figure 3, it can be
observed that this variant performs significantly better. In particular, Random outperforms
all other cut separation strategies w.r.t. sequential runtimes. The potential reasons for the
effectiveness of the randomized first insertion strategy are twofold. On the one hand, it
seems beneficial to add a single cut in each iteration of the algorithm; otherwise, as for the
strategy All-In, the leader’s problem can get extremely large w.r.t. the number of constraints.
On the other hand, Random has comparatively low computational costs. For Sorting, it can
be seen that having information from previous iterations does not lead to a better choice
than randomly adding a violated cut. When considering Most-Violated, we need to solve
all sub-problems to determine the most violated interdiction cut, which seems to be rather
expensive. The previous observations are underlined by the results in Table 3, since the
sequential mean and median runtimes for Random are considerably smaller compared to all
other cut separation strategies. Focusing on idealized runtimes, however, it is noteworthy that
Random is no longer the “winning” cut separation strategy. Based on Figure 3 and Table 3,
Most-Violated dominates the randomized first insertion strategy w.r.t. idealized runtimes.
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Figure 3. Log-scaled ECDF plots of the sequential runtimes (left) and the
idealized runtimes (right) (in s) for different cut separation strategies.

Table 3. Sequential and idealized mean and median runtimes (in s) as well
as the number of solved instances for the variants with different cut separa-
tion strategies.

sequential runtimes idealized runtimes

mean median mean median solved

All-In 543.17 24.85 267.35 6.03 452
Most-Violated 346.88 17.98 37.53 4.35 481
Sorting 245.16 9.19 138.89 5.53 487
First-In 855.10 157.92 466.59 37.68 418
Random 183.52 7.23 156.57 5.61 492

This is to be expected since we can benefit the most from parallelization for Most-Violated,
where we indeed have to solve all of the sub-problems. In particular, the previous observations
suggest that the higher computational costs for solving all sub-problems—especially if this is
done in parallel—can be compensated to some extent by the strength of the added cuts. This
strength is further visualized in Figure 4 (right) and Table 4. Here, to assess the quality of the
added cuts, we consider the runtimes independently of the times spent for the cut generation.
However, it is noteworthy that, apart from the strength of Most-Violated, the results also
suggest that Sorting and Random yield cuts of good quality for the easier instances. Finally,
we further highlight the benefit of adding the most-violated cut by considering the mean and
median number of branch-and-bound nodes presented in Table 4. It can be observed that the
mean and median number of nodes for Most-Violated are significantly smaller than the ones
for almost all of the other cut separation strategies. Only All-In has a considerably smaller
mean number of investigated nodes compared to Most-Violated. However, as stated earlier,
it seems beneficial to add a single cut in each iteration of the algorithm instead of adding
all violated cuts, which is underlined by both the runtime results as well as the number of
solved instances.

To sum up, Most-Violated yields the strongest cuts among the considered variants. More-
over, provided that the necessary capacities are available to solve all sub-problems in parallel,
Most-Violated particularly outperforms all other variants w.r.t. idealized runtimes. Hence, we
consider Most-Violated as our “winning” strategy in the idealized setting. When considering
sequential runtimes, however, the cost of solving all sub-problems cannot be completely
compensated by the strength of the added cuts. Since the overall runtime is our decisive
criterion, we prefer Random in the sequential setting.
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Figure 4. Log-scaled ECDF plots of the number of branch-and-bound
nodes (left) and the runtimes (in s) independent of the times spent for the
cut generation (right) for different cut separation strategies.

Table 4. Mean and median runtimes (in s) independent of the times spent
for the cut generation as well as the mean and median number of branch-
and-bound nodes for the variants with different cut separation strategies.

runtimes node count

mean median mean median

All-In 258.36 5.05 14468.14 670.00
Most-Violated 27.67 2.83 24159.59 351.00
Sorting 104.84 3.26 39044.19 587.50
First-In 342.75 9.72 72248.80 11379.00
Random 113.29 3.16 45086.26 690.50

4.6. Comparison of the Solution Approaches. We now compare the “winning” pa-
rameterizations of the extended formulation and the multi-follower formulation. For the
multi-follower-based approach, we particularly distinguish between the sequential and the
idealized setting. Hence, we consider MF-LD-Max-Random, MF-LD-Max-Most-Violated, and
Ext-LD-Max, which we abbreviate with MF-seq, MF-ideal, and Ext in the following. Again, we
exclude 16 instances that none of the considered variants can solve within the time limit and
137 instances that every variant can solve within 5 s. In total, we thus consider 407 instances.
Figure 5 (left) shows the ECDF plots w.r.t. the runtimes of the three considered variants.
Note that we consider sequential and idealized runtimes for MF-seq and MF-ideal, respectively.
We observe that MF-ideal clearly outperforms the remaining two approaches. This partic-
ularly affirms that the strength of the multi-follower-based approach lies in the possibility
to parallelize the solution of the follower sub-problems. The previous observation is also
underlined by the mean and median runtimes in Table 5. It can be seen that MF-ideal has
significantly smaller mean and median runtimes compared to MF-seq and Ext. Despite being
not as significant as when considering the runtimes, the same qualitative behavior can also be
observed for the results on the number of nodes in Figure 5 (right) and Table 5. If, however,
the capacity is not available to have an idealized parallelization, the multi-follower-based
approach MF-seq still performs slightly better than Ext. Based on Figure 5, MF-seq seems to
have an advantage over Ext on the easier instances. The last observation is also supported by
the results on the mean and median runtimes presented in Table 5. Yet the number of solved
instances suggests that Ext performs slightly better than MF-seq on the harder instances.
Let us emphasize, however, that the amount of instances that can be solved by Ext but not
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Figure 5. Log-scaled ECDF plots of the runtimes (in s) (left) and the
number of branch-and-bound nodes (right) for the “winner settings” of Ext
and MF.

Table 5. Mean and median runtimes (in s), mean and median number of
branch-and-bound nodes as well as the number of solved instances for the
“winner settings” of Ext and MF.

runtimes node count

mean median mean median solved

Ext 324.42 24.16 49818.23 7680.00 401
MF-seq 267.57 10.59 62861.15 2546.00 398
MF-ideal 43.64 5.99 29502.58 1333.00 387

by MF-seq is comparatively small, which is why we consider MF-seq as the overall better
method in the sequential setting.

4.7. The Computational Cost of Robustness. To conclude our computational study,
we address the computational cost of robustness. This expression captures the effect of
robustification, e.g., on the overall runtimes of the solution methods. To evaluate the
computational cost of robustness, we compare the three “winning” approaches MF-seq, MF-
ideal, and Ext for the considered uncertainty parameterizations, which are referred to as (∆, Γ).
Here, ∆ ∈ {10, 25} is used to specify the considered percentage deviations in the objective
function coefficients and Γ ∈ {10, 50} denotes the percentage that the parameter Γ takes of
the instance size. Based on Table 6, it can be seen that the mean and median runtimes to
solve the Γ-robust knapsack interdiction problem increase with increasing values of ∆ and Γ
for Ext. For MF-seq and MF-ideal, however, this does not seem to be the case in principle.
Detailed runtime results for each knapsack instance can further be found in Table 8. For
both the multi-follower approach and the extended formulation, we compare the nominal
runtimes to the mean runtimes obtained from all considered uncertainty parameterizations.
Note that we label the sequential and idealized mean runtimes with the superscripts seq and
ideal, respectively.

To further assess the cost of robustness w.r.t. the runtimes, we measure the relative
performance of the method in the Γ-robust and in the nominal case. Note that we restrict
ourselves to the instances that have been considered in Section 4.6 for a fair comparison, i.e.,
we exclude 16 instances that none of the “winner” settings can solve within the time limit and
137 instances that every variant can solve within 5 s. To measure the relative performance,
we determine the coefficient of runtimes qi = ti,rob/ti,nom for each knapsack instance i. Here,
ti,rob and ti,nom denote the runtimes of the considered solution method for instance i in

182



EXACT METHODS FOR DISCRETE Γ-ROBUST INTERDICTION PROBLEMS 27

Table 6. Mean and median runtimes (in s) for the “winner” settings of Ext
and MF for the uncertainty parameterizations given by (∆, Γ).

uncertainty parameterization

(∆, Γ) = (10,10) (10,50) (25,10) (25,50)

mean Ext 201.93 331.11 234.78 540.96
MF-seq 301.37 234.55 334.64 192.01
MF-ideal 43.63 52.38 43.93 34.94

median Ext 6.34 41.50 10.70 84.54
MF-seq 10.35 10.63 10.44 11.06
MF-ideal 7.66 5.40 7.14 4.86

the Γ-robust and in the nominal case, respectively. In Figure 6, we show box-plots for the
coefficients of runtimes corresponding to MF-seq, MF-ideal, and Ext. Each box in Figure 6
represents the distribution of the determined coefficients q over the 407 considered instances
for the three “winning” solution methods. It can be seen that the box for Ext is considerably
larger compared to the other two approaches. This shows that the coefficients for MF-seq
and MF-ideal are less dispersed, which suggests that the performance of these methods is
more stable compared to the one of Ext. In particular, the boxes for MF-seq and MF-ideal
are of similar size, which reflects the similarity between the multi-follower-based solution
approaches. Note that MF-seq and MF-ideal rely on the same solution procedure. The only
difference between these approaches is that MF-seq is a sequential method and MF-ideal
exploits parallelization. Let us point out that, in Figure 6, we use a logarithmic scaling
of the y-axis for runtime coefficients greater than 40 such as to capture the spread of the
outliers in a detailed and comprehensive way. For Ext, the outliers are widely scattered, which
shows that the performance of the method is rather volatile. In contrast to that, smaller
ranges of the outliers can be observed for MF-seq and MF-ideal. All previous observations
are also affirmed by the results in Table 7. Based on Figure 6 and Table 7, it thus seems
reasonable to prefer the multi-follower approach over the extended formulation since it
seems to be the more stable method. Interestingly, we also observe coefficients of runtimes
strictly smaller than 1 for some of the instances. This means that the robust counterpart
can be solved faster than the nominal problem, i.e., robustification does not necessarily
always lead to increased computational costs. However, the mean and median coefficients
of runtimes shown in Table 7 emphasize that the robustification is not “for free”. However,
the computational cost of robustness for the multi-follower-based approaches—MF-ideal in
particular—is comparatively small.
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Table 7. Minimum, mean, median, and maximum values of the coefficients
of runtimes for the “winner” settings of Ext and MF.

min mean median max

Ext 0.79 128.59 14.68 4365.61
MF-seq 0.76 7.71 4.95 74.66
MF-ideal 0.04 4.60 1.66 65.37

100

1000

Ext MF-seq MF-ideal

10

20

30

40

Figure 6. Box-plots of the coefficients of runtimes qi = ti,rob/ti,nom for the
“winner” settings of Ext and MF.

To sum up, Γ-robust solutions are obtained at the expense of increased computational
difficulty of the problem but, provided that there are sufficient capacities available to solve all
of the follower sub-problems in parallel, the price of robustness w.r.t. runtimes is comparatively
small. Thus, we prefer MF-ideal over MF-seq and Ext. In the sequential setting, the results in
Table 7 clearly suggests that MF-seq outperforms Ext w.r.t. the stability of the method. Based
on the results in Table 5, however, the advantage of MF-seq over Ext is not as significant
as when the relative performance measure is considered. In particular, as elaborated in
Section 4.6, Ext seems to have an advantage on harder instances, which also justifies the use
of the extended formulation.

Table 8: Runtime results (in s) for the nominal knapsack instances
and mean runtimes for their robust counterparts.

Ext MF

size instance nominal robust nominal robustseq robustideal

35 1 0.22 1.71 0.37 0.74 0.27
2 0.49 6.00 0.49 1.13 0.45
3 0.56 13.70 0.77 4.68 1.92
4 0.22 1.75 1.34 6.08 3.23
5 0.28 2.74 2.01 5.80 4.16
6 0.14 0.71 0.38 0.69 0.49
7 0.18 1.20 0.37 3.15 2.83
8 0.16 0.53 0.14 0.39 0.18
9 0.04 0.65 0.13 0.37 0.28
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10 0.05 0.31 0.04 0.32 0.14

40 1 0.33 2.28 0.36 1.43 0.50
2 0.44 10.22 0.56 2.44 0.93
3 1.47 42.99 1.25 11.75 3.41
4 0.29 2.90 1.18 6.85 2.64
5 0.20 2.51 2.09 6.11 4.53
6 0.25 0.94 0.34 0.80 0.70
7 0.15 1.18 0.35 0.86 0.52
8 0.18 0.56 0.22 0.57 0.27
9 0.18 4.85 0.31 3.81 3.45
10 0.02 0.07 0.02 0.19 0.13

45 1 0.38 4.70 0.38 1.51 0.51
2 0.38 10.91 0.46 1.61 0.61
3 0.77 33.53 3.44 14.58 4.25
4 0.43 34.35 7.34 22.32 6.71
5 0.35 16.26 4.69 10.93 5.99
6 0.21 1.39 0.46 3.41 2.98
7 0.06 1.70 0.38 0.67 0.39
8 0.13 0.86 0.27 1.02 0.67
9 0.14 1.08 0.15 0.71 0.47
10 0.20 1.01 0.22 0.70 0.45

50 1 0.36 5.11 0.40 1.57 0.77
2 4.70 121.56 7.57 26.17 6.96
3 5.30 76.00 10.08 19.37 7.45
4 0.21 13.50 3.93 12.48 2.86
5 0.42 45.12 13.53 34.86 9.56
6 0.22 1.29 0.43 0.98 0.58
7 0.17 2.46 0.40 1.46 0.97
8 0.05 0.75 0.35 0.67 0.39
9 0.16 9.69 0.30 4.36 4.08
10 0.06 0.39 0.06 0.57 0.21

55 1 1.08 14.10 0.79 5.53 1.27
2 2.55 86.23 4.31 19.58 4.45
3 299.82 2191.23 261.03 870.73 196.44
4 30.68 338.33 40.64 192.79 48.64
5 0.67 38.71 15.82 20.45 12.10
6 0.44 21.98 0.91 3.65 3.41
7 0.23 8.73 0.57 4.25 3.59
8 0.24 32.00 0.44 5.18 4.72
9 0.14 3.21 0.16 1.18 0.74
10 0.21 2.47 0.21 2.73 2.53

60 1 0.49 3.73 0.32 1.88 0.44
2 3.28 58.43 1.49 14.08 3.30
3 28.27 424.31 22.57 114.68 31.02
4 32.84 358.24 35.87 182.28 54.59
5 1.06 25.08 3.70 17.98 10.79
6 0.66 6.44 0.43 5.37 5.16
7 0.22 5.77 0.41 1.15 0.56
8 0.24 4.99 0.44 3.47 2.88
9 0.23 3.74 0.31 3.84 3.54
10 0.20 1.53 0.27 0.74 0.46
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65 1 0.39 4.97 0.51 1.93 0.45
2 5.71 99.99 5.05 28.94 6.22
3 66.36 705.40 61.75 172.25 56.87
4 119.97 773.86 106.79 548.47 128.77
5 0.59 78.25 9.81 60.65 28.67
6 0.34 24.47 0.79 7.99 6.72
7 0.28 19.71 0.79 5.67 5.27
8 0.28 13.19 0.27 1.29 0.67
9 0.28 7.37 0.18 5.67 5.28
10 0.23 1.32 0.29 0.86 0.47

70 1 0.37 5.77 0.55 3.20 0.79
2 6.95 173.91 10.91 48.16 10.97
3 171.28 1477.50 197.35 594.18 166.50
4 52.55 1168.15 143.76 566.51 160.45
5 0.82 200.63 35.73 148.16 53.30
6 0.42 32.51 0.74 6.44 4.02
7 0.31 32.62 0.70 1.38 0.70
8 0.18 20.74 0.21 2.16 1.42
9 0.26 5.06 0.23 4.85 3.92
10 0.23 2.67 0.15 1.56 1.01

75 1 0.65 10.65 0.76 4.53 0.97
2 30.46 302.07 32.78 82.94 18.50
3 185.97 1669.87 148.04 594.80 159.71
4 2.37 1420.08 282.86 1476.37 349.61
5 0.56 165.93 27.51 87.01 34.18
6 0.40 40.84 1.29 4.12 3.31
7 0.21 21.62 0.41 1.08 0.91
8 0.21 15.62 0.30 6.81 6.63
9 0.24 3.41 0.31 1.43 0.82
10 0.11 0.91 0.28 0.85 0.48

80 1 0.66 15.50 0.65 9.21 1.94
2 58.70 584.49 31.46 194.11 41.11
3 513.98 2410.95 302.54 1554.35 399.95
4 0.93 – 496.44 – –
5 0.52 187.66 27.88 109.24 38.73
6 0.30 75.02 1.28 11.47 8.50
7 0.35 42.64 0.65 7.76 6.42
8 0.30 16.52 0.31 5.23 4.66
9 0.10 4.79 0.08 1.85 1.13
10 0.25 0.90 0.30 1.35 0.58

85 1 1.07 43.68 2.47 26.83 3.19
2 84.63 875.17 89.83 353.61 73.44
3 425.13 3112.44 333.26 2305.22 376.08
4 0.97 – 635.59 – –
5 0.77 218.35 30.64 91.05 34.17
6 0.36 55.90 1.31 4.23 2.17
7 0.28 53.94 1.25 8.13 7.25
8 0.21 22.15 0.24 7.73 6.85
9 0.17 6.58 0.15 9.70 7.37
10 0.11 0.71 0.09 1.37 0.52

90 1 2.60 43.73 2.73 19.40 3.87

186



EXACT METHODS FOR DISCRETE Γ-ROBUST INTERDICTION PROBLEMS 31

2 130.91 1184.05 110.48 506.53 106.59
3 1324.50 – 1102.64 – –
4 1.25 – 1788.24 – –
5 0.85 298.27 29.03 74.70 28.46
6 0.48 90.69 1.22 10.88 6.64
7 0.29 53.34 0.92 9.32 7.33
8 0.24 19.87 0.36 8.75 7.54
9 0.21 7.75 0.21 8.54 6.76
10 0.18 2.63 0.22 1.82 0.75

95 1 1.54 64.46 2.55 33.70 4.15
2 140.75 1203.87 101.87 702.22 104.00
3 1935.09 – 1266.83 – –
4 1.87 – – – –
5 1.87 683.32 54.15 206.94 47.86
6 0.54 155.16 2.57 12.58 3.53
7 0.35 143.62 1.08 11.34 8.30
8 0.31 39.91 0.46 8.81 7.65
9 0.63 10.83 0.79 4.93 2.32
10 0.14 1.79 0.14 1.56 0.53

100 1 3.09 69.32 1.61 37.42 3.71
2 203.20 1597.40 136.96 694.00 175.65
3 – – – – –
4 3.47 – – – –
5 0.82 1122.00 71.78 391.87 105.00
6 0.63 491.01 3.35 23.15 10.84
7 0.45 461.73 1.21 10.86 8.76
8 0.71 58.45 0.70 2.37 1.62
9 0.13 15.88 0.33 2.92 1.01
10 0.32 3.56 0.33 9.13 8.12

5. Conclusion

In this paper, we consider discrete min-max problems with a follower facing uncertain
lower-level data. We exploit a Γ-robust approach so that the follower only hedges against
a subset of deviations in the uncertain parameters as to adversely affect the solution of
the problem. We present two approaches—an extended formulation and a multi-follower
formulation—to model this type of situation. For both frameworks, we present a fairly generic
branch-and-cut method. Nevertheless, we can obtain stronger formulations for certain types
of problems. As an example, we consider interdiction problems with a monotone Γ-robust
follower to derive problem-tailored cuts that generalize existing interdiction cuts from the
literature. Finally, we conduct a computational study to assess the performance of the two
proposed solution approaches. To this end, we focus on the bilevel knapsack interdiction
problem, which is one of the most prominent examples of monotone interdiction problems.

The computational results suggest that the extended formulation (Ext) performs slightly
better on harder knapsack instances. However, smaller overall mean and median runtimes
and a more stable performance of the method compared to Ext can be observed for the multi-
follower formulation (MF). In particular, we can exploit parallelization for the multi-follower
formulation, which is a major strength of this solution approach. Nevertheless, the study
justifies the use of both the extended formulation as well as the multi-follower approach.

Despite the contribution of this paper, there are still several interesting research questions
that require further investigation. We briefly sketch three of them.
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(1) Throughout this paper, we assume that there are no coupling constraints, i.e., there
are no upper-level constraints explicitly depending on the variables of the follower.
This is a crucial assumption for the validity of the proposed methods. Otherwise, we
would not be able to project the follower’s variables out of the problem using the
optimal-value function as it is done in Section 1. Nevertheless, developing solution
methods for Γ-robust bilevel problems with coupling constraints is a reasonable
aspect of future work.

(2) In this paper, we focus on interdiction problems with a monotone Γ-robust follower
to obtain problem-tailored cuts. An interesting direction for future research would
be to investigate if generic cuts such as, e.g., intersection cuts (Fischetti, Ljubić,
et al. 2016, 2018) can be adapted to the setting described in Section 2.

(3) Finally, we would like to emphasize that we only consider uncertainties in a single
packing-type constraint in the lower level. The extended formulation can easily be
adapted to allow for deviations in multiple lower-level constraints. For the multi-
follower formulation, however, this situation significantly increases the difficulty of
the problem. This is due to the assumption regarding the ordering of the indices,
which is required to exploit the results in Bertsimas and Sim (2003). In general, it is
not possible to order the indices such that the deviations in the constraint coefficients
are non-increasing if there are multiple uncertain constraints. Thus, this aspect is
left for future research.
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Appendix A. Omitted Proofs

Proof of Proposition 1. Let x be a feasible upper-level decision and let (y∗, z∗, θ∗) be an
optimal solution of the x-parameterized lower-level problem (7). By Assumption 2, there
is a vector u ∈ Rny

+ such that Y (x) ⊆ [0, u1]× · · · × [0, uny ] and, in particular, 0 ≤ y∗i ≤ ui
holds for all i ∈ [ny]. Consequently, we obtain

d>y∗ ≥
ny∑

i=1

min{di, 0}ui.

By (7b), θ∗ ≥ 0, and y∗ ≤ u, an optimal solution of the follower further satisfies

z∗i = max{∆diy∗i − θ∗, 0} ≤ ∆diy
∗
i ≤ ∆diui

for all i ∈ [ny]. Finally, we have θ∗ ≤ max{∆diui : i ∈ [ny]} due to (7b) and the optimality
of θ∗, which concludes the proof. �
Proof of Proposition 2. This follows immediately from the first part of the proof of
Proposition 1. �
Proof of Proposition 3. Let x be a feasible upper-level decision and let ` ∈ {1, . . . , ny + 1}
be arbitrary but fixed. Further, let y` be an optimal solution of the `th sub-problem (10)
that is parameterized in x. By (9) and since y` ∈ {0, 1}ny , we obtain

Φd(x) ≥ −Γd∆d` +

ny∑

i=1

d̃(`)iy
`
i ≥ −Γd∆d` +

ny∑

i=1

min
{
d̃(`)i, 0

}
,

which concludes the proof. �
Proof of Proposition 4. Let x be a feasible upper-level decision. Further, let y ∈ Y (x)
and let y′ ∈ Y be such that y′ ≤ y holds. Due to B ∈ Rm×n+ , we obtain

By′ ≤ By ≤ b,
y′i ≤ yi ≤ ui(1− xi), i ∈ [n],

Thus, y′ is a feasible follower’s decision for the given x, i.e., y′ ∈ Y (x). �
Proof of Proposition 5. Let x be a feasible upper-level decision. First, we show that the
extended formulation (14) satisfies the monotonicity property. To this end, let (y, z, θ) be
a feasible follower’s decision for Problem (14) for the given x. Further, let y′ ∈ Y be such
that y′ ≤ y holds. Due to B ∈ Rm×n+ and ∆di ≥ 0 for all i ∈ [n], we obtain

zi + θ ≥ ∆diyi ≥ ∆diy
′
i, i ∈ [n],

By′ ≤ By ≤ b,
y′i ≤ yi ≤ ui(1− xi), i ∈ [n],

i.e., the follower’s decision (y′, z, θ) is feasible for Problem (14) for the given x. Second,
we show that each sub-problem (15) satisfies the monotonicity property. Note that there
is no need to specify ` ∈ {Γd, . . . , n + 1} since the feasible set of (15) does not depend
on `. For the given x, let y be a feasible follower’s decision for sub-problem (15). Further,
let y′ ∈ {0, 1}n be such that y′ ≤ y. Since we restrict ourselves to binary follower’s variables
in the multi-follower case, we have valid upper bounds ui = 1 for all i ∈ [n]. Applying the
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same arguments as before, y′ is feasible for sub-problem (15) for the given x. Consequently,
the Γd-robust lower-level problems (14) and (15) satisfy the monotonicity property. �
Proof of Proposition 6. Let x be a feasible upper-level decision. For notational convenience,
let Ψ(x) and Ψ denote the feasible set of Problem (14) and (16), respectively. Further,
let (y∗, z∗, θ∗) be an optimal solution of Problem (14) for the given leader’s decision x.
Then, (y∗, z∗, θ∗) is also feasible for Problem (16), i.e., (y∗, z∗, θ∗) ∈ Ψ. In particular,
y∗i xi = 0 holds for all i ∈ [n], i.e., both problems have the same objective function value
for (y∗, z∗, θ∗). Thus, we obtain

max
y,θ,z

{
n∑

i=1

diyi − Γdθ −
n∑

i=1

zi : (y, z, θ) ∈ Ψ(x)

}

≤ max
y,θ,z

{
n∑

i=1

diyi(1− xi)− Γdθ −
n∑

i=1

zi : (y, z, θ) ∈ Ψ

}
.

(30)

Let (ŷ, ẑ, θ̂) be an optimal solution of Problem (16) for the given leader’s decision x.
Without loss of generality, we assume that there is exactly one item k ∈ [n] for which the
interdiction constraint ŷk ≤ uk(1− xk) is not satisfied, i.e., ŷk ≥ 1 and xk = 1. Otherwise,
we repeat the following as long as there are no more items left that violate the interdiction
constraint. We consider the alternative follower’s decision (y′, z′, θ̂) with

y′i =

{
ŷi, i ∈ [n] \ {k},
0, i = k,

and

z′i =

{
ẑi, i ∈ [n] \ {k},
0, i = k.

By construction, (y′, z′, θ̂) is feasible for Problem (16) and satisfies all interdiction constraints.
Moreover, we obtain

max
y,θ,z

{
n∑

i=1

diyi(1− xi)− Γdθ −
n∑

i=1

zi : (y, z, θ) ∈ Ψ

}

= dkŷk (1− xk)︸ ︷︷ ︸
=0

+
∑

i∈[n]\{k}
di ŷi︸︷︷︸

=y′i

(1− xi)− Γdθ̂ − ẑk −
∑

i∈[n]\{k}
ẑi︸︷︷︸

=z′i

= dk y′k︸︷︷︸
=0

(1− xk) +
∑

i∈[n]\{k}
diy
′
i(1− xi)− Γdθ̂ − z′k︸︷︷︸

=0

−ẑk −
∑

i∈[n]\{k}
z′i

≤
n∑

i=1

diy
′
i(1− xi)− Γdθ̂ −

n∑

i=1

z′i,

i.e., the alternative follower’s decision is optimal for Problem (16). In particular, it is also
feasible for Problem (14), i.e., (y′, z′, θ̂) ∈ Ψ(x), and we have y′ixi = 0 for all i ∈ [n]. Hence,
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we obtain

max
y,θ,z

{
n∑

i=1

diyi(1− xi)− Γdθ −
n∑

i=1

zi : (y, z, θ) ∈ Ψ

}

=
n∑

i=1

diy
′
i(1− xi)− Γdθ̂ −

n∑

i=1

z′i

=
n∑

i=1

diy
′
i − Γdθ̂ −

n∑

i=1

z′i

≤ max
y,θ,z

{
n∑

i=1

diyi − Γdθ −
n∑

i=1

zi : (y, z, θ) ∈ Ψ(x)

}
.

(31)

Due to (30) and (31), Problem (14) and (16) admit the same optimal value. �
Proof of Proposition 7. Let x be a feasible upper-level decision and let ` ∈ {Γd, . . . , n+ 1}
be arbitrary but fixed. Further, let y∗ be an optimal solution of the `th sub-problem (15)
for the given leader’s decision x. Then, y∗ is also feasible for the `th sub-problem (17),
i.e., y∗ ∈ Y . In particular, y∗i xi = 0 holds for all i ∈ [n], i.e., both sub-problems have the
same objective function value for y∗. Thus, we obtain

max
y

{
n∑

i=1

d̃(`)iyi : y ∈ Y (x)

}
≤ max

y

{
n∑

i=1

d̃(`)iyi(1− xi) : y ∈ Y
}
. (32)

Let ŷ be an optimal solution of the `th sub-problem (17) for the given leader’s decision x.
Without loss of generality, suppose there is exactly one item k ∈ [n] for which the interdiction
constraint ŷk ≤ 1− xk is not satisfied, i.e., ŷk = 1 = xk. Then, we consider the alternative
follower’s decision

y′i =

{
ŷi, i ∈ [n] \ {k},
0, i = k.

By construction, y′ is feasible for the `th sub-problem (17) and satisfies all interdiction
constraints. Moreover, we obtain

max
y

{
n∑

i=1

d̃(`)iyi(1− xi) : y ∈ Y
}

= d̃(`)kŷk (1− xk)︸ ︷︷ ︸
=0

+
∑

i∈[n]\{k}
d̃(`)i ŷi︸︷︷︸

=y′i

(1− xi)

= d̃(`)k y′k︸︷︷︸
=0

(1− xk) +
∑

i∈[n]\{k}
d̃(`)iy

′
i(1− xi)

=
n∑

i=1

d̃(`)iy
′
i(1− xi),

i.e., the alternative follower’s decision is optimal for Problem (17). In particular, it is also
feasible for Problem (15), i.e., y′ ∈ Y (x), and we have y′ixi = 0 for all i ∈ [n]. Hence, we
obtain

max
y

{
n∑

i=1

d̃(`)iyi(1− xi) : y ∈ Y
}

=
n∑

i=1

d̃(`)iy
′
i(1− xi)

=
n∑

i=1

d̃(`)iy
′
i

≤ max
y

{
n∑

i=1

d̃(`)iyi : y ∈ Y (x)

}
.

(33)

Due to (32) and (33), Problem (15) and (17) admit the same optimal value. �

194



REFERENCES 39

Proof of Theorem 2. Let (x, η) ∈ X×R be a given leader’s decision. Due to the validity of
the proposed cuts, it suffices to show that the feasibility of (x, η) w.r.t. either the interdiction
cuts (18) or (19) implies η ≥ Φ(x). To this end, suppose that (x, η) satisfies Ax ≥ a and
either the interdiction cuts

η ≥
n∑

i=1

diŷi(1− xi)− Γdθ̂ −
n∑

i=1

ẑi for all (ŷ, ẑ, θ̂) ∈ Ψ̂

or

η ≥ −Γd∆d` +
n∑

i=1

d̃(`)iŷi(1− xi) for all ŷ ∈ Ŷ, ` ∈ {Γd, . . . , n+ 1}.

By Propositions 6 and 7, this is equivalent to

η ≥ max
ŷ,θ̂,ẑ

{
n∑

i=1

diŷi(1− xi)− Γdθ̂ −
n∑

i=1

ẑi : (ŷ, ẑ, θ̂) ∈ Ψ̂

}
= Φ(x)

and

η ≥ max
`∈{Γd,...,n+1}

{
−Γd∆d` + max

ŷ∈Ŷ

{
n∑

i=1

d̃(`)iŷi(1− xi)
}}

= Φ(x),

which concludes the proof. �
Proof of Proposition 8. This follows immediately from di > 0 and from the fact
that xi ∈ {0, 1} implies ŷi(1− xi) ≤ y′i(1− xi) for all i ∈ [n]. �
Proof of Proposition 9. Let (x, η) be feasible for Problem (2) with the lower-level optimal-
value function (3). Further, let ` ∈ {Γd, . . . , n+ 1} be arbitrary but fixed. Due to xi ∈ {0, 1}
for all i ∈ [n], we have d̃(`)i(1 − xi) ≤ 0 for all i /∈ D`

+. Hence, all follower’s variables yi
with i /∈ D`

+ could be omitted in this sub-problem, i.e., we obtain

Φ`(x) = max
y




∑

i∈D`
+

d̃(`)iyi(1− xi) : y ∈ Ŷ



 .

The validity of the new interdiction cuts (20) can be shown in a similar way as it is done in
Section 3. In particular,

− Γd∆d` +
n∑

i=1

d̃(`)iŷi(1− xi)

= − Γd∆d` +
∑

i∈D`
+

d̃(`)iŷi(1− xi) +
∑

i/∈D`
+

d̃(`)iŷi(1− xi)︸ ︷︷ ︸
≤0

≤ − Γd∆d` +
∑

i∈D`
+

d̃(`)iŷi(1− xi)

holds for all ŷ ∈ Ŷ and ` ∈ {Γd, . . . , n+1}. Thus, the cuts (20) dominate the basic interdiction
cuts (19). �
Proof of Proposition 10. This can be shown in analogy to the proof of Proposition 8.
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Heuristic Methods for Γ-Robust
Mixed-Integer Linear Bilevel Problems

Yasmine Beck, Ivana Ljubić, and Martin Schmidt

Abstract. Due to their nested structure, bilevel problems are intrinsically
hard to solve—even if all variables are continuous and all parameters of the
problem are exactly known. In this paper, we study mixed-integer linear
bilevel problems with lower-level objective uncertainty, which we address using
the notion of Γ-robustness. To tackle the Γ-robust counterpart of the bilevel
problem, we present heuristic methods that are based on the solution of a
linear number of problems of the nominal type. Moreover, quality guarantees
for heuristically obtained solutions as well as sufficient ex-post conditions for
global optimality of the outcomes are provided. In an extensive computational
study on 2240 instances, we assess the performance of our heuristics and
compare them to alternative methods—both heuristic and exact—from the
literature. We observe that the optimality gap is closed for a significant portion
of the considered instances and that our methods often practically outperform
alternative approaches in terms of the solution quality. Moreover, for the
special case of Γ-robust interdiction problems, we report considerable speed-
up factors when compared to recently published problem-tailored and exact
solution approaches while also solving more instances to global optimality.

1. Introduction

Bilevel optimization is a rather young but very active field of research, having
its game-theoretic roots dating back to the seminal publications of von Stackelberg
(1932, 1954). Over the last years and decades, bilevel problems have gained increasing
attention due to their ability to model hierarchical decision making processes. For an
overview of the many applications of bilevel optimization, we refer to the annotated
bibliography by Dempe (2020) as well as to the recent surveys by Kleinert et al.
(2021) and by Beck et al. (2023b). The latter focuses on bilevel problems under
uncertainty, which is also at the core of this paper.

Due to their hierarchical structure, bilevel problems are intrinsically hard to solve—
even if all objective functions and constraints are linear, all variables are continuous,
and all parameters of the problem are exactly known (Hansen et al. 1992). However,
the situation becomes more challenging if, e.g., (i) discrete variables are introduced
and (ii) problems under uncertainty are considered. In mathematical optimization,
there are two main approaches to deal with uncertainties: stochastic optimization
(Birge and Louveaux 2011; Kall and Wallace 1994) and robust optimization (Ben-Tal
and Nemirovski 1998; Ben-Tal et al. 2009; Bertsimas et al. 2011; Soyster 1973).
While, in the context of bilevel optimization, stochastic approaches to deal with
uncertainties are more thoroughly studied, robust bilevel optimization is still in its
infancy; see, e.g., Beck et al. (2022, 2023b) for more detailed discussions.

The contributions of this paper are the following. We consider mixed-integer
linear bilevel problems with a binary lower-level problem that is affected by objective

Date: October 8, 2024.
2020 Mathematics Subject Classification. 90C11, 90C27, 90C57, 90C70.
Key words and phrases. Bilevel optimization, Robust optimization, Mixed-integer programming,

Knapsack interdiction.
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2 Y. BECK, I. LJUBIĆ, AND M. SCHMIDT

uncertainty. To deal with this kind of uncertainty, we pursue a Γ-robust approach
(Bertsimas and Sim 2003; Sim 2004) in which the follower only hedges against a
subset of the uncertain parameters that adversely influence the solution to the
problem. In particular, we exploit the main result by Bertsimas and Sim (2003) and
Sim (2004) for Γ-robust single-level problems—namely that the Γ-robust counterpart
of a binary problem can be solved by solving a finite number of deterministic binary
problems that is linear in the problem data. Exact approaches for Γ-robust min-max
problems have been presented in our previous work (Beck et al. 2023a). Moreover, the
heuristics proposed in DeNegre (2011) and Fischetti et al. (2018) can be applied to
specific classes of Γ-robust interdiction problems after some modifications. However,
we are not aware of any general-purpose methods in the literature that can tackle
mixed-integer linear bilevel problems with a Γ-robust follower. Due to the overall
hardness of the considered problems, which are Σ2

p-hard in general (see Jeroslow
(1985) for the first results on multilevel problems in the context of the polynomial
hierarchy and Grüne and Wulf (2024) for very recent developments in this area), we
thus study primal heuristics for these problems. We present such heuristics that have
the following special properties: They (i) do not require problem-specific tailoring
as they rely on solving a linear number of bilevel problems of the nominal type, they
(ii) allow to use state-of-the-art as well as off-the-shelf solvers for the solution of
these problems, they (iii) provide dual bounds from which ex-post quality guarantees
can be derived, and they (iv) support a parallelization of the solution of the nominal
problems. The latter aspects can make a huge difference when considering Γ-robust
bilevel problems computationally. First, in our numerical study, we observe that our
heuristics frequently outperform alternative approaches adapted from the literature
in terms of the solution quality. In particular, our methods solve a considerable
number of instances to global optimality. Second, for the special case of Γ-robust
interdiction problems, we can find significant speed-up factors if our method is
used. Finally, let us comment on another design principle of our heuristics. As
mentioned above, the bilevel problems considered in this paper are Σ2

p-hard in
general. Usually, if one designs primal heuristics for hard problems, one aims to
devise methods that produce primal feasible points quickly, i.e., one aims to resort to
solving problems that are formally easier than the original problem. From a formal
complexity-theoretical point of view, this is not the case for our heuristics since we
iteratively solve mixed-integer bilevel problems of the nominal type. Although we
suspect that the latter are on the same level of the polynomial hierarchy, they are
easier to solve in a practical sense as they are of the nominal (and not of the robust)
type anymore. In particular, this allows to exploit the sub-problems’ structure and
existing solution approaches for these sub-problems.

The remainder of this paper is organized as follows. In Section 2, we describe the
overall problem statement and present the main result by Bertsimas and Sim (2003)
and Sim (2004), which we apply to the Γ-robust lower-level problem. In Section 3,
we focus on the special case of Γ-robust mixed-integer linear min-max problems
for which we present a heuristic that is based on solving a linear number of bilevel
problems of the nominal type. The latter is extended to the general Γ-robust bilevel
setting in Section 4. In Section 5, we perform an extensive computational study to
assess the performance of the heuristic methods presented in this paper. Finally, we
derive conclusions in Section 6.
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2. Problem Statement

In this paper, we consider mixed-integer linear bilevel problems of the form

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X,

y ∈ argmax
y′

{
f⊤y′ : y′ ∈ Y (x)

}
,

(BMIP)

where Y (x) ⊆ {0, 1}ny and X := {x ∈ RnC × ZnD : Ax ≥ a} with nx = nC + nD,
c ∈ Rnx , d, f ∈ Rny , A ∈ Rm×nx , and a ∈ Rm. We refer to the first two lines
of (BMIP) as the upper-level (or the leader’s) problem. The last constraint in (BMIP)
is the so-called lower-level (or follower’s) problem. The variables x and y are the
leader’s and the follower’s variables, respectively. Here, we consider the optimistic
approach to bilevel optimization; see, e.g., Dempe (2002). This means that, whenever
the set of optimal solutions to the lower-level problem is not a singleton, the follower
decides such as to favor the leader w.r.t. her1 objective function value. This is
expressed in (BMIP) by optimizing not only over the leader’s variables x but also
over the follower’s variables y. Throughout this paper, the following will be a
standing assumption.

Assumption 1. (i) The shared constraint set {(x, y) : x ∈ X, y ∈ Y (x)} is non-
empty and compact.
(ii) All linking variables, i.e., all variables of the leader that appear in the

lower-level constraints, are bounded integers.

Assumption 1 is necessary to ensure that (BMIP) has a solution; see, e.g.,
Section 5.1 in Kleinert et al. (2021) and the references therein for a detailed
discussion. For x ∈ X, we further define the lower-level optimal-value function

Φ(x) = max
y

{
f⊤y : y ∈ Y (x)

}
(1)

to re-write (BMIP) as the single-level problem

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X, y ∈ Y (x),

f⊤y ≥ Φ(x).

In this paper, we are interested in bilevel problems of the above form, which
are, however, affected by lower-level data uncertainty. We focus on uncertainties in
the lower-level objective function coefficients, i.e., for all i ∈ [ny] := {1, . . . , ny}, we
consider the coefficients f̄i with f̄i ∈ [fi −∆fi, fi] instead of fi. Here, we denote fi
as the nominal value of the ith lower-level objective function coefficient and ∆fi as
its maximum deviation from the nominal value. For a discussion of the case with a
certain objective function and uncertainties in a single packing-type constraint in
the lower level, we refer to Beck et al. (2023a).

To deal with lower-level data uncertainty, we pursue a Γ-robust approach (Bert-
simas and Sim 2003, 2004) in which the follower hedges against at most Γ ∈ [ny]
deviations in his objective function coefficients. This leads us to considering the
bilevel problem

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X, y ∈ SΓ(x),
(Rob-BMIP)

1Throughout this paper, we use “her” for the leader and “his” for the follower.
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where SΓ(x) is the set of optimal solutions to the x-parameterized Γ-robust lower-
level problem

max
y

f⊤y − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiyi s.t. y ∈ Y (x).

For a feasible upper-level decision x ∈ X, we define the optimal-value function of
the Γ-robust lower level as

Φrob(x) = max
y∈Y (x)

{
f⊤y − max

{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiyi

}
(2)

such that the Γ-robust counterpart (Rob-BMIP) of the bilevel problem can be
written as

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X, y ∈ Y (x),

f⊤y − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiyi ≥ Φrob(x).

For the validity of the techniques we present in this paper, we further impose the
following assumption throughout the remainder of the paper.

Assumption 2. (i) The deviations are non-negative, i.e., ∆fi ≥ 0 for all i ∈ [ny].
(ii) The indices are ordered such that the deviations are given in non-increasing

order, i.e., ∆fi ≥ ∆fi+1 for all i ∈ [ny] with ∆fny+1 = 0.

Note that Assumption 2 is w.l.o.g. but necessary to exploit Theorem 3 in Bertsimas
and Sim (2003), which is what we do in the next lemma.

Lemma 1. Let x ∈ X be a feasible upper-level decision. Then, solving the Γ-robust
counterpart (2) of the lower-level problem is equivalent to solving ny + 1 problems
of the nominal type, i.e.,

Φrob(x) = max
ℓ∈[ny+1]

{Φℓ(x)}

holds, where for all ℓ ∈ [ny + 1], we have

Φℓ(x) = −Γ∆fℓ + max
y∈Y (x)

{
f̃(ℓ)⊤y

}
(3)

with

f̃(ℓ)i =

{
fi − (∆fi −∆fℓ), 1 ≤ i ≤ ℓ,

fi, ℓ+ 1 ≤ i ≤ ny.

Lemma 1 can be shown in analogy to the proof of Theorem 3 in Bertsimas and
Sim (2003). In Miranda et al. (2013), the authors present an improvement of the
Bertsimas–Sim result by reducing the number of problems of the nominal type to
be solved to ny − Γ + 2. Further reductions have been established in Theorem 1 in
the paper by Lee and Kwon (2014) by showing that it suffices to solve

Φrob(x) = max
ℓ∈L
{Φℓ(x)} , (4)

with
L = {Γ + 1,Γ + 3,Γ + 5, . . . ,Γ + γ, ny + 1} (5)

and γ being the largest odd integer such that Γ + γ < ny + 1 holds. Hence, only
⌈(ny − Γ)/2⌉+ 1 problems of the nominal type need to be considered. We will hold
on to the result of Theorem 1 by Lee and Kwon (2014) throughout this paper. As
we will show in Proposition 3, we can further assume, w.l.o.g., that the index set L
is given such that the deviations (∆fℓ)ℓ∈L are pairwise distinct.
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Table 1. Central Notation.

Φ : X → R Optimal-value function of the nominal lower level; see (1)
Φrob : X → R Optimal-value function of the Γ-robust lower level; see (2)
Φℓ : X → R Optimal-value function of the ℓth lower-level sub-problem; see (3)

vrob ∈ R Optimal objective value of the Γ-robust min-max problem;
see (Rob-Min-Max)

vℓ ∈ R Optimal objective value of the ℓth deterministic min-max sub-
problem; see (ℓ-Min-Max)

3. Mixed-Integer Linear Min-Max Problems

In this section, we focus on mixed-integer linear min-max problems as a special
case of (BMIP). To this end, we set d = f , i.e., in its deterministic form, we consider
the bilevel problem

min
x

c⊤x+ f⊤y

s.t. x ∈ X,

y ∈ argmax
y′

{
f⊤y′ : y′ ∈ Y (x)

}
.

(Min-Max)

Here, we do not need to distinguish between an optimistic and a pessimistic fol-
lower since the follower’s response always yields the worst-possible outcome for the
leader. Using the lower-level optimal-value function (1), we obtain a single-level
reformulation of (Min-Max) that is given by

min
x∈X

{
c⊤x+Φ(x)

}
.

The Γ-robust counterpart of the problem in which the follower hedges against at
most Γ deviations in his uncertain objective function coefficients is obtained by
replacing Φ(x) with Φrob(x) as stated in (1) and (4), i.e.,

vrob := min
x∈X

{
c⊤x+Φrob(x)

}
= min

x∈X

{
c⊤x+max

ℓ∈L
{Φℓ(x)}

}
. (Rob-Min-Max)

In Section 3.1, we present a heuristic for (Rob-Min-Max) that follows the ideas
of the main result by Bertsimas and Sim (2003) and Sim (2004). We provide quality
guarantees for heuristically obtained solutions in Section 3.2. In Sections 3.3–3.5,
we discuss algorithmic refinements and sufficient conditions for the exactness of
our method (parallelization, reducing the number of sub-problems to be solved,
and special techniques for interdiction problems). For the ease of presentation, a
summary of the central notation used in this section can be found in Table 1.

3.1. A Heuristic in the Spirit of Bertsimas and Sim. To the best of our know-
ledge, there are currently no methods in the literature that can tackle (Rob-Min-Max)
directly except for the problem-tailored exact approaches discussed in Beck et al.
(2023a). The heuristic we present in this section does not require problem-specific
tailoring so that any off-the-shelf solver for the nominal problem can be used within
our framework. As a motivation for our method, we start with the following.

Proposition 1. For all ℓ ∈ L, let

vℓ := min
x∈X

{
c⊤x+Φℓ(x)

}
. (ℓ-Min-Max)

Then, vrob ≥ vℓ holds, i.e., vℓ is a valid lower bound for the optimal objective function
value of (Rob-Min-Max). In particular, vrob ≥ max{vℓ′ : ℓ′ ∈ L}.
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Proof. Let x∗ be an optimal solution to (Rob-Min-Max), which exists by Assump-
tion 1. Further, let ℓ ∈ L be given arbitrarily. Then, we obtain

vrob = c⊤x∗ +Φrob(x
∗) = c⊤x∗ +max

k∈L
{Φk(x

∗)} ≥ c⊤x∗ +Φℓ(x
∗) ≥ vℓ.

Here, the first equality follows from the optimality of x∗ for (Rob-Min-Max). Due
to Assumption 2, we can apply Lemma 1 to obtain the second equality. The last
inequality follows from x∗ ∈ X, i.e., the feasibility of x∗ for (ℓ-Min-Max). Finally,
vrob ≥ vℓ for all ℓ ∈ L is equivalent to vrob ≥ max{vℓ′ : ℓ′ ∈ L}. □

In Proposition 1, we state that a valid lower bound for the optimal objective
function value of (Rob-Min-Max) can be obtained by solving appropriately chosen
deterministic min-max problems. In particular, we show the minimax inequality

min
x∈X

{
max
ℓ∈L

{
c⊤x+Φℓ(x)

}}
≥ max

ℓ∈L

{
min
x∈X

{
c⊤x+Φℓ(x)

}}
;

see, e.g., Section 3.4 in Bertsekas (2009) for further discussion of minimax theory.
Our heuristic method for (Rob-Min-Max) is motivated by Proposition 1 and is
formally stated in Algorithm 1.

Algorithm 1 A Heuristic for Γ-Robust Mixed-Integer Linear Min-Max Problems

Input: An instance of (Rob-Min-Max), an exact solution method for (Min-Max)
and (2), an index set L as in (5)

Output: A feasible leader’s decision x∗, a lower bound L, and an upper bound U
for (Rob-Min-Max)

1: Set x∗ ← None, L← −∞, and U ←∞.
2: for all ℓ ∈ L do
3: Compute a solution xℓ to the deterministic min-max problem

vℓ ← min
x∈X

{
c⊤x+Φℓ(x)

}
. (ℓ-Min-Max)

4: Set L← max {L, vℓ}.
5: if U ≤ L then
6: return x∗, L, U
7: Solve the xℓ-parameterized Γ-robust lower-level problem to obtain Φrob(x

ℓ).
8: if c⊤xℓ +Φrob(x

ℓ) < U then
9: Set x∗ ← xℓ and U ← c⊤x∗ +Φrob(x

∗).
10: if U ≤ L then
11: return x∗, L, U
12: return x∗, L, U

In Algorithm 1, we solve up to |L| deterministic bilevel problems, which yields a
valid lower bound for (Rob-Min-Max). Hence, our method relates to the main result
by Bertsimas and Sim (2003) and Sim (2004) in the sense that we solve a linear
number of problems of the nominal type, i.e., deterministic min-max problems. To be
more specific, the number of min-max problems to be solved is linear in the number
of uncertain parameters in the lower level. In addition, we exploit the solutions to
the sub-problems (ℓ-Min-Max) to obtain a feasible point for (Rob-Min-Max). For
each leader’s solution xℓ, ℓ ∈ L, we evaluate the objective function of the Γ-robust
follower by solving the xℓ-parameterized Γ-robust counterpart of the lower-level
problem. The latter yields a valid upper bound. Among the considered solutions,
we then take the best w.r.t. the upper-level objective function value.

Note that any solver for deterministic mixed-integer linear min-max problems
can be used for the solution of the problems considered in Line 3. Valid options
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include, but are not limited to, the MibS solver (Tahernejad et al. 2020) or the
general branch-and-cut solver presented in Fischetti et al. (2017). Nevertheless,
our approach differs from the Bertsimas–Sim result since, in addition to solving
problems of the nominal type, we further solve the Γ-robust counterpart of the lower
level in Line 7 of Algorithm 1. The latter can be tackled in two ways:

(i) We solve the problem as a mixed-integer linear problem; see, e.g., in Lemma 1
in Beck et al. (2023a).

(ii) We exploit Lemma 1 of this paper such that the problem can be solved by
solving |L| lower-level sub-problems of the nominal type.

Let us emphasize that, regardless of the choice between (i) or (ii), any method
for Γ-robust single-level problems can be used in Line 7 of Algorithm 1.

Theorem 1. Algorithm 1 is correct, i.e., it returns a feasible leader’s decision x∗

as well as valid lower and upper bounds L and U for (Rob-Min-Max).

Proof. Since ℓ ∈ L does not affect the upper-level constraints, any x∗ ∈ X that is
computed by Algorithm 1 is feasible for (Rob-Min-Max). Moreover, c⊤x+Φrob(x) ≥
vrob holds for all x ∈ X. By the updating rule in Line 9 of the algorithm, U is a valid
upper bound for the optimal objective function value of (Rob-Min-Max). Finally,
the validity of L as a lower bound follows from Proposition 1 and Line 4. □

By Assumption 1, an optimal solution to (ℓ-Min-Max) exists for all ℓ ∈ L. Hence,
Line 3 of Algorithm 1 is well-defined. Moreover, we emphasize that also Line 7
of Algorithm 1 is well-defined since, due to xℓ being a solution to (ℓ-Min-Max), it
holds Y (xℓ) ̸= ∅.
Remark 1. If Assumption 1 were not satisfied, the infeasibility or unboundedness
of (Rob-Min-Max) could be identified in Line 3 of Algorithm 1 as well. The reasons
are the following. If a sub-problem (ℓ-Min-Max) were unbounded, Proposition 1
would imply that the overall problem (Rob-Min-Max) is unbounded. Moreover,
since ℓ ∈ L affects neither the upper- nor the lower-level constraints, the infeasibility
of a sub-problem (ℓ-Min-Max) would imply the infeasibility of (Rob-Min-Max).

3.2. Quality Guarantees. We now provide quality guarantees for a leader’s deci-
sion x∗ that is computed by Algorithm 1.

Remark 2. If Algorithm 1 terminates with (x∗, L, U) in Line 6 or 11, U − L = 0
holds and x∗ is an optimal solution to (Rob-Min-Max).

By construction, if Algorithm 1 does not terminate in Line 6 or 11 with an optimal
solution, it returns the best-known leader’s decision x∗ with a positive optimality
gap. However, the latter does not necessarily imply that none of the |L| bilevel
sub-problems produces a solution that is optimal for (Rob-Min-Max). The reasons
are two-fold. On the one hand, this may be due to the multiplicity of solutions
to the deterministic min-max problems (ℓ-Min-Max). On the other hand, we em-
phasize that the sub-problems (ℓ-Min-Max) are only relaxations of (Rob-Min-Max).
Nevertheless, if Algorithm 1 does not terminate with a provably optimal solution,
its output (x∗, L, U) can still be valuable for the exact branch-and-cut approach
presented in Beck et al. (2023a). More specifically, the leader’s decision x∗ could,
in principle, be used to warmstart the method, whereas L and U could provide
bounding information to reduce the search space in the branch-and-cut method.

Next, we determine an upper bound for the optimality gap in the case in which
Algorithm 1 terminates in Line 12. To this end, we start with the following technical
lemmas. Note that all the proofs omitted here can be found in Appendix A.
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Lemma 2. For arbitrarily given x ∈ X and y ∈ Y (x), it holds

f⊤y − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiyi = max
ℓ∈L

{
−Γ∆fℓ + f̃(ℓ)⊤y

}
.

Lemma 3. Let ℓ, k ∈ L with ℓ ≤ k be given arbitrarily. Then, f̃(ℓ) ≥ f̃(k) holds.

To conclude this section, we now provide an upper bound for the optimality gap
of a point x∗ that is computed by Algorithm 1.

Proposition 2. Let (x∗, L, U) be the output of Algorithm 1. Then, it holds

U − L ≤ (2Γ + 1)∆fΓ+1 +

ny∑

i=Γ+2

∆fi.

While we acknowledge that the bound provided in Proposition 2 seems rather
loose, it is important to note that no structural assumptions have been made
regarding the lower-level feasible set Y (x) ⊆ {0, 1}ny , x ∈ X. Tighter bounds may
be obtained using specific knowledge of the application problem at hand.

3.3. Parallelization. We emphasize that the sub-problems (ℓ-Min-Max) that are
solved in Line 3 of Algorithm 1 are independent. This means that, if the necessary
capacities are available, they can be solved in parallel. Hence, instead of alternating
between solving deterministic min-max problems and robustified lower-level problems
as it is done in Algorithm 1, it may be beneficial to first solve all min-max problems
(in parallel) and, afterward, perform the necessary computations to obtain a valid
and ideally tight upper bound. The latter leads to a modification of Algorithm 1,
which is summarized in Algorithm 2.

Algorithm 2 A Modification of Algorithm 1

Input: An instance of (Rob-Min-Max), an exact solution method for (Min-Max)
and (2), an index set L as in (5)

Output: A feasible leader’s decision x∗, a lower bound L, and an upper bound U
for (Rob-Min-Max)

1: Set x∗ ← None, L← −∞, and U ←∞.
2: for all ℓ ∈ L do
3: Compute a solution xℓ to the deterministic min-max problem

vℓ ← min
x∈X

{
c⊤x+Φℓ(x)

}
. (ℓ-Min-Max)

4: Sort the indices such that vℓ1 ≤ vℓ2 ≤ · · · ≤ vℓ|L| holds and set L← vℓ|L| .
5: Set i← 1.
6: while i ≤ |L| and L < U do
7: Solve the xℓi -parameterized Γ-robust lower-level problem to obtain Φrob(x

ℓi).
8: if c⊤xℓi +Φrob(x

ℓi) < U then
9: Set x∗ ← xℓi and U ← c⊤x∗ +Φrob(x

∗).
10: Set i← i+ 1.
11: return x∗, L, U

From what we have shown so far, it is evident that Algorithm 2 is correct. In
Line 4 of Algorithm 2, we sort the indices so that the optimal objective function
values of the sub-problems (ℓ-Min-Max) are given in non-decreasing order. While
the latter is not necessary for the correctness of the method, we expect that it
helps closing the optimality gap more quickly. Let us further emphasize that, if the
necessary capacities are available, Lines 2 and 3 of the algorithm can be parallelized.
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In addition, if we exploit the result from Lemma 1 to solve the Γ-robust counterpart
of the lower level, we can further make use of parallelization in Line 7 of Algorithm 2.
The reason is that the lower-level sub-problems

Φℓ(x
ℓi) = −Γ∆fℓ + max

y∈Y (xℓi )

{
f̃(ℓ)⊤y

}
, ℓ ∈ L,

are independent for fixed xℓi ∈ X and can, thus, be solved in parallel as well. Let
us mention, however, that other parallelization schemes than the one outlined above
may be possible as well.

3.4. Reduction of Sub-Problems to Be Solved. By construction, Algorithms 1
and 2 terminate after solving (at most) |L| deterministic min-max problems and Γ-
robust counterparts of the lower level, respectively. In particular, if Lemma 1 is
exploited, this means that at most |L|2 lower-level problems of the nominal type
are solved. Thus, it is evident that Algorithms 1 and 2 require a significant amount
of resources—especially for large index sets L. In what follows, we aim to reduce
the computational burden by decreasing the number of sub-problems to be solved.

Proposition 3. Let ℓ, k ∈ L with ℓ < k and ∆fℓ = ∆fk be given arbitrarily. Then,
the following holds:

(i) For all x ∈ X and ℓ ≤ i ≤ k, we have Φℓ(x) = Φi(x).
(ii) For all ℓ ≤ i ≤ k, an optimal solution xℓ to (ℓ-Min-Max) is also an optimal

solution to the ith deterministic min-max problem

min
x∈X

{
c⊤x+Φi(x)

}

and vice versa.

Proof. For all ℓ ≤ i ≤ k, we obtain ∆fℓ = ∆fi from Assumption 2 and, thus,
f̃(ℓ) = f̃(i) holds due to Lemma 1. Hence, for all x ∈ X and all ℓ ≤ i ≤ k, we have

Φℓ(x) = −Γ∆fℓ + max
y∈Y (x)

{
f̃(ℓ)⊤y

}
= −Γ∆fi + max

y∈Y (x)

{
f̃(i)⊤y

}
= Φi(x).

This proves (i). In particular, we obtain

vℓ = min
x∈X

{
c⊤x+Φℓ(x)

}
= min

x∈X

{
c⊤x+Φi(x)

}
= vi

for all ℓ ≤ i ≤ k. Thus, and since ℓ does not affect the upper-level constraints, an
optimal solution xℓ to (ℓ-Min-Max) is also an optimal solution to the ith deterministic
min-max problem, ℓ ≤ i ≤ k, and vice versa. □

By Proposition 3, it suffices to only consider the sub-problems (ℓ-Min-Max) for
which the associated deviations are pairwise distinct.

Remark 3. For an arbitrarily given ℓ ∈ L, we already know Φℓ(x
ℓ) from the

solution of (ℓ-Min-Max) in Algorithm 1 or 2. Hence, when exploiting Lemma 1
to determine Φrob(x

ℓ), it suffices to solve |L| − 1 deterministic lower-level sub-
problems. Consequently, the overall number of lower-level sub-problems to be solved
in Algorithms 1 and 2 can be reduced to at most |L| (|L| − 1).

We conclude this section with a sufficient ex-post condition under
which (Rob-Min-Max) can be solved by only solving problems of the nominal type.

Theorem 2. Let (xℓ)ℓ∈L be a family of solutions to the deterministic min-max
problems (ℓ-Min-Max) and let (vℓ)ℓ∈L be the vector of the associated objective
function values. Further, let k = argmaxℓ∈L{vℓ}. If xk = xℓ holds for all ℓ ∈ L, xk

is an optimal solution to (Rob-Min-Max) and vrob = vk holds.
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Table 2. Summary of algorithmic refinements for Algorithms 1 and 2.

Algorithm 1 Algorithm 2

Reduction of sub-problems to be solved according to ✓ ✓Remark 3, Proposition 3, and Theorems 2 and 3

Possibility to parallelize the solution of . . .
min-max problems (ℓ-Min-Max) X ✓
lower-level sub-problems (using Lemma 1) ✓ ✓

Possibility to terminate early without . . .
solving all min-max problems (ℓ-Min-Max) ✓ X
solving additional lower-level problems X ✓

Proof. Suppose that xk = xℓ holds for all ℓ ∈ L. Then, we have Φℓ(x
ℓ) = Φℓ(x

k)
and, thus,

c⊤xk +Φk(x
k) = vk ≥ vℓ = c⊤xℓ +Φℓ(x

ℓ) = c⊤xk +Φℓ(x
k)

holds for all ℓ ∈ L. The latter is equivalent to Φk(x
k) ≥ Φℓ(x

k) for all ℓ ∈ L, i.e.,
Φk(x

k) = Φrob(x
k) holds due to Lemma 1. Hence, we obtain

vk = c⊤xk +Φk(x
k) = c⊤xk +Φrob(x

k) ≥ vrob.

Here, the last inequality follows from xk ∈ X, i.e., the feasibility of xk for Prob-
lem (Rob-Min-Max). In addition, we obtain vrob ≥ vk from Proposition 1. To sum
up, we have vrob = vk, which concludes the proof. □

Theorem 2 indicates that there may be situations in which the Bertsimas–Sim
result extends to the min-max setting. However, the result does not carry over
completely as the requirements of Theorem 2 can only be checked ex post, i.e.,
after solving the deterministic min-max problems. Moreover, we emphasize that the
requirements of Theorem 2 are rather strong. Nevertheless, the result of Theorem 2
has the following implications for the presented heuristics:

(i) If the solutions (xℓ)ℓ∈L obtained in Line 3 of Algorithm 2 are the same, the
algorithm can terminate early with an optimal solution to (Rob-Min-Max).
No additional lower-level problems need to be solved, i.e., Lines 4–11 of
Algorithm 2 can be omitted. Verifying the requirements of Theorem 2 is
simple and only requires one additional line of pseudo-code.

(ii) As per the algorithm’s design, exploiting Theorem 2 in Algorithm 1 is not
as straightforward as in Algorithm 2. The Γ-robust counterpart of the lower
level is solved at least once, namely in the first iteration of the for-loop.
Afterward, Line 7 only needs to be executed if the current fixed leader’s
decision xℓ differs from those obtained in the algorithm so far.

A summary of all algorithmic refinements discussed in this section is given in Table 2.

3.5. Tailored Techniques for Interdiction Problems. Let us emphasize that,
up to now, we have not made any structural assumptions about the lower-level
feasible set Y (x), x ∈ X, except for the follower’s variables being binary. However,
further results on the reduction of sub-problems can be obtained by exploiting the
specific properties of the application problem at hand. An important problem class
that is covered by the min-max setting considered in this section is interdiction
(Beck et al. 2023a; Brown et al. 2006; Cormican et al. 1998; DeNegre 2011; Fischetti
et al. 2019; Furini et al. 2021; Israeli and Wood 2002; Wood 2011).

Assumption 3. (i) All linking variables are binary.
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(ii) For all x ∈ X, the lower-level feasible set is of the form

Y (x) := Y ∩ {y : yi ≤ 1− xi, i ∈ I ⊆ [ny]}
with Y ⊆ {0, 1}ny being independent from the leader’s variables.

(iii) There are no terms depending on the leader’s variables in the upper-level
objective, i.e., c = 0.

Under Assumption 3, Problem (Min-Max) is an interdiction problem.

Proposition 4. Suppose that Assumption 3 holds and let xℓ be an optimal solution
to (ℓ-Min-Max) for an arbitrarily given ℓ ∈ L. If there exists x ∈ X with x ≥ xℓ,
then x is an optimal solution to (ℓ-Min-Max) as well.

Proposition 4 states that any feasible leader’s decision x ∈ X dominating an
optimal solution to (ℓ-Min-Max) is an optimal solution to the problem as well.

Theorem 3. Suppose that Assumption 3 holds. Let (xℓ)ℓ∈L be a family of solu-
tions to the deterministic min-max problems (ℓ-Min-Max) and let (vℓ)ℓ∈L be the
vector of the associated objective function values. Further, let k = argmaxℓ∈L{vℓ}.
If there exists x ∈ X with x ≥ xℓ for all ℓ ∈ L, then x is an optimal solution
to (Rob-Min-Max) and vrob = vk holds.

Proof. Let x ∈ X be such that x ≥ xℓ holds for all ℓ ∈ L. Then, x solves all
deterministic min-max problems (ℓ-Min-Max) due to Proposition 4. Finally, the
claim follows from applying Theorem 2. □

Theorem 3 extends the result of Theorem 2 such that, under Assumption 3, no
additional lower-level problems need to be solved to obtain Φrob(x).

4. General Mixed-Integer Linear Bilevel Problems

We now return to the more general setting of Γ-robust mixed-integer linear bilevel
problems as stated in (Rob-BMIP). Here, the objective function coefficients for
the follower’s variables y may differ in the upper- and the lower-level problem, i.e.,
d = f does not need to hold anymore. In what follows, we illustrate that this setting
is considerably more challenging than its min-max counterpart. Nevertheless, we
present a heuristic for (Rob-BMIP) that builds on the ideas of Section 3. We formally
state the method in Section 4.1 and provide quality guarantees for heuristically
obtained solutions in Section 4.2. In Section 4.3, we discuss algorithmic refinements.

4.1. A Heuristic for General Γ-Robust Bilevel Problems. In this section, we,
again, build on a lower bounding scheme that follows the ideas of the Bertsimas–Sim
result. For this purpose, we start with the following technical observation.

Lemma 4. Let (x∗, y∗) be an optimal solution to (Rob-BMIP). Then, there exists
an index ℓ ∈ L such that

f⊤y∗ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiy
∗
i = Φℓ(x

∗) = −Γ∆fℓ + f̃(ℓ)⊤y∗

holds.

Lemma 4 can be used to provide a lower bound for the optimal objective function
value of (Rob-BMIP), which is what we do in the following.
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Proposition 5. There exists an index ℓ ∈ L such that the optimal objective function
value of the bilevel problem

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X,

y ∈ argmax
y′∈Y (x)

{
−Γ∆fℓ + f̃(ℓ)⊤y′

} (ℓ-BMIP)

yields a valid lower bound for the optimal objective function value of (Rob-BMIP).

Proof. Let (x∗, y∗) denote an optimal solution to (Rob-BMIP), which exists by
Assumption 1. Due to Lemma 4, there is an index ℓ ∈ L such that

f⊤y∗ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiy
∗
i = Φℓ(x

∗) = −Γ∆fℓ + f̃(ℓ)⊤y∗

holds. Hence, and since x∗ ∈ X as well as y∗ ∈ Y (x∗) hold by assumption, (x∗, y∗)
is feasible for (ℓ-BMIP). Consequently, we obtain c⊤x∗ + d⊤y∗ ≥ c⊤xℓ + d⊤yℓ

with (xℓ, yℓ) being an optimal solution to (ℓ-BMIP). This concludes the proof. □
Let us point out that Proposition 5 only yields an ex-post result since it requires

the knowledge of an optimal solution to (Rob-BMIP) in advance. Nevertheless, it
can be exploited to obtain an overall valid lower bound for (Rob-BMIP).

Corollary 1. For all ℓ ∈ L, let (xℓ, yℓ) be an optimal solution to (ℓ-BMIP). Then,

min
ℓ∈L

{
c⊤xℓ + d⊤yℓ

}

is a valid lower bound for the optimal objective function value of (Rob-BMIP).

Corollary 1 motivates our heuristic for (Rob-BMIP). Before we discuss the
method in detail, let us briefly comment on two main reasons why the setting
considered in this section is more challenging than the one of Section 3:

(i) Obtaining a valid lower bound for (Rob-BMIP) is significantly more in-
volved than in the min-max setting; cf. Proposition 1 and Corollary 1. In
particular, Corollary 1 implies that the set of deterministic bilevel sub-
problems (ℓ-BMIP) needs to be considered holistically, i.e., an iterative
refinement of the lower bound for (Rob-BMIP) such as in Line 4 of Algo-
rithm 1 in the min-max setting can, in general, not be obtained.

(ii) In Section 3, we solve the Γ-robust counterpart of the lower level to obtain a
valid upper bound, while the feasibility of a sub-problem’s solution xℓ, ℓ ∈ L,
for (Rob-Min-Max) is already guaranteed. A solution (xℓ, yℓ) to (ℓ-BMIP),
however, may not be feasible for the Γ-robust bilevel problem (Rob-BMIP).
Hence, we need to perform a correction step to restore feasibility. The latter
may involve further challenges, which we address in detail in Section 4.3.

The heuristic for (Rob-BMIP) is formally stated in Algorithm 3. We start by
solving |L| bilevel problems of the nominal type to obtain a valid lower bound;
see Lines 2 and 3. By Part (i) of Proposition 3, we can assume, w.l.o.g., that the
index set L is given such that the deviations (∆fℓ)ℓ∈L are pairwise distinct. As in
Algorithm 2, we sort the indices so that the optimal objective function values of the
deterministic bilevel problems are given in non-decreasing order to potentially close
the optimality gap more quickly; see Line 4. Note that the solutions (xℓ, yℓ)ℓ∈L may
not be feasible for (Rob-BMIP). It may even be the case that none of the solutions
to the deterministic bilevel problems (ℓ-BMIP) is feasible for (Rob-BMIP).2 To

2An instance showing this behavior can be found at https://github.com/YasmineBeck/
gamma-robust-bilevel-heuristics/tree/main/counterexample.
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Algorithm 3 A Heuristic for Γ-Robust Mixed-Integer Linear Bilevel Problems

Input: An instance of (Rob-BMIP), an exact solution method for (BMIP) and (2),
an index set L as in (5)

Output: A feasible pair (x∗, y∗), a lower bound L, and an upper bound U
for (Rob-BMIP)

1: Set (x∗, y∗)← (None, None), L← −∞, and U ←∞.
2: for all ℓ ∈ L do
3: Compute a solution (xℓ, yℓ) to the bilevel problem

min
x,y

c⊤x+ d⊤y

s.t. x ∈ X,

y ∈ argmax
y′∈Y (x)

{
−Γ∆fℓ + f̃(ℓ)⊤y′

}
.

(ℓ-BMIP)

4: Sort the indices such that

c⊤xℓ1 + d⊤yℓ1 ≤ c⊤xℓ2 + d⊤yℓ2 ≤ · · · ≤ c⊤xℓ|L| + d⊤yℓ|L|

holds and set L← c⊤xℓ1 + d⊤yℓ1 .
5: Set i← 1.
6: while i ≤ |L| and L < U do
7: Solve the xℓi -parameterized Γ-robust lower-level problem to obtain Φrob(x

ℓi)
and let ŷ denote its optimal solution.

8: if c⊤xℓi + d⊤ŷ < U then
9: Set (x∗, y∗)← (xℓi , ŷ) and U ← c⊤x∗ + d⊤y∗.

10: Set i← i+ 1.
11: return (x∗, y∗), L, U

obtain a feasible point, we thus perform a correction step that involves solving
the Γ-robust counterpart of the lower level; see Lines 7–9. We emphasize that any
suitable solver can be used for the solution of the sub-problems (ℓ-BMIP) such
as, e.g., the MibS solver (Tahernejad et al. 2020) or the general branch-and-cut
solver presented in Fischetti et al. (2017). Since the sub-problems (ℓ-BMIP) are
independent, they can be solved in parallel if the necessary capacities are available.

Theorem 4. Algorithm 3 is correct, i.e., it returns a feasible pair (x∗, y∗) as well
as valid lower and upper bounds L and U for (Rob-BMIP).

Proof. Let (xℓ, yℓ)ℓ∈L be the family of solutions to the deterministic bilevel problems
solved in Line 3 of Algorithm 3. Note that any pair (xℓi , ŷ), i ∈ {1, . . . , |L|}, obtained
from Line 7 of the algorithm satisfies xℓi ∈ X, ŷ ∈ Y (xℓi), and

f⊤ŷ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiŷi = Φrob(x
ℓi),

i.e., (xℓi , ŷ) is feasible for (Rob-BMIP). Consequently, c⊤xℓi + d⊤ŷ is a valid upper
bound for the optimal objective function value of (Rob-BMIP). Let ((x∗, y∗), L, U)
be the output of Algorithm 3. Then, by our previous considerations, (x∗, y∗) is
feasible for (Rob-BMIP) and U := c⊤x∗ + d⊤y∗ is a valid upper bound. Finally, the
validity of L as a lower bound follows from Corollary 1. □
4.2. Quality Guarantees. We now provide quality guarantees for heuristically
obtained solutions to (Rob-BMIP).

Proposition 6. Let (xℓ, yℓ)ℓ∈L be the family of solutions to the bilevel problems
solved in Line 3 of Algorithm 3. Further, let ((x∗, y∗), L, U) be the output of
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Algorithm 3 and suppose that c⊤x∗ + d⊤y∗ ≤ c⊤xℓ + d⊤yℓ holds for all ℓ ∈ L. Then,
U − L = 0 holds and (x∗, y∗) is an optimal solution to (Rob-BMIP).

Proof. Due to Theorem 4, (x∗, y∗) is feasible for (Rob-BMIP) and L ≤ U holds. By
assumption, we further have c⊤x∗ + d⊤y∗ ≤ c⊤xℓ + d⊤yℓ for all ℓ ∈ L, which is
equivalent to

U = c⊤x∗ + d⊤y∗ ≤ min
ℓ∈L

{
c⊤xℓ + d⊤yℓ

}
= L.

Here, the equalities follow from Lines 9 and 4 of Algorithm 3, respectively. To sum
up, we have U − L = 0, which concludes the proof. □

Next, we provide a sufficient ex-post condition under which (Rob-BMIP) can be
solved by only solving bilevel problems of the nominal type.

Theorem 5. Let (xℓ, yℓ)ℓ∈L be the family of solutions to the bilevel problems solved
in Line 3 of Algorithm 3. If there exists an index k ∈ L with xk = xℓ, d⊤yk ≤ d⊤yℓ

and f̃(ℓ)⊤yk ≥ f̃(ℓ)⊤yℓ for all ℓ ∈ L, (xk, yk) is an optimal solution to (Rob-BMIP).

Proof. Suppose that there exists an index k ∈ L such that the requirements are
satisfied, i.e., we have xk ∈ X, yk ∈ Y (xℓ), as well as

Φℓ(x
k) = Φℓ(x

ℓ) = −Γ∆fℓ + f̃(ℓ)⊤yℓ ≤ −Γ∆fℓ + f̃(ℓ)⊤yk

for all ℓ ∈ L. The latter implies

Φrob(x
k) = max

ℓ∈L

{
Φℓ(x

k)
}
= max

ℓ∈L

{
−Γ∆fℓ + f̃(ℓ)⊤yk

}
.

Thus, by Lemma 1, yk solves the xk-parameterized Γ-robust counterpart (2) of the
lower level. In particular, the optimality of yk is proven without solving additional
lower-level problems. To sum up, (xk, yk) is feasible for (Rob-BMIP) and we
have c⊤xk + d⊤yk ≤ c⊤xℓ + d⊤yℓ for all ℓ ∈ L. Hence, using the same arguments
as in the proof of Proposition 6, the optimality gap is closed. □

We now provide an upper bound for the optimality gap for the case in which
Algorithm 3 does not terminate with an optimal solution.

Proposition 7. Let ((x∗, y∗), L, U) be the output of Algorithm 3. Then, it holds

U − L ≤ ∥d∥1.
Let us emphasize that the bound for the optimality gap given in Proposition 7

only depends on the upper-level objective function coefficients d for the follower’s
variables. Hence, as the influence of the follower on the leader’s objective function
value decreases, i.e., by diminishing ∥d∥1, the optimality gap of the pair (x∗, y∗)
decreases as well. Note, however, that d = 0 would imply that the upper level is
completely decoupled from the lower level.

4.3. Algorithmic Refinements. To conclude this section, we discuss further
techniques that can be incorporated in Line 7 of Algorithm 3 to obtain refined
upper bounds for (Rob-BMIP). For the ease of presentation, we focus on the case in
which the Γ-robust counterpart of the lower level is solved by exploiting the result
of Lemma 1. The case in which the problem is solved as a mixed-integer linear
problem as in Lemma 1 of Beck et al. (2023a) can be treated similarly.

In Algorithm 4, we provide a detailed description of the steps involved to solve
the Γ-robust counterpart of the lower level, i.e., Algorithm 4 may be used to replace
Line 7 of Algorithm 3. Here, we include a so-called refinement step in which we solve
further binary problems in addition to the lower-level sub-problems of the nominal
type. The reasons are the following. In this paper, we consider the optimistic
approach to bilevel optimization. Hence, whenever the set of optimal solutions to
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the Γ-robust lower level is not a singleton, a follower’s response that favors the leader
is chosen. When solving the lower-level sub-problems in Line 3 of Algorithm 4,
no information about the upper-level objective is used. This means that, if these
sub-problems do not have a unique solution, the cooperative nature of the follower
may not be taken into account. Line 4 of Algorithm 4 is intended to remedy this
situation so that we obtain a pair (x̂, ŷ) that is more likely to correspond to an
optimal solution to (Rob-BMIP). It would also be sufficient to consider

k ← argmax
ℓ∈L

{Φℓ(x̂)}

instead of the selection rule presented in Lines 5 and 6 of Algorithm 4 to obtain a
feasible pair (x̂, ŷ) for (Rob-BMIP). Then, however, the upper-level objective and,
thus, the cooperative nature of the follower would not be taken into account again.
In particular, the latter may lead to ambiguities if the choice of k ∈ L is not unique.

Algorithm 4 Correct-and-Refine

Input: A family of solutions (xℓ, yℓ)ℓ∈L to the deterministic bilevel sub-
problems (ℓ-BMIP), an index set L as in (5), an index ℓi ∈ L

Output: A solution ŷ to the xℓi-parameterized Γ-robust lower level (2)
1: Set x̂← xℓi .
2: for ℓ ∈ L \ {ℓi} with xℓ ̸= x̂ do
3: Correction step: Solve the x̂-parameterized ℓth lower-level sub-problem

Φℓ(x̂) = −Γ∆fℓ + max
y∈Y (x̂)

{
f̃(ℓ)⊤y

}
.

4: Refinement step: Compute a solution ŷℓ to the problem

min
y∈Y (x̂)

d⊤y s.t. − Γ∆fℓ + f̃(ℓ)⊤y ≥ Φℓ(x̂)

and set yℓ ← ŷℓ.
5: Set Φrob(x̂)← maxℓ∈L {Φℓ(x̂)} and determine C := {ℓ ∈ L : Φℓ(x̂) = Φrob(x̂)}.
6: Set k ← argminℓ∈C

{
c⊤x̂+ d⊤yℓ

}
and ŷ ← yk.

7: return ŷ

Proposition 8. Let (xℓ, yℓ)ℓ∈L be a given family of solutions to the deterministic
bilevel sub-problems (ℓ-BMIP). Further, let ℓi ∈ L, i ∈ {1, . . . , |L|}, be given
arbitrarily. Then, Algorithm 4 is correct, i.e., it returns an optimal solution to
the xℓi-parameterized Γ-robust counterpart (2) of the lower-level problem.

Proof. For notational convenience, we set x̂ = xℓi . By Remark 3, it suffices to solve

Φℓ(x̂) = −Γ∆fℓ + max
y∈Y (x̂)

{
f̃(ℓ)⊤y

}
for all ℓ ∈ L \ {ℓi} (6)

to determine Φrob(x̂). We now show that Lines 3 and 4 of Algorithm 4 only need
to be executed if x̂ ̸= xℓ holds for some ℓ ∈ L \ {ℓi}. To this end, suppose that
there exists an index ℓ ∈ L \ {ℓi} with x̂ = xℓ and let it be given arbitrarily.
Then, yℓ solves the ℓth x̂-parameterized lower-level sub-problem in (6) as well.
Moreover, (x̂, yℓ) = (xℓ, yℓ) solves (ℓ-BMIP) by assumption, i.e., yℓ also solves the
corresponding x̂-parameterized binary problem considered in Line 4 of Algorithm 4.
Hence, there is no need to solve the problems in Lines 3 and 4 to obtain Φrob(x̂).
Overall, (x̂, ŷ) obtained from Algorithm 4 thus satisfies x̂ ∈ X, ŷ ∈ Y (x̂), and

f⊤ŷ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiŷi = Φrob(x̂),

i.e., (x̂, ŷ) is feasible for (Rob-BMIP). □
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5. Computational Results

In this section, we computationally assess the performance of the heuristics
presented in this paper by comparing them with exact methods as well as alternative
heuristics adapted from the related literature. Before we discuss the numerical
results for each method in detail, we briefly describe the generation of the test
instances as well as the computational setup in Sections 5.1 and 5.2, respectively.
In Section 5.3, we focus on the min-max setting considered in Section 3. Afterward,
in Section 5.4, we discuss general Γ-robust mixed-integer linear bilevel problems;
cf. Section 4.

The evaluations of the proposed heuristic methods rely on (i) the running times,
(ii) the number of instances solved to global optimality, as well as on (iii) optimality
gaps. Moreover, as it is mentioned in Sections 3 and 4, the proposed methods can
be partially parallelized. To assess the potential of parallelization, we further use
so-called idealized parallel runtimes. The latter reflect the overall runtime of a
method provided that there are sufficient capacities available to solve all arising
sub-problems in parallel. For each instance, we compute the idealized parallel
runtime after solving all sub-problems sequentially by taking the maximum of all
runtimes for the sub-problems. Hence, if an instance could not be tackled within a
reasonable amount of time in the sequential setting, we consider it as unsolved in
the idealized parallel setting as well.

5.1. Generation of Knapsack Test Instances. For our computational study,
we consider modifications of the deterministic knapsack interdiction problem that
has been considered in Caprara et al. (2016). The deterministic problem is formally
stated as

min
x∈{0,1}n

f⊤y

s.t. v⊤x ≤ B,

y ∈ argmax
y′∈{0,1}n

{
f⊤y′ : w⊤y′ ≤ C, y′i ≤ 1− xi, i ∈ [n]

}
,

in which all parameters are assumed to be non-negative integers, i.e., B,C ∈ Z≥0, and
f, v, w ∈ Zn

≥0. For each instance size n ∈ {35, 40, 45, 50, 55, . . . , 100}, 10 instances
have been generated according to Martello et al. (1999). A detailed description of
the generation of the deterministic test instances can also be found in Section 4.1 of
Beck et al. (2023a). To account for a Γ-robust follower, we adapt the deterministic
instances in the following way. The parameter Γ is set to either 10% or 50% of
the instance size n. In the case of a fractional value for Γ, the closest integer is
considered. For the deviations in the objective function coefficients, we include four
different settings. To this end, we choose δ ∈ {0.1, 0.25} and generate the deviations
as follows:

(i) Integer deviations: The deviations ∆fi take uniformly distributed integer
values from the interval [0, ⌈δfi⌉].

(ii) Continuous deviations: We generate a continuous and uniformly distributed
value αi from the interval [0, δ) and set ∆fi = αifi.

In summary, we consider 80 instances per size such that our overall test set con-
tains 1120 robustified knapsack interdiction instances. The latter are used to
compare the approaches in the min-max setting discussed in Section 5.3.

For the more general bilevel setting evaluated in Section 5.4, we do the following.
We re-consider the previously generated 1120 robustified knapsack interdiction
instances, maintaining the uncertainty parameterization as well as the structure
of the lower-level problem. An instance of the general form (Rob-BMIP) is then
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obtained by replacing upper-level objective function coefficients for the leader’s and
the follower’s variables. These coefficients take uniformly distributed integer values
from the interval [0, 100]. Hence, we also consider 1120 robustified instances in the
more general setting.

5.2. Computational Setup. All tests have been realized on an Intel XEON
SP 6126 at 2.6GHz (with up to 16 cores) and 32GB RAM. The approaches consid-
ered in our computational study use Gurobi 11.0.0 to solve all arising optimization
problems. For the solution of each instance, we set a time limit of 1 h. We now
comment on the implementation for each setting.

5.2.1. Mixed-Integer Linear Min-Max Problems. In Algorithms 1 and 2, a linear
number of min-max problems of the nominal type is solved. In particular, any
solver for mixed-integer linear min-max problems can be used for the solution of
these problems. To assess the performance of our heuristics on instances of the Γ-
robust knapsack interdiction problem, we consider the following two choices for the
black-box solver.

First, we consider the problem-tailored branch-and-cut method presented in
Fischetti et al. (2019) for the solution of the deterministic problems. In this method,
the authors exploit so-called interdiction cuts to separate bilevel infeasible points.

Second, we consider the bkpsolver (Weninger and Fukasawa 2023) for the solu-
tion of the deterministic knapsack interdiction problems. The method is based
on a branch-and-bound framework that incorporates ideas from dynamic pro-
gramming to obtain strong lower bounds and is publicly available at https:
//github.com/nwoeanhinnogaehr/bkpsolver. We emphasize that the bkpsolver
requires the parameters of the considered deterministic problems to satisfy the
following properties:

(i) the leader’s (the follower’s) item weights do not exceed the leader’s (the
follower’s) budget,

(ii) all parameters of the problem are integer,
(iii) all parameters of the problem are non-negative.

While (i) is satisfied for all of our considered instances by construction, (ii) and (iii)
may be violated in some cases. For continuous deviations ∆f , the modified objective
function coefficients f̃(ℓ), ℓ ∈ L, may be continuous as well. In this case, we scale
the data accordingly. Moreover, the modified objective function coefficients f̃(ℓ),
ℓ ∈ L, may be negative for certain items in some sub-problems. To ensure the
applicability of the bkpsolver within our framework, we have thus incorporated a
presolve step into Algorithms 1 and 2 that is based on the following. If f̃(ℓ)i < 0
holds for some i ∈ [n] and ℓ ∈ L, the ith item will not be chosen by the follower; see,
e.g., Pisinger and Toth (1998). Thus, the leader does not need to spend interdiction
resources on the ith item and xi = yi = 0 can be fixed for this sub-problem.

Due to their similarity and for the ease of presentation, we only discuss the results
for one variant of our heuristic. Preliminary computational results revealed that
Algorithm 2 seems to have an advantage over Algorithm 1, which is why we will
focus on the following two variants.
H-BKP: Algorithm 2 in which we incorporate the bkpsolver (Weninger and Fukasawa

2023) for the solution of the deterministic interdiction problems.
H-IC: Algorithm 2 in which we incorporate the branch-and-cut approach proposed

by Fischetti et al. (2019) for the solution of the deterministic interdiction problems.
To assess the performance of our methods, we compare H-BKP and H-IC with

the following two benchmark approaches from the literature.
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H-GI: The “Greedy Interdiction” heuristic proposed by DeNegre (2011). The method
generates a feasible leader’s decision x in a greedy-like fashion and, afterward, a
valid upper bound is computed by solving the x-parameterized lower-level problem.
The original method has been proposed for deterministic interdiction problems.
Hence, we have adapted the method to account for a Γ-robust follower. Moreover,
since the original method does not provide dual information, we further solve
the so-called high-point relaxation (HPR; see, e.g., Definition 1.9 in Schmidt and
Beck (2023)) of the problem to obtain a valid lower bound.

E-MF: The exact single-leader multi-follower approach presented in our previ-
ous work in Beck et al. (2023a). The method relies on a branch-and-cut
framework in which interdiction cuts tailored to the Γ-robust setting are
added. The code is publicly available at https://github.com/YasmineBeck/
gamma-robust-knapsack-interdiction-solver. In Beck et al. (2023a), various
cut separation strategies are studied. In our computational study, we consider
the setting in which a single most-violated cut is added at each node of the
branch-and-cut search tree. To generate these cuts, all lower-level sub-problems
need to be solved, which can be done in parallel if the necessary capacities are
available. We account for this feature by considering idealized parallel runtimes
for E-MF in our evaluations.
Algorithms 1 and 2 as well as the re-implementation of the “Greedy Interdiction”

heuristic (DeNegre 2011) are implemented in Python 3.7.11. Moreover, since the
original branch-and-cut method proposed in Fischetti et al. (2019) uses CPLEX 12.7
to solve all arising optimization problems, we have also re-implemented this method
using Python 3.7.11 and Gurobi to have a fair comparison between the considered
approaches. Our re-implementation exploits Gurobi’s lazy constraint callbacks to
add interdiction cuts, which requires to set the parameter LazyConstraints to 1.
All other parameters have been left at their default settings. For the solution of
the Γ-robust counterpart of the lower level, we exploit the result of Lemma 1 so that
we solve a linear number of lower-level sub-problems of the nominal type.3 If the
necessary capacities are available, the independence of these sub-problems allows
for a parallelization of their solution. Hence, we also consider idealized parallel
runtimes for H-BKP, H-IC, and H-GI.

5.2.2. General Mixed-Integer Linear Bilevel Problems. We now briefly describe the
implementation of the heuristic for general Γ-robust mixed-integer linear bilevel
problems presented in Algorithms 3 and 4. Again, any solver for deterministic
mixed-integer linear bilevel problems can be used for the solution of the problems of
the nominal type in Line 3 of Algorithm 3. In our computational study, we consider
the following.
H: Algorithm 3 in which we incorporate a problem-tailored branch-and-cut approach

for the solution of the deterministic bilevel problems. The method is based on
H-IC, which we have adapted accordingly to account for the more general setting.
As elaborated in Section 4, our heuristic can be partially parallelized. In what
follows, we thus abbreviate the heuristic in the sequential and the idealized parallel
setting by H-seq and H-ideal, respectively.

Preliminary computational tests revealed that our problem-tailored branch-and-
cut approach outperforms general-purpose solvers, which is why we refrain from
using solvers such as, e.g., the MibS solver (Tahernejad et al. 2020) or the general

3The code for the methods presented in this paper, along with the nominal instance data
used for our computational study, is publicly available at https://github.com/YasmineBeck/
gamma-robust-bilevel-heuristics.
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branch-and-cut solver presented in Fischetti et al. (2017) for the solution of the
deterministic bilevel problems within our framework.

To the best of our knowledge, there is no other method in the literature that can
tackle general mixed-integer linear bilevel problems with a Γ-robust treatment of
lower-level objective uncertainty directly, neither globally nor heuristically. Nev-
ertheless, the heuristics that have been proposed in Fischetti et al. (2018) can be
applied to our considered instances by reformulating (Rob-BMIP) as a “generalized
interdiction problem”. The latter can be done using the ideas of Section 2.1 in Beck
et al. (2023a); see Appendix B for the details. To assess the performance of H, we
thus consider the following three benchmark approaches.
H-OS: The ONE-SHOT heuristic presented in Fischetti et al. (2018). The method

builds on solving a single-level mixed-integer linear problem, which is obtained from
the generalized interdiction problem by relaxing the integrality of the follower’s
variables and by exploiting strong duality. The original method computes a
bilevel-feasible point and an upper bound for the optimal objective function value
of (Rob-BMIP), but no lower bound is provided. To have at least some basis for
evaluating the quality of the obtained solutions, we thus compute a valid lower
bound by solving the HPR of the original bilevel problem.

H-IT: The ITERATE heuristic presented in Fischetti et al. (2018). The method
iteratively adds no-good cuts to the single-level mixed-integer problem considered
for ONE-SHOT and terminates with a bilevel-feasible pair and a valid upper
bound once the time limit is reached. As before, we solve the HPR of the original
bilevel problem to obtain a valid lower bound.

E: An exact branch-and-cut approach tailored to the mixed-integer linear reformu-
lation of the considered generalized knapsack interdiction instances. The method
is outlined in Appendix B.
E and the branch-and-cut method used within H are implemented in Python 3.7.11

and we use Gurobi’s lazy constraint callbacks to add cuts by setting the parameter
LazyConstraints to 1. All remaining parameters have been left at their default
settings. Since the code for the heuristics presented in Fischetti et al. (2018) is
not publicly available, we have re-implemented ONE-SHOT and ITERATE using
Python 3.7.11 and Gurobi.4 Finally, we point out that no parallelization can be
exploited for H-OS, H-IT, or E, which is why we do not distinguish between a
sequential and an idealized parallel setting for these approaches.

5.3. Evaluation of the Heuristic for Min-Max Problems. We now evaluate
the heuristic for Γ-robust min-max problems. To this end, we apply the methods
H-BKP, H-IC, H-GI, and E-MF to the Γ-robust knapsack interdiction problem, which
is a special case of a Γ-robust min-max problem. Before we discuss the performance
of the considered methods in detail, let us briefly highlight the main differences
between them. Note that E-MF is an exact solution method that solves a single
problem of the form given in (Rob-Min-Max), whereas H-BKP, H-IC, and H-GI are
heuristic approaches for this problem. The considered heuristics have in common
that they all solve the Γ-robust counterpart of the lower level for a fixed leader’s
decision. However, they differ in the sense that H-BKP and H-IC additionally solve
a linear number of bilevel problems of the nominal type. Tables 3–5 as well as
Figures 1–4 provide a comprehensive summary of the numerical results for the
overall 1120 considered instances for all four approaches. In the following, we discuss
the settings with integer and continuous deviations separately.

4The code for the methods presented in this paper, along with the nominal instance data
used for our computational study, is publicly available at https://github.com/YasmineBeck/
gamma-robust-bilevel-heuristics.
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Table 3. The number of instances (out of the 560 considered
instances in the min-max setting with integer and continuous de-
viations, respectively) for which our presolve techniques (see Sec-
tion 5.2.1) have been applied.

presolved

∆f sub-problems variables

integer 560 500
continuous 440 520

Table 4. Statistics for the number of eliminated sub-problems and
the number of fixed variables due to presolve (both in %) for the
min-max setting with integer and continuous deviations.

∆f presolved min 1st quartile median 3rd quartile max

integer sub-problems 40.91 63.84 73.21 80.00 88.00
variables 0.00 3.48 5.00 6.04 8.00

continuous sub-problems 0.00 3.13 8.89 21.08 44.00
variables 0.00 3.48 5.00 6.67 9.09

5.3.1. Instances with Integer Deviations. We focus on the 560 Γ-robust knapsack
interdiction instances for which the deviations take uniformly distributed integer
values; cf. Section 5.1. In Table 3, we show the number of instances for which (i) the
result of Proposition 3 has been applied and (ii) variables have been fixed due to
negative modified profits; cf. the presolve techniques discussed in Section 5.2.1. As
per the generation of our instances, there are multiple items that have the same
deviation across all instances. By Proposition 3, the number of sub-problems to
be solved can thus be reduced. Moreover, it can be seen that at least one variable
is fixed in at least one sub-problem for a significant portion of our instances (500
out of 560 instances). In Table 4, we summarize the statistics for the number of
sub-problems and variables that can be eliminated due to our presolve techniques
proposed in Section 5.2.1. It can be seen that at least 40.91% and up to 88% of
the sub-problems can be eliminated, which significantly reduces the computational
burden of the heuristic presented in this paper. In addition, a maximum of 8% of the
number of variables is fixed due to negative modified profits f̃(ℓ), ℓ ∈ L. According
to preliminary computational results, presolving variables affects the performance
of H-IC only slightly. We emphasize, however, that the latter is necessary to
apply H-BKP.

In Table 5, we summarize the number of instances for which (i) a feasible point
with finite gap is found (“feasible”), (ii) global optimality is proven either by a closed
gap or using one of the sufficient optimality conditions presented in Theorems 2
and 3 (“optimal”), (iii) a sufficient optimality condition is satisfied (“Thm. 2” or
“Thm. 3”), and (iv) the computed solution has a finite but non-zero gap (“open gap”).
For those instances with an open gap, we further provide the average gap (“average
gap”). In addition, we show box-plots of the optimality gaps and the running times
for all four considered approaches in Figures 1 and 4, respectively. In Figure 2,
we further show box-plots of the ex-post optimality gaps for H-BKP, H-IC, and
H-GI. The ex-post optimality gaps are derived by comparing the heuristic solutions
with the exact solution obtained from E-MF. Moreover, we provide box-plots of the
percentages of solved sub-problems (out of the total number of sub-problems to be
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Table 5. The number of instances for which a feasible point with
finite gap is found (“feasible”; out of the 560 considered instances
in the min-max setting with integer and continuous deviations,
respectively) for the approaches H-BKP, H-IC, H-GI, and E-MF.
Additionally, the number of instances solved to global optimality
(“optimal”), along with the number of instances satisfying a sufficient
optimality condition (Thm. 2 or Thm. 3), is shown. For those
instances with finite but non-zero gap (“open gap”), also the average
gap (“average gap”; in %) is shown.

∆f feasible optimal Thm. 2 Thm. 3 open gap average gap

integer H-BKP 560 555 340 340 5 0.12
H-IC 517 513 277 315 4 0.14
H-GI 560 4 – – 556 100.00
E-MF 560 526 – – 34 6.08

continuous H-BKP 560 554 359 359 6 0.08
H-IC 481 476 266 309 5 0.10
H-GI 560 4 – – 556 100.00
E-MF 560 524 – – 36 7.03

solved) for H-BKP and H-IC in Figure 3. We now assess the performance of the four
considered approaches.

We start with a comparison of H-IC and E-MF. Based on Table 5, it can be seen
that a feasible point with finite gap is obtained using E-MF for all 560 considered
instances. In particular, E-MF solves 526 of the 560 instances (93.93%) to global
optimality. Again, we emphasize that E-MF is an exact approach, which solves a
single problem of the form given in (Rob-Min-Max) using branch-and-cut. Hence,
optimality of a solution obtained from E-MF is proven by a closed gap. The sufficient
conditions in Theorems 2 and 3 are only applicable to the heuristic approaches H-BKP
and H-IC. H-IC finds a feasible point with finite gap for 517 of the 560 considered
instances, while proving global optimality for 513 of them (91.61%). Table 5
shows that the optimality of solutions obtained from H-IC is proven using the
result of Theorem 2 for 277 of the 513 instances (54.00%). Note that Theorem 2
is a special case of Theorem 3 so that, overall, 315 instances (61.40%) satisfy
the requirements of Theorem 3. Hence, the majority of the considered instances
satisfies one of the sufficient conditions so that H-IC computes a globally optimal
solution to (Rob-Min-Max) by only solving bilevel problems of the nominal type.
For the remaining instances solved to global optimality by H-IC, a closed gap is
obtained after solving additional lower-level problems. For those 4 instances for
which H-IC has found a feasible but not provably optimal point with finite gap
(“open gap”), the method still provides favorable results in terms of the solution
quality. In Figure 1 (left), we show box-plots for the optimality gaps obtained
from the four considered methods. The largest finite optimality gap we report for
H-IC is 0.18%, while, for E-MF, the outliers for the optimality gaps are widely
scattered with the largest gap observed being 10.98%. It is worth mentioning,
however, that global optimality of the primal solutions found by H-IC has been
verified ex post for all instances solved by E-MF; see Figure 2 (left). Nevertheless,
we acknowledge that the computational burden of H-IC remains a drawback of our
method. The latter is particularly reflected by the 43 instances for which H-IC could
not compute a finite gap within the time limit of 1 h, as indicated by the labeled
node in Figure 1 (left). An infinite gap occurs if the solution of the linear number of
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bilevel sub-problems exceeds the time limit, preventing the upper bound from being
updated. In Figure 3 (left), we show box-plots of the percentages of sub-problems
solved within the time limit (out of the total number of sub-problems to be solved)
to provide further insight into the time consumption of H-IC. When evaluating
the instances that each method can handle, H-IC seems to perform slightly better
than E-MF both w.r.t. sequential and idealized parallel runtimes. The latter can be
seen from the box-plots shown in Figure 4 (top). Here, we observe smaller median
running times for H-IC compared to E-MF, along with a reduction of the overall
variability of runtimes. The latter indicates that H-IC tends to have a slightly more
consistent performance than E-MF. Nevertheless, despite its fairly promising results
in terms of performance and solution quality, it is worth mentioning again that E-MF
is an exact approach while H-IC is a heuristic. E-MF may thus still be considered as
the overall better method.

However, the situation changes significantly if we use the bkpsolver for the solution
of the deterministic bilevel problems. Figure 4 (top) clearly illustrates the benefits
of using the heuristic. In the sequential as well as in the idealized parallel setting,
H-BKP significantly outperforms H-IC and E-MF. We further observe that, compared
to E-MF, the sequential runtime of H-BKP is more than a factor of 15 smaller in the
median. The same qualitative behavior can be observed for the idealized parallel
setting. In terms of the solution quality, we note that more instances satisfy the
sufficient conditions for optimality in Theorems 2 and 3 when using H-BKP instead
of H-IC. Moreover, H-BKP solves 33 instances that have not been solved by E-MF,
resulting in 99.11% of the 560 considered instances being solved to global optimality.
For the remaining 5 instances for which H-BKP has found a feasible point with finite
but non-zero gap, we report a gap of at most 0.18%; cf. Figure 1 (left). Comparing
to the results obtained from E-MF, however, we could verify ex post that H-BKP
indeed solves all 560 considered instances to global optimality; cf. Figure 2 (left).

Finally, let us comment on the performance of H-GI (DeNegre 2011). Figure 4 (top)
clearly shows that H-GI dominates all other approaches both w.r.t. sequential and
idealized parallel runtimes. The latter is not surprising given that H-GI only considers
single-level problems, whereas the remaining approaches (additionally) tackle bilevel
problems that are harder to solve in general. Despite its favorable results in terms
of runtimes, however, the quality of the solutions obtained from H-GI is rather poor.
The latter can be seen from the results depicted in Table 5 as well as Figures 1
and 2 (left). In this context, we mention that the 4 instances that have been solved
to global optimality by H-GI are trivial in the sense that the leader can interdict all
items for the follower. In this case, the lower bound obtained from solving the HPR
of the problem is tight. In general, however, it is well-known that lower bounds
obtained from solving the HPR are very loose in an interdiction setting.

5.3.2. Instances with Continuous Deviations. We now focus on the 560 Γ-robust
knapsack interdiction instances for which the deviations take continuous and uni-
formly distributed values; cf. (ii) in Section 5.1. The main observations discussed
in the previous section become even more pronounced in this setting. We empha-
size that, just due to the generation of the deviations, the result of Proposition 3
cannot be exploited as often as in the setting with integer deviations; see Tables 3
and 4. Consequently, more deterministic bilevel problems need to be solved within
the heuristic framework presented in this paper. The latter results in an overall
increased computational burden for H-BKP and H-IC as it can be inferred from
the box-plots shown in Figure 3 (right) and Figure 4 (bottom). Nevertheless, due
to its overall small runtime required for solving bilevel problems, the latter affects
the performance of H-BKP only slightly. Again, we observe significant speed-up
factors when comparing the runtimes of H-BKP to those of the exact approach
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Figure 1. Box-plots of the optimality gaps (in %) for the ap-
proaches H-BKP, H-IC, H-GI, and E-MF in the min-max setting with
integer (left) and continuous deviations (right).
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Figure 2. Box-plots of the ex-post optimality gaps (in %) for
the approaches H-BKP, H-IC, and H-GI for the 526 instances with
integer deviations (left) and the 524 instances with continuous
deviations (right) that have been solved to global optimality by
E-MF. Values above 100% are shown on a log-scaled y-axis.
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Figure 3. Box-plots of the percentages of solved sub-problems
(out of the total number of sub-problems to be solved) for the
approaches H-BKP and H-IC in the min-max setting with integer
deviations (left) and continuous deviations (right).
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Figure 4. Box-plots of the sequential (left) and the idealized
parallel runtimes (right) for the approaches H-BKP, H-IC, H-GI,
and E-MF in the min-max setting with integer deviations (top) and
continuous deviations (bottom). Sequential and idealized parallel
runtimes (in s) are depicted on a log-scaled y-axis.

E-MF. Moreover, H-BKP optimally solves 35 instances that have not been solved
to global optimality by E-MF. Overall, H-BKP proves global optimality for 98.93%
of the 560 instances; cf. Table 5. For those instances that have not been solved by
H-BKP, we report a gap of at most 0.18%. Nevertheless, global optimality can be
verified ex post for all considered instances by comparing with the results obtained
from E-MF; cf. Figure 2 (right).

The increased number of deterministic bilevel problems to solve significantly
affects the performance of H-IC. The latter is particularly reflected by the number of
instances for which a feasible point with finite optimality gap is found (560 instances
for E-MF vs. 481 for H-IC); see Table 5. Hence, the solution of |L| bilevel problems
(as it is done by H-IC) seems to be computationally more expensive in general than
solving |L| lower-level, i.e., single-level, problems at each node of the branch-and-cut
search tree as it is done by E-MF. Nevertheless, based on the instances that each
method can handle, it is worth mentioning that both H-IC and E-MF exhibit similar
median running times, which can be seen from the box-plots depicted in Figure 4
(bottom). Moreover, H-IC again seems to perform slightly more consistently than
E-MF due to its overall smaller variability in running times.

For H-GI, we observe the same qualitative behavior as in the setting with integer
deviations. Again, H-GI outperforms all other considered approaches in terms of
running times but the solution quality is rather poor; see Figures 1 and 2 (right) as
well as Figure 4 (bottom).
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To conclude, the heuristic presented in this paper frequently proves optimality
on the considered benchmark instances and, in particular, outperforms the “Greedy
Interdiction” heuristic (DeNegre 2011) in terms of solution quality. However, the
solution of the deterministic bilevel problems remains a bottleneck of our method
and, thus, the algorithmic choice for solving these problems is crucial. When efficient
black-box methods such as the bkpsolver (Weninger and Fukasawa 2023) are available
to tackle the deterministic bilevel problems, our heuristic further outperforms the
exact branch-and-cut method proposed in Beck et al. (2023a) both in terms of
runtimes and solution quality.

5.4. Evaluation of the Heuristic for General Bilevel Problems. We now
evaluate the performance of the heuristic for general Γ-robust bilevel problems.
Before we start, let us mention that the structure of the lower-level problem from
the min-max setting is preserved by the construction of our instances; see Section 5.1.
Hence, the results for the reduction of sub-problems applied to the min-max setting
summarized in Tables 3 and 4 are exactly the same in the more general setting. In
particular, this means that a considerable number of deterministic bilevel problems
can be eliminated in the setting with integer deviations, which significantly reduces
the computational burden of our method.

In Table 6, we show the number of instances for which (i) a feasible point with
finite gap is found (“feasible”), (ii) global optimality is proven either by a closed
gap or using the sufficient optimality condition in Theorem 5 (“optimal”), (iii) the
sufficient optimality condition is satisfied (“Thm. 5”), and (iv) the computed solution
has a finite but non-zero gap (“open gap”). For those instances with an open gap,
we further provide the average gap (“average gap”). In Figures 6 and 7, we show
box-plots of the running times and the optimality gaps for all four considered
approaches, respectively. In addition, we provide box-plots of the percentages of
solved sub-problems (out of the total number of sub-problems to be solved) within H
as well as box-plots of the ex-post optimality gaps for H, H-OS, and H-IT in Figures 5
and 8, respectively. As before, the ex-post optimality gaps are derived by comparing
the heuristic solutions with the solution obtained from the exact branch-and-cut
method. We now assess the performance of the four considered approaches.

While a feasible point with finite gap has been found by H-OS and H-IT for
all considered instances, H could not compute a finite gap within the time limit
of 1 h for around 55.54% and 61.25% of the considered instances in the setting with
integer and continuous deviations, respectively; see Table 6. As before, we obtain an
infinite gap in the case in which the solution of the deterministic bilevel problems
exceeds the time limit so that the upper bound, initially being set to infinity, is not
updated. To provide further insight into the time consumption of H, we additionally
show box-plots of the percentages of sub-problems solved within the time limit (out
of the total number of sub-problems to be solved) in Figure 5. Overall, the previous
observations underline that the computational burden of our heuristic is quite large
in the more general bilevel setting.

Despite this drawback, however, the heuristic presented in this paper still offers
the advantage to parallelize the solution process of the deterministic bilevel problems
and, if necessary, the solution of the additional lower-level problems. In Figure 6,
we show box-plots for the running times for the instances that each method can
handle, i.e., they find a feasible point with finite gap. Comparing the box-plots of
H-seq and H-ideal clearly illustrates the potential of parallelization. Moreover, on the
instances that the methods can tackle, H performs significantly better than E and
H-IT both w.r.t. sequential and idealized parallel runtimes. It is important to note,
however, that H-IT only terminates when reaching the time limit of 1 h, which is
due to the method’s design. Figure 6 further shows that H-OS performs significantly
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Table 6. The number of instances for which a feasible point with
finite gap is found (“feasible”; out of the 560 considered instances in
the general bilevel setting with integer and continuous deviations,
respectively) for the approaches H, H-OS, H-IT, and E. Additionally,
the number of instances solved to global optimality (“optimal”),
along with the number of instances satisfying the sufficient optimal-
ity condition in Thm. 5, is shown. For those instances with finite
but non-zero gap (“open gap”), also the average gap (“average gap”;
in %) is shown.

∆f feasible optimal Thm. 5 open gap average gap

integer H 249 186 70 63 1.94
H-OS 560 0 – 560 100.00
H-IT 560 0 – 560 100.00
E 480 236 – 244 23.05

continuous H 217 172 58 45 2.10
H-OS 560 0 – 560 100.00
H-IT 560 0 – 560 100.00
E 474 230 – 244 22.01

integer continuous
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100
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(13)

Figure 5. Box-plots of the percentages of solved sub-problems
(out of the total number of sub-problems to be solved) for H in the
general bilevel setting with integer and continuous deviations.

better than all other approaches in terms of running times. Nevertheless, its outliers
are widely scattered. Hence, the heuristic presented in this paper seems to have a
slightly more consistent performance.

Let us now comment on the quality of obtained solutions. Table 6 shows that
H solves 33.21% of the instances to global optimality in the setting with integer
deviations. Here, optimality is proven using the sufficient condition in Theorem 5
for 70 of the 186 solved instances (37.63%). In particular, this means that optimality
is guaranteed by only solving bilevel problems of the nominal type. For the majority
of the instances solved to global optimality, however, this is not the case so that
additional lower-level problems need to be considered; cf. Proposition 6. For the set-
ting with continuous deviations, we obtain similar results. Among the 172 instances
that H solves to global optimality, 58 instances (33.72%) satisfy the requirements
of Theorem 5, whereas Proposition 6 is used to prove optimality for the remaining
ones. For those instances for which H provides a feasible but not provably optimal
solution, we still observe favorable results in terms of solution quality. Based on
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Figure 6. Box-plots of the runtimes for the approaches in the
general bilevel setting with integer (top) and continuous deviations
(bottom). Runtimes (in s) are depicted on a log-scaled y-axis.

Figure 7, it can be seen that we obtain a gap of at most 8.85% and 11.35% using H
in the setting with integer and continuous deviations, respectively. The largest gaps
we observe for E are 57.63% and 58.10% in the setting with integer and continuous
deviations, respectively. However, the gaps obtained by H-OS and H-IT are quite
poor. The latter is due to the, in general, rather weak lower bound that can be
obtained from solving the HPR of the original bilevel problem. To further assess
the solution quality, Figure 8 thus also shows box-plots of the ex-post optimality
gaps, which can be obtained by comparing with the exact solution computed by E.
The advantage of H-OS and H-IT is their ability to find a feasible point with finite
gap for all instances, whereas this is not the case for H. Whenever H finds a feasible
point with finite gap, however, its solution quality is slightly better than that of
H-IT and significantly better than that of H-OS. Nevertheless, H-OS and H-IT still
provide promising results in terms of solution quality.

To sum up, we observe that the heuristic presented in this paper is faster than
the exact branch-and-cut approach on those instances for which it finds a feasible
point with finite gap. Nevertheless, reflected by the large portion of instances for
which the heuristic cannot compute a finite gap, we acknowledge the significant
computational burden of our method for the setting of general mixed-integer linear
bilevel problems. In this context, the heuristic approaches H-OS and H-IT seem to
provide a reasonable trade-off between time consumption and solution quality.

Overall, we see two significant differences between the min-max and the general
bilevel setting. First, our ex-post optimality criteria are stronger in the min-max
setting (cf. Tables 5 and 6). This mainly influences the number of instances for
which we can decide ex post that we have indeed computed an optimal solution.
Second, our methods in both settings heavily rely on the respective solvers for the
corresponding deterministic setting. While the bkpsolver by Weninger and Fukasawa
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Figure 7. Box-plots of the optimality gaps (in %) for the ap-
proaches in the general bilevel setting with integer (top) and con-
tinuous deviations (bottom).
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Figure 8. Box-plots of the ex-post optimality gaps (in %) for the
approaches H, H-OS, and H-IT for the 236 instances with integer
(left) and the 230 instances with continuous deviations (right) that
have been solved to global optimality by E.

(2023) significantly speeds up our methods for the min-max setting, any future
advancements in the field of general mixed-integer linear bilevel problems may be
beneficial for our heuristic for the more general setting as well.
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6. Conclusion

In this paper, we consider mixed-integer linear bilevel problems with a follower
facing uncertainties regarding his objective function coefficients. To deal with this
kind of uncertainty, we pursue a Γ-robust approach in which the follower hedges
against a subset of the uncertain parameters that adversely influence the solution
to the problem. More specifically, we exploit the main result by Bertsimas and
Sim (2003) and Sim (2004) for Γ-robust single-level optimization—namely that the
Γ-robust counterpart of a binary problem can be solved by solving a linear number
of binary problems of the nominal type. We present heuristic methods for Γ-robust
bilevel problems in the spirit of the Bertsimas–Sim result, wherein a linear number
of bilevel problems of the nominal type is solved. Moreover, quality guarantees for
heuristically obtained solutions as well as sufficient ex-post conditions for global
optimality are provided. To assess the performance of our approaches, we conduct
an extensive computational study on a total number of 2240 instances, compris-
ing 1120 instances of the Γ-robust knapsack interdiction problem and 1120 more
general Γ-robust bilevel instances. We observe that our heuristics often practically
outperform alternative approaches adapted from the literature, including both
heuristic and exact methods, in terms of the solution quality. In particular, the
optimality gap is closed for a substantial part of the considered instances using
the heuristics presented in this paper. A bottleneck of our methods, however, is
the solution of the deterministic bilevel problems. Thus, the algorithmic choice for
solving these problems is crucial. When efficient black-box methods are available to
tackle the deterministic bilevel problems, our heuristic can outperform generic exact
branch-and-cut methods. In particular, for Γ-robust knapsack interdiction prob-
lems, we report significant speed-up factors when compared to recently published
problem-tailored and exact solution approaches. Nevertheless, more general Γ-robust
bilevel problems remain challenging so that any algorithmic advances for general
mixed-integer linear bilevel problems may be beneficial for the methods presented
in this paper.
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Appendix A. Omitted Proofs

Proof of Lemma 2. Along the lines of the proof of Theorem 3 by Bertsimas and
Sim (2003), we obtain

max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiyi = min
ℓ∈{1,...,ny+1}

{
Γ∆fℓ +

ℓ∑

i=1

(∆fi −∆fℓ)yi

}
.

The latter yields

f⊤y − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiyi

= f⊤y − min
ℓ∈{1,...,ny+1}

{
Γ∆fℓ +

ℓ∑

i=1

(∆fi −∆fℓ)yi

}

= f⊤y + max
ℓ∈{1,...,ny+1}

{
−Γ∆fℓ −

ℓ∑

i=1

(∆fi −∆fℓ)yi

}

= max
ℓ∈{1,...,ny+1}

{
−Γ∆fℓ + f̃(ℓ)⊤y

}
,

where the last equality follows from the definition of the robustified lower-level
objective function coefficients in Lemma 1. The remainder of the proof now follows
the one of Lemma 1 by Lee and Kwon (2014). To this end, we define

φℓ(y) := −Γ∆fℓ + f̃(ℓ)⊤y, ℓ ∈ {1, . . . , ny + 1} .
Using this definition, we obtain

φℓ+1(y)− φℓ(y) = (∆fℓ −∆fℓ+1)

(
Γ−

ℓ∑

i=1

yi

)
, ℓ ∈ {1, . . . , ny} , (7)

as well as

φℓ(y)− φℓ−1(y) = (∆fℓ−1 −∆fℓ)

(
Γ−

ℓ−1∑

i=1

yi

)
, ℓ ∈ {2, . . . , ny + 1} . (8)

In what follows, let ℓ ∈ {2, . . . , ny} be given arbitrarily. We distinguish two
cases. First, suppose that

∑ℓ
i=1 yi ≤ Γ holds. Hence, due to y ≥ 0, we further

have
∑ℓ−1

i=1 yi ≤ Γ. From (7) and (8), we thus obtain

φℓ−1(y) ≤ φℓ(y) ≤ φℓ+1(y).

Second, let us assume that
∑ℓ

i=1 yi > Γ holds, i.e.,
∑ℓ

i=1 yi ≥ Γ + 1 due to the
integrality of y and Γ. In particular, we have

∑ℓ−1
i=1 yi ≥ Γ. Thus, again by (7)

and (8), we obtain
φℓ−1(y) ≥ φℓ(y) ≥ φℓ+1(y).

Let us finally note that, since y is binary,
∑ℓ

i=1 yi ≤ Γ holds for all ℓ ∈ {1, . . . ,Γ}.
By our previous observations, we thus have φℓ(y) ≤ φΓ+1(y) for all ℓ ∈ {1, . . . ,Γ}.
This concludes the proof. □
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Proof of Lemma 3. By Assumption 2, we have ∆fℓ ≥ ∆fℓ+1 ≥ · · · ≥ ∆fk. Hence,
we obtain

f̃(ℓ)i =





fi −∆fi +∆fℓ ≥ fi −∆fi +∆fk = f̃(k)i, 1 ≤ i ≤ ℓ,

fi ≥ fi −∆fi +∆fk = f̃(k)i, ℓ+ 1 ≤ i ≤ k,

fi = f̃(k)i, k + 1 ≤ i ≤ ny,

which concludes the proof. □
Proof of Proposition 2. Due to Assumption 2 and Remark 2, it suffices to consider
the case in which Algorithm 1 terminates in Line 12. To this end, let (xℓ)ℓ∈L be
the family of solutions to the min-max problems solved in Line 3 of the algorithm.
Further, choose ℓ∗ ∈ L so that L = c⊤xℓ∗ + Φℓ∗(x

ℓ∗) holds. From Line 9, we
thus obtain U ≤ c⊤xℓ∗ +Φrob(x

ℓ∗). Let y∗ ∈ Y (xℓ∗) be an optimal solution to
the xℓ∗ -parameterized Γ-robust counterpart of the lower level. By Lemma 2, we get

Φrob(x
ℓ∗) = f⊤y∗ − max

{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiy
∗
i = max

ℓ∈L

{
−Γ∆fℓ + f̃(ℓ)⊤y∗

}
.

In addition, y∗ is feasible for the ℓ∗-th lower-level sub-problem, i.e., we have

−Γ∆fℓ∗ + f̃(ℓ∗)⊤y∗ ≤ Φℓ∗(x
ℓ∗).

Thus, taking all previous observations into account, we obtain

U − L ≤ c⊤xℓ∗ +Φrob(x
ℓ∗)− (c⊤xℓ∗ +Φℓ∗(x

ℓ∗))

= Φrob(x
ℓ∗)− Φℓ∗(x

ℓ∗)

= max
ℓ∈L

{
−Γ∆fℓ + f̃(ℓ)⊤y∗

}
− Φℓ∗(x

ℓ∗)

≤ max
ℓ∈L

{
Γ(∆fℓ∗ −∆fℓ) + (f̃(ℓ)− f̃(ℓ∗))⊤y∗

}

≤ max
ℓ∈L

{
|Γ(∆fℓ∗ −∆fℓ)|+

∣∣∣(f̃(ℓ)− f̃(ℓ∗))⊤y∗
∣∣∣
}
.

For all ℓ ∈ L, Assumption 2 as well as ℓ∗ ∈ L yield

Γ |∆fℓ∗ −∆fℓ| =
{
Γ(∆fℓ∗ −∆fℓ), if ℓ∗ ≤ ℓ

Γ(∆fℓ −∆fℓ∗), if ℓ∗ ≥ ℓ

}
≤ Γ(∆fΓ+1 −∆fny+1) = Γ∆fΓ+1.

Moreover, we obtain∣∣∣(f̃(ℓ)− f̃(ℓ∗))⊤y∗
∣∣∣ ≤ ∥f̃(ℓ)− f̃(ℓ∗)∥1∥y∗∥∞ ≤ ∥f̃(ℓ)− f̃(ℓ∗)∥1

=
Γ+1∑

i=1

∣∣∣f̃(ℓ)i − f̃(ℓ∗)i
∣∣∣+

ny∑

i=Γ+2

∣∣∣f̃(ℓ)i − f̃(ℓ∗)i
∣∣∣

≤ (Γ + 1)∆fΓ+1 +

ny∑

i=Γ+2

∆fi.

Here, the first inequality follows from Hölder’s inequality, whereas the second one
follows from y∗ ∈ {0, 1}ny . The last inequality is due to the following. First, for
all ℓ ∈ L and i ∈ [ny], Lemma 3 yields

∣∣∣f̃(ℓ)i − f̃(ℓ∗)i
∣∣∣ =

{
f̃(ℓ)i − f̃(ℓ∗)i, if ℓ ≤ ℓ∗

f̃(ℓ∗)i − f̃(ℓ)i, if ℓ ≥ ℓ∗

}
≤ f̃(Γ + 1)i − f̃(ny + 1)i.

Second and lastly, Assumption 2 and Lemma 1 yield

f̃(Γ + 1)i − f̃(ny + 1)i =

{
∆fΓ+1, 1 ≤ i ≤ Γ + 1,

∆fi, Γ + 1 ≤ i ≤ ny.
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To sum up,

|Γ(∆fℓ∗ −∆fℓ)|+
∣∣∣(f̃(ℓ)− f̃(ℓ∗))⊤y∗

∣∣∣ ≤ Γ∆fΓ+1 + (Γ + 1)∆fΓ+1 +

ny∑

i=Γ+2

∆fi

holds for all ℓ ∈ L. Note that the right-hand side of the last inequality does not
depend on the sub-problem index ℓ ∈ L. This concludes the proof.

Proof of Proposition 4. Let x ∈ X be such that x ≥ xℓ holds. Evidently, the
claim is true for x = xℓ. Hence, we assume x ̸= xℓ, i.e., there exists at least one
index i ∈ [nx] with xi > xℓ

i . We define Xℓ
> := {i ∈ [nx] : xi > xℓ

i}, i.e., Xℓ
> ̸= ∅.

Let y be an optimal solution to the x-parameterized ℓth lower-level sub-problem

Φℓ(x) = −Γ∆fℓ + max
y′∈Y (x)

{
f̃(ℓ)⊤y′

}
.

Clearly, y ∈ Y ⊆ {0, 1}ny holds due to Part (ii) of Assumption 3. Moreover, we
have y ∈ Y (xℓ) due to the following. First, suppose Xℓ

> ∩ I = ∅. This means that
the indices i ∈ [nx] with xi > xℓ

i correspond to non-linking variables. Hence, we
have yi ≤ 1− xi = 1− xℓ

i for all i ∈ I. Second, we assume that Xℓ
> ∩ I ̸= ∅ holds.

From Part (i) of Assumption 3, we then have 1 = xi > xℓ
i = 0 for all i ∈ Xℓ

> ∩ I.
Thus, we obtain

yi ≤ 1− xi =

{
0 < 1 = 1− xℓ

i , i ∈ Xℓ
> ∩ I,

1− xℓ
i , i ∈ I \Xℓ

>.

Taking all previous considerations and Part (iii) of Assumption 3 into account yields

c⊤x+Φℓ(x) = Φℓ(x) = −Γ∆fℓ +

ny∑

i=1

f̃(ℓ)iyi ≤ Φℓ(x
ℓ) = c⊤xℓ +Φℓ(x

ℓ),

i.e., x solves (ℓ-Min-Max) as well.

Proof of Lemma 4. By Lemma 1, we have

f⊤y∗ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiy
∗
i = Φrob(x

∗) = max
k∈L
{Φk(x

∗)} .

Let ℓ1, ℓ2 ∈ L be chosen such that

ℓ1 = argmax
k∈L

{Φk(x
∗)} and ℓ2 = argmax

k∈L

{
−Γ∆fk + f̃(k)⊤y∗

}
(9)

hold. Further, let yℓi denote an optimal solution to the x∗-parameterized ℓi-th
lower-level sub-problem with i ∈ {1, 2}, i.e., yℓi solves

Φℓi(x
∗) = −Γ∆fℓi + max

y∈Y (x∗)

{
f̃(ℓi)

⊤y
}
.

Using (9), we thus obtain

−Γ∆fℓ2 + f̃(ℓ2)
⊤yℓ2 ≤ −Γ∆fℓ1 + f̃(ℓ1)

⊤yℓ1

= Φℓ1(x
∗)

= f⊤y∗ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiy
∗
i .

Moreover, we have

f⊤y∗ − max
{S⊆[ny ] : |S|≤Γ}

∑

i∈S

∆fiy
∗
i = −Γ∆fℓ2 + f̃(ℓ2)

⊤y∗ ≤ −Γ∆fℓ2 + f̃(ℓ2)
⊤yℓ2 .
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Here, the equality follows from Lemma 2, whereas the inequality follows from the
optimality of yℓ2 for the x∗-parameterized ℓ2th lower-level sub-problem. The last
two displayed formulas yield

−Γ∆fℓ1 + f̃(ℓ1)
⊤yℓ1 = −Γ∆fℓ2 + f̃(ℓ2)

⊤y∗ = −Γ∆fℓ2 + f̃(ℓ2)
⊤yℓ2 .

This implies that, in (9), we could have chosen

argmax
k∈L

{Φk(x
∗)} = ℓ2 = argmax

k∈L

{
−Γ∆fk + f̃(k)⊤y∗

}
,

which concludes the proof.

Proof of Proposition 7. Let (xℓ, yℓ)ℓ∈L be the family of solutions to the
bilevel problems solved in Line 3 of Algorithm 3. Further, choose k ∈ L so
that L = c⊤xk + d⊤yk holds. According to the updating rule in Line 9 of Algo-
rithm 3, we have U ≤ c⊤xk + d⊤ŷ with ŷ being an optimal solution to the Γ-robust
counterpart of the xk-parameterized lower level. Due to Hölder’s inequality as well
as ŷi − yki ∈ {−1, 0, 1} for all i ∈ [ny], we thus obtain

U − L ≤ c⊤xk + d⊤ŷ − (c⊤xk + d⊤yk)

= d⊤(ŷ − yk)

≤
∣∣d⊤(ŷ − yk)

∣∣

≤ ∥d∥1∥ŷ − yk∥∞ ≤ ∥d∥1,
which concludes the proof.

Appendix B. An Exact Branch-and-Cut Approach for Generalized
Γ-Robust Knapsack Interdiction Problems

We consider a generalization of the knapsack interdiction problem studied in
Caprara et al. (2016). The deterministic problem reads

min
x∈{0,1}n,y

c⊤x+ d⊤y

s.t. v⊤x ≤ B,

y ∈ argmax
y′∈{0,1}n

{
f⊤y′ : w⊤y′ ≤ C, y′i ≤ 1− xi, i ∈ [n]

}

with B,C ∈ Z≥0, and c, d, f, v, w ∈ Zn
≥0. For a given x ∈ X, the Γ-robust counter-

part of the lower-level problem, in which the follower hedges against his uncertain
objective function coefficients, is given by

max
y∈{0,1}n

f⊤y − max
{S⊆[n] : |S|≤Γ}

∑

i∈S

∆fiyi s.t. w⊤y ≤ C, yi ≤ 1− xi, i ∈ [n].

Along the lines of the proof of Theorem 3 by Bertsimas and Sim (2003), the latter
can be re-written as

max
y,z,θ

f⊤y − Γθ −
n∑

i=1

zi

s.t. w⊤y ≤ C,

yi ≤ 1− xi, i ∈ [n],

zi + θ ≥ ∆fiyi, i ∈ [n],

y ∈ {0, 1}n , z ∈ Rn
≥0, θ ∈ R≥0;

(10)
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cf. Lemma 1 in Beck et al. (2023a). The Γ-robust counterpart of the overall
generalized knapsack interdiction problem thus reads

min
x∈{0,1}n,y,z,θ

c⊤x+ d⊤y s.t. v⊤x ≤ B, (y, z, θ) ∈ S(x), (11)

where S(x) denotes the set of optimal solutions to the x-parameterized mixed-integer
linear problem (10). Problem (11) is a standard mixed-integer linear bilevel problem.
Using the lower-level optimal-value function, Problem (11) can be stated as the
single-level problem

min
x,y,z,θ

c⊤x+ d⊤y

s.t. v⊤x ≤ B, w⊤y ≤ C,

yi ≤ 1− xi, i ∈ [n],

zi + θ ≥ ∆fiyi, i ∈ [n],

f⊤y − Γθ −
n∑

i=1

zi ≥ Φrob(x),

x, y ∈ {0, 1}n , z ∈ Rn
≥0, θ ∈ R≥0.

(12)

Here, Φrob(x) is used to denote the optimal-value function associated with Prob-
lem (10). We can solve Problem (12) using a branch-and-cut framework. At node j
of the branch-and-cut tree, we consider the problem

min
x,y,z,θ

c⊤x+ d⊤y

s.t. v⊤x ≤ B, w⊤y ≤ C,

yi ≤ 1− xi, i ∈ [n],

zi + θ ≥ ∆fiyi, i ∈ [n],

(x, y, z, θ) ∈ Ωj ⊆ [0, 1]n × [0, 1]n × Rn
≥0 × R≥0,

(Pj)

where the set Ωj contains all valid inequalities that have been added previously to cut
off integer-infeasible or bilevel-infeasible points as well as all branching decisions. If
Problem (Pj) is infeasible for node j or if the objective function value corresponding
to an optimal solution (xj , yj , zj , θj) exceeds the current upper bound, we can
fathom the node. Otherwise, we check for integer and bilevel feasibility. To separate
a fractional solution, we can either branch or exploit standard cutting planes from
mixed-integer linear optimization, e.g., as elaborated in Cornuéjols (2008). To check
for bilevel feasibility, we compute the optimal objective function value of the xj-
parameterized Γ-robust counterpart of the lower-level problem. Using Proposition 6
in Beck et al. (2023a), this can be done by solving the mixed-integer linear problem

max
y,z,θ

n∑

i=1

fiyi(1− xj
i )− Γθ −

n∑

i=1

zi

s.t. w⊤y ≤ C,

yi ≤ 1− xj
i , i ∈ [n],

zi + θ ≥ ∆fiyi, i ∈ [n],

y ∈ {0, 1}n , z ∈ Rn
≥0, θ ∈ R≥0.

(13)
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Let (ŷ, ẑ, θ̂) denote an optimal solution to (13) and let Φ̂ denote the corresponding
objective function value. If Φ̂ < Φrob(x

j) holds, the point (xj , yj , zj , θj) is bilevel-
infeasible. To separate bilevel-infeasible points, we generate a cut of the form

n∑

i=1

fiyi − Γθ −
n∑

i=1

zi ≥
n∑

i=1

fiŷi(1− xi)− Γθ̂ −
n∑

i=1

ẑi

and add it to the description of the set Ωj .
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A Toll-Setting Problem with Robust Wardrop
Equilibrium Conditions Under Budgeted Uncertainty

Yasmine Beck, Martine Labbé, Martin Schmidt

Abstract. We consider the problem of determining optimal tolls in a traffic
network in which a toll-setting authority aims to maximize revenues and the
users of the network act in the sense of Wardrop’s user equilibrium. The
setting is modeled as a mathematical problem with equilibrium constraints
and a mixed-integer, nonlinear, and nonconvex reformulation is presented that
exploits binary variables and big-M constants. We prove existence of optimal
solutions to this problem, derive correct big-Ms, and provide valid inequalities.
Moreover, we consider the setting in which the network users hedge against
uncertainties regarding their travel costs. We model this setting using robust
Wardrop equilibria under budgeted uncertainty and prove existence of robust
solutions. Finally, we present preliminary computational results to illustrate
the impact of considering robust travel decisions on the revenues realized by
the toll-setting authority.

1. Introduction

In traffic networks, collecting tolls is a powerful tool for network management and
for influencing travel behavior. For instance, revenues generated by imposing tolls
may support the maintenance of existing infrastructure or fund the construction
of new roads. In addition, tolls may be used to manage traffic flow by alleviating
congestion and encouraging the more efficient use of road capacity. Thus, it is
evident that determining optimal tolls in a traffic network is an important aspect of
transportation science. In this context, the toll-setting authority has to decide on the
tolls while anticipating the reaction of the users of the traffic network, who usually
try to minimize costs and time spent on travel. The overall toll-setting problem
can thus be seen as a single-leader multi-follower game in which the toll-setting
authority acts as the leader and the users of the traffic network act as the followers.
Influential works in this context include, e.g., Brotcorne et al. (2001), Dempe and
Zemkoho (2012), Dewez et al. (2008), Kalashnikov et al. (2020), and Labbé et al.
(1998, 2000).

In this paper, we consider a multi-commodity traffic network in which a toll-
setting authority decides on the tolls of (some of) the arcs of the network. While we
consider the setting in which the toll-setting authority aims to maximize revenues
by imposing tolls, we emphasize that other objective functions may be possible as
well. Regarding the users of the traffic network, we assume that they act according
to Wardrop’s user equilibrium (Wardrop 1952; Wardrop and Whitehead 1952),
minimizing their individual travel costs that are parameterized by the imposed
tolls. In this paper, we do not make any assumptions about the separability of
the travel costs but they are assumed to be affine-linear in the traffic flows. We
model the overall toll-setting problem as a mathematical problem with equilibrium
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2020 Mathematics Subject Classification. 90C26, 90C33, 90C35, 90C70.
Key words and phrases. Transportation networks, Pricing, Wardrop equilibrium, Mixed-integer

nonlinear optimization, Robust optimization.
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constraints (MPEC); see, e.g., Luo et al. (1996) for a general overview. In contrast
to Dempe and Zemkoho (2012), who study a similar setting for separable cost
functions from a theoretical point of view, we consider the toll-setting problem more
from a computational perspective. To this end, we reformulate the problem as a
mixed-integer, nonlinear, and nonconvex problem (nonconvex MINLP) that exploits
binary variables and big-M constants. The latter can be tackled using state-of-the-
art general-purpose solvers. We provide results on the existence of optimal solutions
to this problem as well as valid inequalities to enhance the problem formulation.
Moreover, we derive valid big-M constants.

In addition, we study the toll-setting problem in which the users of the traffic
network face uncertainties regarding their travel costs, which we tackle using tech-
niques from robust optimization; see, e.g., Ben-Tal et al. (2009), Bertsimas et al.
(2011), and Soyster (1973). To this end, we pursue similar ideas compared to those
in Ito (2011) and Ordóñez and Stier-Moses (2007, 2010), who also consider so-called
robust Wardrop equilibria. In Ito (2011), a strictly robust setup is considered
to hedge against uncertainties regarding the travel costs. The author makes the
necessary continuity assumptions on the robustified travel cost functions to ensure
that robust Wardrop equilibria exist. In particular, the author considers ellipsoidal
uncertainty sets. In Ordóñez and Stier-Moses (2007), the authors pursue a Γ-robust
approach (Bertsimas and Sim 2003; Sim 2004) to hedge against uncertain travel costs.
The authors provide existence results for robust Wardrop equilibria and present a
column-generation algorithm to compute them. In a follow-up paper, Ordóñez and
Stier-Moses (2010) provide more extensive theoretical and computational details on
this approach, along with further equilibrium concepts to hedge against uncertain
travel costs. All aforementioned works have in common that the authors focus on
the robust traffic assignment problem in which a path-based formulation is used to
model the travelers’ behavior. The modeling framework considered in this paper
differs from those in Ito (2011) and Ordóñez and Stier-Moses (2007, 2010) in the
following two aspects. First, we consider the problem of determining optimal tolls
in a traffic network that incorporates robust Wardrop equilibria in the constraints
of the problem. Second, we study robust Wardrop equilibria under budgeted uncer-
tainty, which necessitates the use of a node-arc formulation to model the travelers’
behavior. To the best of our knowledge, there are no other works in the literature
that consider such a network pricing under robust Wardrop equilibria. We illustrate
the impact of considering robust travel decisions on the revenues realized by the
toll-setting authority through a case study on a subnetwork of the well-known Sioux
Falls network (LeBlanc et al. 1975). Here, we observe that addressing uncertainties
in the travel costs may significantly impact the travel behavior and, in particular,
lead to increased revenues realized by imposing tolls.

The remainder of this paper is organized as follows. In Section 2, we present the
overall toll-setting problem, which we model as an MPEC. In Section 3, we present
an MINLP reformulation of the toll-setting problem, prove existence of optimal
solutions, derive valid big-Ms, and provide valid inequalities. In Section 4, we
present a robustified variant of the toll-setting problem under budgeted uncertainty.
We provide an MINLP reformulation of this problem and prove existence of robust
solutions. In Section 5, we present preliminary computational results to illustrate
the impact of considering robust travel decisions on the revenues realized by the
toll-setting authority. Finally, we conclude in Section 6.

2. The MPEC Model

We consider a traffic network that is modeled using a directed graph G = (N ,A)
with node set N and arc set A ⊆ N ×N . We elaborate on the graph’s connectivity
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later in this section. In what follows, we denote f = (fa)a∈A as the vector of all arc
flows and τ = (τa)a∈A as the tolls imposed on the arcs of the network. The aim of
the toll-setting authority is to maximize the revenues

∑

a∈A
τafa

that are realized by charging tolls on certain arcs of the network. Throughout this
paper, we make the following assumption.

Assumption 1. The tolls τ are subject to constraints described by a polytope
T = {τ ∈ R|A| : Bτ ≤ b} ≠ ∅ for some matrix B and a vector b of appropriate di-
mension.

The constraints Bτ ≤ b are used to model, e.g., lower and upper bounds on the
tolls or toll-free arcs. Here and in what follows, we assume that the set T induces
a finite upper bound τ+a as well as a lower bound of zero for the toll τa on each
arc a ∈ A. Arcs a ∈ A for which the set T imposes the upper bound τ+a = 0 are
called toll-free arcs. All remaining arcs are called toll arcs. The overall toll-setting
problem can now be stated as

max
τ,f,x

∑

a∈A
τafa s.t. τ ∈ T , (f, x) ∈ S(τ). (1)

Here, the set S(τ) is used to denote the Wardrop equilibria that are parameterized by
the imposed tolls τ , which we discuss in detail in the following section. In particular,
Problem (1) can be interpreted as a single-leader multi-follower problem in which
the toll-setting authority acts as the leader and the users of the traffic network act as
the followers. By optimizing over the tolls τ and the variables f and x, we consider
the so-called optimistic approach as it is known in bilevel optimization; see, e.g.,
Dempe (2002). This means that, whenever there are multiple optimal route choices
for the users of the network, they choose the ones that favor the leader the most
w.r.t. the associated revenues. The latter is a common assumption in the literature;
see, e.g., Brotcorne et al. (2001) and Labbé et al. (1998).

2.1. Wardrop Equilibrium Conditions. For node subsets O,D ⊆ N , we denote
the set of all origin-destination (OD) pairs of the network as K ⊆ O × D. For
the ease of presentation, we consider a single commodity for each OD pair k ∈ K.
Let xk = (xk

a)a∈A ∈ R|A| denote the flow vector of commodity k ∈ K. The vector of
arc flows is then given by

f =
∑

k∈K
xk ∈ R|A|. (2)

Throughout this paper, we make the following assumptions.

Assumption 2. For every node i ∈ N , there is at least one path that connects
node i to each destination node j ∈ D.

Assumption 3. For every commodity k ∈ K, the travel demand dk ∈ R is non-
negative and fixed.

We emphasize that Assumption 2 is a standard assumption in the literature; cf.,
e.g., Assumption 2.A in Patriksson (2015). Let us further mention that Assumption 3
is w.l.o.g. since any elastic-demand problem can equivalently be reformulated as a
fixed-demand problem; see, e.g., Dantzig et al. (1976) and Gartner (1980). For each
commodity k = (αk, ωk) ∈ K, flow conservation can now be modeled via

∑

a∈δin(i)

xk
a −

∑

a∈δout(i)

xk
a = dki , i ∈ N , (3)
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with

dki =





+dk, i = ωk,

0, i ∈ N \ {αk, ωk} ,
−dk, i = αk.

Here, δin(i) and δout(i) denote the sets of in- and outgoing arcs of node i ∈ N , respec-
tively. Next, we elaborate on Wardrop’s second1 principle to model user-optimized
behavior. It is assumed that the users of the traffic network seek to minimize their
individual travel costs such that no user can reduce costs by unilaterally changing
routes. This behavior can be modeled as

0 ≤ cka(f ; τa) + tkj − tki ⊥ xk
a ≥ 0, a = (i, j) ∈ A, k ∈ K. (4)

A similar setting is, e.g., considered in Section 3.6.2 in Ferris and Pang (1997).
In (4), the cost for commodity k ∈ K to travel along an arc a ∈ A is given by the
function cka(f ; τa) that depends on the overall flows f and that is parameterized
by the imposed toll τa. Moreover, tki denotes the minimum cost to reach the
destination of commodity k ∈ K from node i ∈ N . We abbreviate t = (tk)k∈K
with tk = (tki )i∈N ∈ R|N |. To sum up, the τ -parameterized set of Wardrop equilibria
is given by

S(τ) := {(f, x) : ∃t such that (f, x, t) solves (2)–(4)} .

3. An MINLP Reformulation

We introduce additional binary variables z ∈ {0, 1}|A|·|K| to obtain a reformulation
of Problem (1) that is given by

max
τ,f,x,t,z

∑

a∈A
τafa (5a)

s.t. τ ∈ T , f =
∑

k∈K
xk, (5b)

∑

a∈δin(i)

xk
a −

∑

a∈δout(i)

xk
a = dki , i ∈ N , k ∈ K, (5c)

xk
a ≥ 0, cka(f ; τa) + tkj − tki ≥ 0, a = (i, j) ∈ A, k ∈ K, (5d)

cka(f ; τa) + tkj − tki ≤Mk
a (1− zka), a = (i, j) ∈ A, k ∈ K, (5e)

xk
a ≤Mk

a z
k
a , a ∈ A, k ∈ K, (5f)

zka ∈ {0, 1} , a ∈ A, k ∈ K. (5g)

Problem (5) is as a mixed-integer nonlinear problem (MINLP) due to bilineari-
ties in the objective function as well as possible nonlinearities in the travel cost
functions cka(f ; τa), a ∈ A, k ∈ K. By construction, Problem (5) is equivalent to
the toll-setting problem (1) if the big-M constants Mk

a , a ∈ A, k ∈ K, are chosen
sufficiently large. To obtain such constants, however, we need further knowledge
about the travel cost functions cka(f ; τa). In this paper, we assume that the travel
cost functions are affine-linear in the flows f so that, in Problem (5), we consider a
bilinear objective that is optimized over mixed-integer and linear constraints. We
acknowledge that this is a strong assumption. However, we illustrate in Section 5
that even under this simplifying assumption, solving the toll-setting problem is a
highly challenging task.

1In the literature, the user optimum is commonly referred to as Wardrop’s second principle,
despite it being introduced first in Wardrop and Whitehead (1952); see, e.g., the respective
discussion by Ferris and Pang (1997).
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Assumption 4. For every commodity k ∈ K, the travel cost functions
ck(f ; τ) =

(
cka(f ; τa)

)
a∈A are affine-linear in the flows, i.e., there exists a ma-

trix Ck ∈ R|A|×|A|
≥0 and a vector cfix,k ∈ R|A|

>0 with ck(f ; τ) = Ckf + cfix,k + τ .

We emphasize that we do not make any assumptions about the separability of
the travel cost functions in Assumption 4. In traffic assignment problems, it is
often interesting to consider travel costs that are non-separable. This means that,
for k ∈ K, the costs cka(f ; τa) may not only depend on the flow fa on arc a ∈ A itself
but also on the flows fa′ , a′ ≠ a ∈ A, on the other arcs. For motivating examples
as well as further discussions on non-separable travel costs, we refer to Dafermos
(1971). In Assumption 4, non-separability implies that the travel cost matrix Ck is
not a diagonal matrix.

The remainder of this section is organized as follows. In Section 3.1, we elaborate
on how to obtain sufficiently large big-M constants that can be used in Problem (5).
Afterward, in Section 3.2, we prove the existence of an optimal solution to the
toll-setting problem (5). In Section 3.3, we provide valid inequalities to strengthen
the formulation in (5).

3.1. Computing Big-Ms. In what follows, we provide bounds for the flow vari-
ables f and x as well as for the minimum travel costs t, which are essential for
obtaining sufficiently large big-Ms that can be used in the MINLP reformulation (5)
of the toll-setting problem. For this purpose, we first establish the existence of a
Wardrop equilibrium for any given toll-setting policy τ ∈ T .

Lemma 1. Let τ ∈ T be given arbitrarily. Then, under Assumptions 1–4, S(τ) ̸= ∅
holds, i.e., there exists a Wardrop equilibrium for the given tolls τ .

Proof. For every commodity k = (αk, ωk) ∈ K, there exists at least one path that
connects αk and ωk due to Assumption 2. Moreover, Assumption 1 implies τa ≥ 0
for all a ∈ A. Hence, by Assumptions 1 and 4, the travel cost functions cka(f ; τa) are
positive and continuous for all a ∈ A and k ∈ K. Moreover, by Assumption 3, the
travel demand is fixed, positive, and bounded from above. Under Assumptions 1–4,
we can thus apply Theorem 5.5 in Aashtiani and Magnanti (1981), which yields
the existence of a Wardrop equilibrium in the path formulation. As a consequence,
there also exists a Wardrop equilibrium in the node-arc formulation; see, e.g., the
discussion in Section 2.2.2 in Patriksson (2015) for further details. □

Next, we provide bounds for the commodity flow variables x in a Wardrop
equilibrium.

Proposition 1. Let τ ∈ T be given arbitrarily. Then, under Assumptions 1–4,
there exists (f, x) ∈ S(τ) that satisfies

0 ≤ xk
a ≤ dk, a ∈ A, k ∈ K.

In particular, xk
a = 0 holds for all a ∈ δin(αk) ∪ δout(ωk) with k = (αk, ωk) ∈ K.

Proof. By Assumptions 1–4, we can apply Lemma 1, i.e., there exists (f, x) ∈ S(τ).
The non-negativity of the commodity flows x immediately follows from (4). We now
prove the upper bound. To this end, let k = (αk, ωk) ∈ K be given arbitrarily. By
the flow decomposition theorem, we obtain

xk
a =

∑

{p∈Pk : a∈p}
hp +

∑

{ℓ∈C : a∈ℓ}
gkℓ , a ∈ A;

see, e.g., Theorem 3.5 in Ahuja et al. (1993). Here, Pk denotes the set of all
simple paths between the origin αk and the destination ωk of commodity k and C
denotes the set of all cycles in the traffic network. The vectors h = (hp)p∈Pk
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and gk = (gkℓ )ℓ∈C are used for the path and cycle flows, respectively. Suppose that
there is a cycle ℓ ∈ C with positive flow, i.e., gkℓ > 0 holds. This implies that xk

a′ > 0
holds for all a′ ∈ ℓ. Wardrop’s second principle (4) thus yields

∑

a′∈ℓ

cka′(f ; τa′) = 0,

which is a contradiction to Assumptions 1 and 4. Hence, there cannot be a cycle
with positive flow. Consequently, xk

a = 0 holds for all a ∈ δin(αk) ∪ δout(ωk)
with k = (αk, ωk) ∈ K. From flow conservation (3), we thus obtain

∑

a∈δin(ωk)

xk
a =

∑

a∈δout(αk)

xk
a = dk. (6)

Moreover, again due to flow conservation (3), we have

dk =
∑

a∈δin(ωk)

xk
a ≥

∑

a∈δout(i)

xk
a =

∑

a∈δin(i)

xk
a, i ∈ N \ {αk, ωk} . (7)

The non-negativity of the commodity flows as well as (6) and (7) finally yield xk
a ≤ dk

for all a ∈ A, which concludes the proof. □
Since the overall arc flows f and the commodity flows xk, k ∈ K, are linearly

coupled, Proposition 1 also yields valid bounds for the arc flows.

Proposition 2. Let τ ∈ T be given arbitrarily. Then, under Assumptions 1–4,
there exists (f, x) ∈ S(τ) that satisfies

0 ≤ fa ≤
∑

k∈K
dk, a ∈ A.

Proof. By Assumptions 1–4, we can apply Lemma 1, i.e., there exists (f, x) ∈ S(τ).
For all a ∈ A, we have

0 ≤ fa =
∑

k∈K
xk
a ≤

∑

k∈K
dk.

Here, the first inequality follows from (2) and the non-negativity of the commodity
flows given by (4), the equality follows from (2), and the last inequality is due to
Proposition 1. □

In the following proposition, we provide bounds for the minimum travel costs t.
The key idea is that, whenever a vector (f, x, t) solves (2)–(4), we can shift all values
of t by the same amount while still satisfying the conditions.

Proposition 3. Let τ ∈ T be given arbitrarily and suppose that Assumptions 1–4
hold. Then, for all (f, x) ∈ S(τ), there exists t such that (f, x, t) solves (2)–(4)
and t has the following properties:

(i) For all k = (αk, ωk) ∈ K, it holds tkωk
= 0.

(ii) For all k = (αk, ωk) ∈ K and i ∈ N \ {ωk}, it holds

0 ≤ tki ≤ min
p∈Pk

i




∑

a∈p


∑

a′∈A
Ck

aa′

∑

q∈K
dq + cfix,k

a + τ+a







with Pk
i being the set of all simple paths between nodes i and ωk.

Proof. Under Assumptions 1–4, there exists t such that (f, x, t) solves (2)–(4) due
to Lemma 1. For all k ∈ K, let now ∆tk = tkωk

and consider tki −∆tk instead of tki
for all i ∈ N . Then, by construction, tkωk

= 0 holds for all k ∈ K. Moreover, we have

0 ≤ cka(f ; τa) + (tkj −∆tk)− (tki −∆tk) = cka(f ; τa) + tkj − tki ⊥ xk
a ≥ 0,
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for all a = (i, j) ∈ A and all k ∈ K, i.e., Wardrop’s second principle (4) remains
satisfied. Hence, and since Conditions (2) and (3) do not depend on t, there
exists (f, x, t) with tkωk

= 0 for all k ∈ K that solves (2)–(4) for the given tolls τ .
This proves (i). Let now k ∈ K be given arbitrarily. Summing over Conditions (4)
and applying (i) yields

tki ≤
∑

a∈p

cka(f ; τa) + tkωk
=
∑

a∈p

cka(f ; τa), i ∈ N , p ∈ Pk
i ,

which is equivalent to

tki ≤ min
p′∈Pk

i




∑

a∈p′

cka(f ; τa)



 , i ∈ N . (8)

We now show that for every node i ∈ N that is traversed in a path with positive
commodity flow, the corresponding inequality in (8) is satisfied with equality. To
this end, let p ∈ Pk

i , i ∈ N , be a path with positive commodity flow, i.e., xk
a > 0 for

all a ∈ p. Due to the complementarity in (4), we thus have tkn = cka(f ; τa) + tkm for
all a = (n,m) ∈ p, which yields

tki =
∑

a∈p

cka(f ; τa).

In particular, this means that p is a minimum-cost path from node i to ωk. Next,
we show that at least one equilibrium is preserved by setting

tki = min
p′∈Pk

i




∑

a∈p′

cka(f ; τa)



 (9)

for all nodes i ∈ N \{ωk}. By our previous considerations, it suffices to consider arcs
with zero flow, i.e., a = (n,m) ∈ A with xk

a = 0. In this case, the complementarity
in (4) is trivially satisfied. Hence, we only need to show that tkn ≤ cka(f ; τa) + tkm
holds for tkn and tkm as defined in (9). To this end, let

pm = argmin
p′∈Pk

m




∑

a′∈p′

cka′(f ; τa′)



 .

Since pm ∪ {a} ∈ Pk
n, we have

tkn = min
p′∈Pk

n




∑

a′∈p′

cka′(f ; τa′)



 ≤ cka(f ; τa) +

∑

a′∈pm

cka′(f ; τa′) = cka(f ; τa) + tkm,

where both equalities follow from (9).
Since k ∈ K was chosen arbitrarily, we conclude that (f, x, t) with t = (tk)k∈K,

tk = (tki )i∈N as in (9), and tkωk
= 0 solves (2), (3) and (4) for the given tolls τ . The

non-negativity of t now follows from Assumptions 1 and 4. For all i ∈ N \ {ωk}
and k ∈ K, applying Assumptions 1 and 4 as well as Propositions 1 and 2 to (9)
finally yields

tki ≤ min
p′∈Pk

i




∑

a∈p′

(∑

a′∈A
Ck

aa′fa′ + cfix,k
a + τa

)


≤ min
p′∈Pk

i




∑

a∈p′


∑

a′∈A
Ck

aa′

∑

q∈K
dq + cfix,k

a + τ+a





 . □
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Finally, we note that sufficiently large big-M constants for Problem (5) can be
obtained by exploiting Assumptions 1 and 4 as well as Propositions 2 and 3.

3.2. Existence of Solutions. We now show the existence of an optimal solution to
the overall toll-setting problem (1). To this end, we start with the following result.

Corollary 1. Let τ ∈ T be given arbitrarily. Then, under Assumptions 1–4, it
holds

S(τ) =
{
(f, x) : ∃t so that (f, x, t) solves (2)–(4) with 0 ≤ tki ≤ uk

i , i ∈ N , k ∈ K
}
,

where, for all k = (αk, ωk) ∈ K, we have uk
ωk

= 0 and

uk
i := min

p∈Pk
i




∑

a∈p


∑

a′∈A
Ck

aa′

∑

q∈K
dq + cfix,k

a + τ+a





 , i ∈ N \ {ωk}.

Corollary 1 immediately follows from Proposition 3 in which we state that
imposing tki ≤ uk

i , i ∈ N , k ∈ K, does not affect the flows (f, x) in a Wardrop
equilibrium.

Theorem 1. Under Assumptions 1–4, the toll-setting problem (1) has an optimal
solution (τ, f, x).

Proof. By Assumption 1 and Lemma 1, the toll-setting problem (1) is feasible, i.e.,

F := {(τ, f, x) : τ ∈ T , (f, x) ∈ S(τ)} ≠ ∅.
From Corollary 1 and Propositions 1–3, we further obtain that the feasible set F
of Problem (1) is bounded. Moreover, the set F is described by a finite number of
continuous functions, which implies that F is closed. Since the function (τ, f) 7→∑

a∈A τafa is continuous as well, the Weierstraß theorem thus ensures that the
toll-setting problem (1) has an optimal solution. □
3.3. Valid Inequalities. We now conclude this section by providing valid inequal-
ities for the feasible set of Problem (5) as well as valid inequalities for optimal
solutions to the problem.

Proposition 4. Let τ ∈ T be given arbitrarily. Further, let i, j ∈ N be such
that (i, j), (j, i) ∈ A holds. Then, under Assumptions 1 and 4, the inequalities

zk(i,j) + zk(j,i) ≤ 1, k ∈ K,
are valid for the feasible set of Problem (5).

Proof. We prove the claim by contradiction. To this end, let (τ, f, x, t, z) be feasible
for Problem (5) and let k ∈ K be given arbitrarily. Suppose now that zk(i,j) = 1 =

zk(j,i) holds. Then, Constraints (5e) yield

ck(i,j)(f ; τ(i,j)) + tkj = tki and ck(j,i)(f ; τ(j,i)) + tki = tkj .

From the latter, we obtain

tki = ck(i,j)(f ; τ(i,j)) +
(
ck(j,i)(f ; τ(j,i)) + tki

)
⇐⇒ 0 = ck(i,j)(f ; τ(i,j)) + ck(j,i)(f ; τ(j,i)),

which is a contradiction to Assumptions 1 and 4. Hence, a feasible point for
Problem (5) satisfies zk(i,j) + zk(j,i) ≤ 1. □

From Proposition 4, we particularly obtain 0 ≤ xk
(i,j) ⊥ xk

(j,i) ≥ 0 for all
nodes i, j ∈ N with (i, j), (j, i) ∈ A and all commodities k ∈ K. This means
that, under the assumption of positive travel costs, there cannot be positive com-
modity flow on both an arc and its reversed arc. Finally, we provide valid inequalities
for the tolls τ in an optimal solution to Problem (5).

242



A TOLL-SETTING PROBLEM WITH ROBUST WARDROP EQUILIBRIUM CONDITIONS 9

Proposition 5. Under Assumptions 1–4, there exists an optimal solu-
tion (τ, f, x, t, z) to Problem (5) that satisfies

τa ≥ τ+a

(
1−

∑

k∈K
zka

)
, a ∈ A. (10)

Proof. Under Assumptions 1–4, there exists an optimal solution (τ, f, x, t, z) to
Problem (5) due to Theorem 1. By Assumption 1, an optimal solution particularly
satisfies τa ≥ 0 for all a ∈ A. For all arcs a ∈ A for which the set T imposes the
upper bound τ+a = 0, Inequality (10) is trivially satisfied. Hence, we only need to
consider arcs a ∈ A with τ+a > 0 in the following. Suppose that there is an arc a ∈ A
with τ+a > 0 for which Inequality (10) is violated. If there exists k ∈ K with zka = 1,
this implies τa < 0, which is a contradiction to the feasibility of τ . Hence, if a
feasible point violates Inequality (10), τa < τ+a and zka = 0 for all k ∈ K needs to
hold. In particular, the latter implies xk

a = 0 for all k ∈ K and, thus, fa = 0. We
now set

τ̂a′ =

{
τa′ , a′ ∈ A \ {a},
τ+a′ , a′ = a.

By construction and due to Assumption 1, (τ̂, f, x, t, z) satisfies Constraints (5b),
(5c), (5d), (5f), and (5g). Moreover, (5e) is satisfied for a sufficiently large big-M
constant Mk

a for all k ∈ K. Hence, (τ̂, f, x, t, z) is feasible for Problem (5). By
construction, we further have τa′fa′ = τ̂a′fa′ for all a′ ∈ A, i.e., (τ̂, f, x, t, z) solves
Problem (5) as well. In particular, τ̂a ≥ τ+a (1 −∑k∈K zka) holds. Repeating the
previous procedure until there are no arcs left that violate Inequality (10) concludes
the proof. □

4. Robustification

Up to now, we have considered the setting in which the users of the traffic network
act under perfect information. In real-world applications, however, travelers often
face uncertainties when making their decisions. For instance, the travel costs may
be subject to uncertainty due to unforeseen events such as accidents, maintenance
work, or changing weather conditions. Hence, the assumption of perfect information
seems to be rather strong. In this section, we consider the toll-setting problem (1)
under uncertainties regarding the travel costs, which we tackle using techniques
from robust optimization. In Section 4.1, we present a robustified variant of the
toll-setting problem in which the network users hedge against uncertain travel
costs within a predefined and user-specific uncertainty set. We model this setting
as a mathematical problem with robustified Wardrop equilibrium conditions, for
which we present an MINLP reformulation that exploits binary variables and big-M
constants in Section 4.2. Section 4.3 is devoted to deriving valid big-Ms. We
conclude by proving the existence of robust solutions in Section 4.4.

4.1. A Robust Toll-Setting Problem. We start from the nominal Wardrop
equilibrium model given by Conditions (2)–(4), for which we now assume that the
travel costs of each arc a ∈ A and each commodity k ∈ K are not known exactly.
More formally, we impose the following.

Assumption 5. For all a ∈ A and k ∈ K, the travel costs cka(f ; τa) are subject to
additive deviations Y k

a ∆cka with Y k
a being a random variable with support in [0, 1]

and ∆cka ≥ 0.

The parameters ∆cka ≥ 0 denote upper bounds on the possible deviation from the
nominal travel costs. Since it is unlikely that the costs realize in a worst-case sense
on every arc of the network and, hence, to avoid being overly conservative, we assume
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that each commodity k ∈ K hedges against deviations of up to Γk ∈ {0, . . . , |A|}.
The robustified version of Wardrop’s second principle (4) then reads

0 ≤ cka(f ; τa) + yka∆cka + tkj − tki ⊥ xk
a ≥ 0, a = (i, j) ∈ A, k ∈ K. (11)

Here, for a commodity k ∈ K and a given flow vector xk, the vector yk solves

max
yk

∑

a∈A
(∆ckax

k
a)y

k
a (12a)

s.t.
∑

a∈A
yka ≤ Γk, (12b)

0 ≤ yka ≤ 1, a ∈ A. (12c)

Problem (12) is a linear problem for fixed xk, k ∈ K. Hence, the KKT conditions
are necessary and sufficient optimality conditions, i.e., replacing Problem (12) by its
KKT conditions yields an equivalent reformulation of (11) and (12) that is given by

0 ≤ cka(f ; τa) + yka∆cka + tkj − tki ⊥ xk
a ≥ 0, a = (i, j) ∈ A, k ∈ K, (13a)

0 ≤ ξk + ζka −∆ckax
k
a ⊥ yka ≥ 0, a ∈ A, k ∈ K, (13b)

0 ≤ 1− yka ⊥ ζka ≥ 0, a ∈ A, k ∈ K, (13c)

0 ≤ Γk −
∑

a∈A
yka ⊥ ξk ≥ 0, k ∈ K. (13d)

For notational convenience, we use c̃ka(f ; τa) := cka(f ; τa) + yka∆cka to denote the
robustified travel costs for commodity k ∈ K on arc a ∈ A in the following. We
further emphasize that the equilibrium conditions (2) and (3) do not explicitly
depend on the travel costs. Hence, the set of robust Wardrop equilibria for given
tolls τ and fixed Γ = (Γk)k∈K can be stated as

Srob(τ) = {(f, x) : ∃(t, y, ξ, ζ) such that (f, x, t, y, ξ, ζ) solves (2), (3), and (13)} .
The overall robustified toll-setting problem is then given by

max
τ,f,x

∑

a∈A
τafa s.t. τ ∈ T , (f, x) ∈ Srob(τ). (14)

4.2. An MINLP Reformulation. Similar as it is done in Section 3, we exploit
sufficiently large big-M constants and additional binary variables to linearize the
complementarity constraints in (13). An MINLP reformulation of the robustified
toll-setting problem (14) then reads

max
τ,f,x,t,r

∑

a∈A
τafa (15a)

s.t. τ ∈ T , f =
∑

k∈K
xk, (15b)

∑

a∈δin(i)

xk
a −

∑

a∈δout(i)

xk
a = dki , i ∈ N , k ∈ K, (15c)

c̃ka(f ; τa) + tkj − tki ≥ 0, a = (i, j) ∈ A, k ∈ K, (15d)

c̃ka(f ; τa) + tkj − tki ≤Mk
a (1− zka), a = (i, j) ∈ A, k ∈ K, (15e)

xk
a ≥ 0, xk

a ≤Mk
a z

k
a , a ∈ A, k ∈ K, (15f)

ξk + ζka −∆ckax
k
a ≥ 0, a ∈ A, k ∈ K, (15g)

ξk + ζka −∆ckax
k
a ≤ Nk

aw
k
a , a ∈ A, k ∈ K, (15h)

yka ≥ 0, yka ≤ 1− wk
a , a ∈ A, k ∈ K, (15i)
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yka ≤ 1, yka ≥ vka , a ∈ A, k ∈ K, (15j)

ζka ≥ 0, ζka ≤ Lk
av

k
a , a ∈ A, k ∈ K, (15k)

ξk ≥ 0, ξk ≤ Rkqk, k ∈ K, (15l)
∑

a∈A
yka ≤ Γk, k ∈ K, (15m)

Γk −
∑

a∈A
yka ≤ Rk(1− qk), k ∈ K, (15n)

qk, v
k
a , w

k
a , z

k
a ∈ {0, 1} , a ∈ A, k ∈ K. (15o)

Here, r contains all variables that are used for the robustification of the travel costs as
well as the variables that are introduced for the linearization of the complementarity
constraints, i.e., r := (y, ξ, ζ, q, v, w, z). By construction, Problem (15) is equivalent
to the robustified toll-setting problem (14) for sufficiently large constants Lk

a, Mk
a ,

Nk
a , and Rk for all a ∈ A and k ∈ K. Before we elaborate on how to obtain such

constants in Section 4.3, we provide enhanced formulations for Problem (15) in the
remainder of this section. For this purpose, we need the following auxiliary lemma.

Lemma 2. Let k ∈ K, xk ∈ R|A|
≥0 , and Γk ∈ {0, . . . , |A|} be given arbitrarily. Then,

Problem (12) has an optimal solution yk that satisfies
∑

a∈A
yka = Γk.

Proof. The objective function of Problem (12) is linear for fixed xk, the zero vector
is feasible for Problem (12), and the feasible set of Problem (12) is compact. By
the Weierstraß theorem, Problem (12) thus has an optimal solution yk. Moreover,
the system Myk ≤ v that describes the feasible set of Problem (12) consists
of a totally unimodular matrix M ∈ {0, 1}(|A|+1)×|A| and the right-hand side
vector v =

(
Γk, 1, . . . , 1

)⊤ ∈ Z|A|+1. Hence, by Proposition 3.3 in Wolsey (2020),
Problem (12) has an integer solution. For Γk = 0, Constraint (12b) is satisfied with
equality since yk = 0 is the only feasible point for Problem (12). If

∑
a∈A yka < Γk

holds for some Γk ≥ 1, the integrality of yk implies that there exists at least one
arc a ∈ A with yka = 0. If ∆ckax

k
a > 0 holds, we have a contradiction to the optimality

of yk. Hence, there exists a ∈ A with yka = 0 and ∆ckax
k
a = 0. We set

ŷka′ =

{
yka′ , a′ ∈ A \ {a},
1, a′ = a.

By construction, ŷ solves Problem (12) as well. Repeating the previous procedure
until Constraint (12b) is satisfied with equality concludes the proof. □

By Lemma 2, we can reduce the size of Problem (15) by eliminating the auxiliary
binary variables q used for the linearization of the complementarity in (13d). To
this end, we can replace Constraints (15l), (15m), and (15n) by

ξk ≥ 0,
∑

a∈A
yka = Γk, k ∈ K.

While the complementarity in (13d) is satisfied for any ξ ≥ 0, we emphasize that finite
upper bounds on the variables ξ are required to obtain valid big-M constants Nk

a ,
a ∈ A, k ∈ K, for Constraint (15h). Hence, we additionally impose ξk ≤ Rk for
all k ∈ K.

Proposition 6. The inequalities

vka + wk
a ≤ 1, a ∈ A, k ∈ K,

are valid for the feasible set of Problem (15).
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Proof. We prove the claim by contradiction. To this end, let (τ, f, x, t, y, ξ, ζ, q, v, w, z)
be feasible for Problem (15) and suppose that there exists an arc a ∈ A and a
commodity k ∈ K for which the inequality vka + wk

a ≤ 1 is violated. Hence,
we have vka = 1 = wk

a . Then, we obtain yka = 1 by Constraint (15j), which
contradicts yka = 0 that is obtained from Constraint (15i). □

Finally, we note that the robustified travel costs c̃ka(f ; τa) are positive for all a ∈ A
and k ∈ K under Assumptions 1, 4, and 5. Thus, the valid inequalities derived in
Proposition 4 are also valid for Problem (15). Moreover, since we do not use any
information about the travel costs to prove the validity of Inequalities (10), the
latter are valid for optimal solutions to the robustified toll-setting problem as well.

4.3. Computing Big-Ms. We now derive bounds for the variables of Problem (15),
which we exploit to obtain sufficiently large big-M constants Lk

a, Mk
a , Nk

a , and Rk

for all a ∈ A and k ∈ K. For this purpose, we first prove the existence of a robust
Wardrop equilibrium for given tolls τ ∈ T .

Theorem 2. Let τ ∈ T as well as Γ = (Γk)k∈K with Γk ∈ {0, . . . , |A|} for all k ∈ K
be given arbitrarily. Then, under Assumptions 1–5, there exists (f, x) ∈ Srob(τ).

Proof. By Lemma 2, Problem (12) has an optimal solution yk for arbitrarily
given xk ∈ R|A|

≥0 , k ∈ K. Since the KKT conditions are necessary and suffi-
cient for Problem (12), there exist ξk and ζk = (ζka )a∈A such that (yk, ξk, ζk)
solves (13b)–(13d) for all k ∈ K. Hence, Conditions (13b)–(13d) cannot induce
any infeasibility. Similar as it is done in the proof of Lemma 1, we now apply
Theorem 5.5 in Aashtiani and Magnanti (1981) to prove the existence of a robust
Wardrop equilibrium. For the application of this theorem, it only remains to show
that the robustified travel cost functions c̃ka(f ; τa) are positive and continuous for
all a ∈ A and k ∈ K. The positivity of the travel cost functions immediately follows
from Assumptions 1, 4, and 5. Moreover, Problem (12) is a linear problem for
given commodity flows xk so that we can use classic sensitivity results as, e.g.,
Proposition 4.3.3 in Bertsekas (2016). As a consequence, the function xk 7→ yka∆cka
with yk being an optimal solution to the xk-parameterized linear problem (12), is
continuous for all a ∈ A and k ∈ K. Thus, under Assumption 4, the robustified
travel cost functions c̃ka(f ; τa) := cka(f ; τa) + yka∆cka are continuous. This concludes
the proof. □
Remark 1. The budgeted uncertainty modeling used in Problem (12) is closely
related to the so-called Γ-robust approach presented in Bertsimas and Sim (2003) and
Sim (2004). Pursuing a Γ-robust approach in our setting, however, would imply that
the users of the traffic network hedge against uncertain travel costs on at most Γk

many arcs of the network. This requires imposing integrality on the variables yk in
Problem (12), which leads to robustified travel cost functions c̃ka(f ; τa) := cka(f ; τa) +
yka∆cka that are no longer continuous. Continuity is needed to prove the existence
of robust Wardrop equilibria using Theorem 5.5 in Aashtiani and Magnanti (1981).
Hence, proving existence of Γ-robust Wardrop equilibria in the sense of Bertsimas
and Sim (2003) and Sim (2004) most likely requires different techniques compared
to those used in the last proof.

In the remainder of this section, we provide bounds for the flow variables f and x
as well as for the variables t, ξ, and ζ in a robust Wardrop equilibrium.

Corollary 2. Let τ ∈ T as well as Γ = (Γk)k∈K with Γk ∈ {0, . . . , |A|} for all k ∈ K
be given arbitrarily. Then, under Assumptions 1–5, there exists (f, x) ∈ Srob(τ) that
satisfies

0 ≤ xk
a ≤ dk, a ∈ A, k ∈ K,
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as well as
0 ≤ fa ≤

∑

k∈K
dk, a ∈ A.

Under Assumptions 1, 4, and 5, the robustified travel cost functions c̃ka(f ; τa) are
positive for all a ∈ A and k ∈ K. Hence, Corollary 2 can be shown in analogy to the
proofs of Propositions 1 and 2 by replacing the nominal travel cost functions cka(f ; τa)
with the robustified travel cost functions c̃ka(f ; τa) for all a ∈ A and k ∈ K.

Corollary 3. Let τ ∈ T as well as Γ = (Γk)k∈K with Γk ∈ {0, . . . , |A|} for
all k ∈ K be given arbitrarily and suppose that Assumptions 1–5 hold. Then,
for all (f, x) ∈ Srob(τ), there exists (t, y, ξ, ζ) such that (f, x, t, y, ξ, ζ) solves (2), (3)
and (13), and t has the following properties:

(i) For all k = (αk, ωk) ∈ K, it holds tkωk
= 0.

(ii) For all k = (αk, ωk) ∈ K and i ∈ N \ {ωk}, it holds

0 ≤ tki ≤ min
p∈Pk

i




∑

a∈p


∑

a′∈A
Ck

aa′

∑

q∈K
dq + cfix,k

a + τ+a +∆cka





 =: uk

i

with Pk
i being the set of all simple paths between nodes i and ωk. In particular,

it holds

Srob(τ) = {(f, x) : ∃(t, y, ξ, ζ) such that (f, x, t, y, ξ, ζ) solves (2), (3), and (13)

with 0 ≤ tki ≤ uk
i , i ∈ N , k ∈ K}.

Corollary 3 can be shown in analogy to the proof of Proposition 3 by replacing
the nominal travel cost functions cka(f ; τa) with the robustified travel cost func-
tions c̃ka(f ; τa) for all a ∈ A and k ∈ K.

Proposition 7. Let τ ∈ T as well as Γ = (Γk)k∈K with Γk ∈ {0, . . . , |A|} for all
k ∈ K be given arbitrarily. Then, under Assumptions 1–5, there exists (f, x, t, y, ξ, ζ)
that solves (2), (3), and (13) with

0 ≤ ξk ≤ max
a∈A

{
∆ckadk

}
, k ∈ K, (16)

and
0 ≤ ζka ≤ ∆ckadk, a ∈ A, k ∈ K. (17)

In particular, it holds

Srob(τ) = {(f, x) : ∃(t, y, ξ, ζ) such that (f, x, t, y, ξ, ζ)
solves (2), (3), (13), (16) and (17)}.

Proof. By Theorem 2, there exists (f, x, t, y, ξ, ζ) that solves (2), (3), and (13). Since
the non-negativity of ξ and ζ immediately follows from the feasibility w.r.t. Condi-
tions (13), we only need to prove the upper bounds. To this end, let k ∈ K be given
arbitrarily. If Γk = 0 holds, commodity k does not hedge against any uncertainties
regarding the travel costs, i.e., no additional variables ξk and ζk are introduced
for the robustification of commodity k. Consequently, it suffices to consider the
case Γk ≥ 1. Due to Lemma 2, we can assume w.l.o.g. that

∑
a∈A yka = Γk holds in

a robust Wardrop equilibrium. In particular, this implies that there exists at least
one arc a ∈ A with yka > 0. Condition (13b) then yields ξk + ζka = ∆ckax

k
a. From

the non-negativity of ξk and ζka , we thus obtain

0 ≤ ζka ≤ ∆ckax
k
a and 0 ≤ ξk ≤ ∆ckax

k
a
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for all a ∈ A with yka > 0. Moreover, for all a ∈ A with yka = 0, we obtain ζka = 0
from (13c). Taking all previous considerations into account, we obtain valid bounds

0 ≤ ξk ≤ max
a∈A

{
∆ckax

k
a

}
≤ max

a∈A

{
∆ckadk

}
, k ∈ K,

0 ≤ ζka ≤ ∆ckadk, a ∈ A, k ∈ K,
by exploiting Corollary 2 as well as Assumptions 3 and 5. We further note that im-
posing these bounds does not affect the flows (f, x) in a robust Wardrop equilibrium
for the given tolls τ . This concludes the proof. □

Finally, sufficiently large big-M constants for Problem (15) can be obtained by
exploiting Assumptions 1, 4, and 5, Corollaries 2 and 3, as well as Proposition 7.

4.4. Existence of Solutions. We conclude this section by showing the existence
of solutions to the robustified toll-setting problem (14).

Theorem 3. Under Assumptions 1–5, the robustified toll-setting problem (14) has
an optimal solution (τ, f, x).

Proof. We consider the problem

max
τ,f,x,t,y,ξ,ζ

∑

a∈A
τafa (18a)

s.t. τ ∈ T , (f, x, t, y, ξ, ζ) solves (2), (3), and (13), (18b)

0 ≤ tki ≤ uk
i , i ∈ N , k ∈ K, (18c)

ζka ≤ ∆ckadk, a ∈ A, k ∈ K, (18d)

ξk ≤ max
a∈A

{
∆ckadk

}
, k ∈ K, (18e)

where, for all k ∈ K, we have uk
ωk

= 0 and

uk
i := min

p∈Pk
i




∑

a∈p


∑

a′∈A
Ck

aa′

∑

q∈K
dq + cfix,k

a + τ+a +∆cka





 , i ∈ N \ {ωk}.

By Assumption 1 and Theorem 2, the feasible set of Problem (18) is non-empty.
Moreover, the feasible set of Problem (18) is bounded due to Assumption 1, Corol-
laries 2 and 3, as well as Proposition 7. In particular, the feasible set of Problem (18)
is described by a finite number of continuous functions, which implies its closed-
ness. Since the objective function of Problem (18) is continuous, the Weierstraß
theorem thus ensures that Problem (18) has an optimal solution. From Part (iii) of
Corollary 3 and from Proposition 7, we further obtain

Srob(τ) = {(f, x) : ∃t s.t. (f, x, t, y, ξ, ζ) solves (2), (3), and (13)}
= {(f, x) : ∃t s.t. (f, x, t, y, ξ, ζ) solves (18b)–(18e)}

for arbitrarily given τ ∈ T . Since we consider the same objective functions in
Problems (14) and (18), an optimal solution to Problem (18) solves the robust
toll-setting problem (14) as well. □

5. Case Study

In this section, we present a case study to illustrate how the consideration of
travelers, who hedge against travel cost uncertainty in a robust way, may impact
toll-setting policies. In Sections 5.1 and 5.2, we briefly discuss the computational
setup and the considered test instances. In Section 5.3, we discuss the computational
results of our case study.
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Figure 1. The entire Sioux Falls network (blue and orange nodes)
consisting of 24 nodes and 76 arcs and the “Sioux Falls East” network
(orange nodes) consisting of 12 nodes and 36 arcs.

5.1. Computational Setup. All tests have been realized on an Intel XEON
SP 6126 at 2.6GHz (4 cores) with 32GB RAM, which is part of the high performance
cluster “Elwetritsch” at TU Kaiserslautern within the “Alliance of High Performance
Computing Rheinland-Pfalz” (AHRP).2 The toll-setting problems (5) and (15)
are implemented in Python 3.7.11 and we use Gurobi 10.0.3 to solve them. In
particular, the implementation of our models includes the valid inequalities presented
in Propositions 4, 5, and 6. Preliminary computational tests revealed that including
these inequalities significantly enhances the solution process. Since the toll-setting
models are nonconvex MINLPs, we need to set the Gurobi parameter NonConvex
to 2. All other parameters have been left at their default settings. For each test
run, we set a time limit (TL) of 1 h.

5.2. Test Instances. We consider a subnetwork of the Sioux Falls network
(LeBlanc et al. 1975), which is publicly available at https://github.com/bstabler/
TransportationNetworks. The subnetwork, which we refer to as “Sioux Falls East”,
consists of 12 nodes and 36 arcs. In this case study, we consider a varying number of
origin-destination (OD) pairs ranging from 4 to 8. An illustration of both the entire
Sioux Falls network and the “Sioux Falls East” subnetwork is given in Figure 1. The
travel costs that have been provided for the Sioux Falls network are defined by the
BPR function (U.S. Bureau of Public Roads 1964), which is given by

ca(fa) = cfix
a

(
1 + 0.15

(
fa
ua

)4
)
, a ∈ A.

2We kindly acknowledge the support of RHRK (https://rz.rptu.de/en/).

249



A TOLL-SETTING PROBLEM WITH ROBUST WARDROP EQUILIBRIUM CONDITIONS 16

Here, cfix
a > 0 denotes the fixed costs (“free-flow time”) and ua > 0 denotes the

capacity of an arc a ∈ A. In this paper, we address the problem of determining
optimal tolls in a network with travel cost functions that are affine-linear in the
flows f ; cf. Assumption 4. Hence, we adapt the BPR functions to account for our
setting. In this case study, we consider the travel cost functions

ca(fa; τa) = cfix
a

(
1 + 1.5

fa
ua

)
+ τa, a ∈ A.

We emphasize that these travel costs are separable and that each commodity faces
the same costs. Since the used data for the Sioux Falls network does not contain
toll arcs, we have generated toll arcs using a procedure similar to the one considered
in Brotcorne et al. (2000) and Minh Bui et al. (2022). The method works as follows.
For a given set of OD pairs, we determine the shortest path for each commodity.
For each arc of the network, we then determine the number of shortest paths that
go through that arc. Afterward, we sort the arcs of the network in decreasing order
w.r.t. the number of shortest paths traversing it. Following this order, we convert
each arc and its reversed arc into a toll arc until 2/3 of the desired number of toll
arcs is reached. The remaining 1/3 of the desired number of toll arcs is chosen
randomly among the remaining arcs. Again, if an arc is converted to a toll arc,
we also convert its reversed arc. For all arcs of the network, we impose a lower
bound of 0 on the tolls and we set the upper bound τ+a = 0 for toll-free arcs. For
toll arcs, the upper bounds τ+a on the tolls are set to the fixed travel costs cfix

a .
As usual in the literature, we half the costs cfix

a for toll arcs after their conversion.
Since we define finite upper bounds on the tolls, the revenues of the toll-setting
authority are bounded from above; cf. Proposition 2. In contrast to Brotcorne et al.
(2000) and Minh Bui et al. (2022), we thus do not need to ensure that at least
one toll-free path is preserved for each commodity when converting arcs into toll
arcs. Moreover, since the used data for the Sioux Falls network does not include
uncertainties, we have randomly generated the uncertainty parameters ∆cka and Γk,
a ∈ A, k ∈ K. For all commodities, we consider the same travel cost uncertainties,
i.e., we consider ∆cka = ∆ca for all a ∈ A and k ∈ K. Here, ∆ca is a uniformly
distributed random integer value in the interval [0.5cfix

a , 2cfix
a ]. Moreover, for each

commodity k ∈ K, the parameter Γk takes a uniformly distributed integer value in
the interval [0, 0.5|A|]. We emphasize that Γk may differ among commodities.

5.3. Computational Results. We start by considering the nominal setting, i.e.,
the setting without any uncertainties regarding the travel costs. Reflected by the
running times and the number of investigated branch-and-bound nodes shown in
Table 1, we observe that the resources required to solve Problem (5) increase with
the number of OD pairs. This is to be expected as the number of OD pairs directly
influences the size of the toll-setting problem. For each additional OD pair, we
introduce 2|A| + |N | = 84 additional variables and 3|A| + |N | = 120 additional
constraints in the model. Moreover, since every arc in the “Sioux Falls East” network
has one reversed arc, we further add 0.5|A| = 18 valid inequalities for each OD pair.
Thus, it is evident that increasing the number of OD pairs increases the amount
of resources required to solve the respective toll-setting problems. In addition, the
results in Table 1 indicate that increasing the number of toll arcs in the network
further increases the computational burden. This is due to the fact that more
toll arcs lead to more nonconvex terms in the objective function of the toll-setting
problem (5), which require a special algorithmic treatment. Gurobi tackles these
nonconvexities using spatial branching based on convex envelopes. Overall, even
under the assumption of affine-linear travel cost functions (see Assumption 4),
solving Problem (5) is a highly challenging task. The latter is particularly reflected
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Table 1. The revenues realized through imposing tolls as well
as the runtimes (in s) and the number of investigated branch-
and-bound nodes required to solve the respective nominal toll-
setting optimization problem for the “Sioux Falls East” network
with varying numbers of OD pairs (“|K|”) and toll arcs (“

∣∣Atoll
∣∣”).

Additionally, the optimality gap is shown (in %).

|K|
∣∣Atoll

∣∣ revenues runtime nodes gap

4 4 6000.00 1.90 3544 0.00
6 7176.11 2.76 9765 0.01
8 7176.11 11.58 58 979 0.01

5 4 6000.00 1.28 1100 0.00
6 7415.86 25.57 155 363 0.01
8 7415.86 27.18 153 352 0.01

6 4 6659.88 2.33 3707 0.01
6 7415.86 40.75 168 903 0.01
8 8086.66 3529.97 13 370 122 0.01

7 4 8271.18 2.49 4416 0.00
6 7415.86 162.27 845 334 0.01
8 9697.96 TL 11 804 881 0.40

8 4 8348.09 4.04 2280 0.00
6 7445.88 710.55 2 306 930 0.01
8 9835.07 TL 9 180 328 11.94

Table 2. The revenues realized through imposing tolls as well
as the runtimes (in s) and the number of investigated branch-
and-bound nodes required to solve the respective robustified toll-
setting optimization problem for the “Sioux Falls East” network
with varying numbers of OD pairs (“|K|”) and toll arcs (“

∣∣Atoll
∣∣”).

Additionally, the optimality gap is shown (in %).

|K|
∣∣Atoll

∣∣ revenues runtime nodes gap

4 4 8757.14 286.03 250 597 0.01
6 10 086.90 TL 3 973 530 3.49
8 11 794.84 TL 3 491 529 4.88

5 4 7934.72 TL 2 774 570 4.24
6 9807.33 TL 2 840 066 3.81
8 10 624.36 TL 1 578 972 15.90

by the two instances of the “Sioux Falls East” network that cannot be solved within
the time limit of 1 h.

Compared to the nominal toll-setting problem (5), the robustified toll-setting
problem (15) is significantly larger w.r.t. the number of variables and constraints. For
the “Sioux Falls East” network, we introduce 145|K| additional variables and 363|K|
additional constraints for the robustification and the linearization of robustified
constraints. Moreover, we add 36|K| additional valid inequalities; cf. Proposition 6.
Since, even for the nominal setting, the problem size is a limiting factor for solving
the respective toll-setting problem, the computational challenges resulting from
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Table 3. Nominal vs. robust travel costs for each OD pair in the
“Sioux Falls East” network with 4 (left) and 5 OD pairs (right) with
a varying number of toll arcs (“

∣∣Atoll
∣∣”).

∣∣Atoll
∣∣ OD pair nominal robust

4 (8, 20) 10.02 15.92
(9, 21) 16.44 24.87

(16, 21) 14.59 27.66
(17, 22) 11.55 18.56

6 (8, 20) 10.02 15.92
(9, 21) 15.93 24.64

(16, 21) 13.68 28.40
(17, 22) 11.55 18.46

8 (8, 20) 10.02 15.92
(9, 21) 15.93 24.58

(16, 21) 13.68 27.34
(17, 22) 11.55 18.73

∣∣Atoll
∣∣ OD pair nominal robust

4 (8, 20) 10.02 15.90
(9, 21) 16.44 24.93

(21, 18) 10.20 20.23
(16, 21) 14.59 21.47
(17, 22) 11.55 18.95

6 (8, 20) 10.02 15.90
(9, 21) 15.93 24.72

(21, 18) 10.03 21.03
(16, 21) 13.68 22.04
(17, 22) 11.55 18.88

8 (8, 20) 10.02 15.89
(9, 21) 15.93 24.71

(21, 18) 10.03 21.03
(16, 21) 13.68 22.40
(17, 22) 11.55 18.99

larger models is thus even more pronounced in the robust setting. In Table 2, it can
be seen that only the smallest of our considered instances, i.e., the one with 4 OD
pairs and 4 toll arcs, can be solved within the time limit of 1 h in the robust setting.
Given this limitation, we thus refrain from presenting results for larger instances
with 6 or more OD pairs.

While only one of the instances considered in the robust setting can be solved,
the results presented in Table 2 still provide valuable insights into the impact of
robustified travel decisions on the revenues realized by the toll-setting authority. It
can be seen that, for the “Sioux Falls East” network, the revenues that are realized
by imposing tolls are significantly higher in the robust setting compared to the
nominal one. In this context, we emphasize that it is not the toll-setting authority
that hedges against uncertain travel costs in a robust way, but the users of the
traffic network. In particular, the users of the traffic network decide on their route
choices in a “here-and-now” fashion, i.e., before the uncertainty realizes. Viewing the
overall toll-setting problem as a single-leader multi-follower game, this means that
we consider multiple “here-and-now” followers. Since this problem is considered from
the leader’s perspective, having higher revenues in the robust setting is thus not in
contrast to classic robust optimization theory. To further illustrate this, we show the
nominal and the robustified travel costs faced by each commodity in the “Sioux Falls
East” network in Table 3. It can be seen that, when hedging against uncertain travel
costs in a robust way, users of the traffic network always face increased travel costs
to reach their destination. More formally, the previous observations indicate that,
while the set of feasible flows do not change in the robust compared to the nominal
setting, the set of Wardrop equilibria may change. Hence, for given tolls τ ∈ T ,
neither Srob(τ) ⊆ S(τ) nor Srob(τ) ⊇ S(τ) holds in general.

To further illustrate the impact of robustified travel decisions on the actual route
choices and the imposed tolls, we now focus on the “Sioux Falls East” instance
with 4 OD pairs and 4 toll arcs, which can be solved in both the nominal and the
robust setting. In Figure 2, we show the flows in a nominal Wardrop equilibrium
and the tolls imposed by the toll-setting authority. It can be seen that revenues
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Figure 2. The “Sioux Falls East” network with 4 OD pairs and 4
toll arcs. Each OD pair is color-coded (orange, green, blue, purple).
Dashed arcs represent toll arcs and solid arcs represent toll-free
arcs. Edge labels correspond to commodity flows. For toll arcs,
edge labels are given in the format “flow | toll”. If no label is shown,
there is no flow on that edge.
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Figure 3. The robust “Sioux Falls East” network with 4 OD pairs
and 4 toll arcs. Each OD pair is color-coded (orange, green, blue,
purple). Dashed arcs represent toll arcs and solid arcs represent
toll-free arcs. Edge labels correspond to commodity flows. For toll
arcs, edge labels are given in the format “flow | toll”. If no label is
shown, there is no flow on that edge.
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are only generated by imposing tolls on arc (15, 22). The remaining toll arcs are
not used by any commodity. Nevertheless, we emphasize that imposing tolls on
arcs with zero flow may still be beneficial for the toll-setting authority, even if no
revenues are generated. In this way, the toll-setting authority can influence the
travel decisions of the users of the traffic network such as to encourage or discourage
the use of specific arcs. This may lead to overall higher revenues. In particular,
decreasing the imposed tolls on arcs with zero flow may affect the flows in a Wardrop
equilibrium. Let us now consider the specific routes taken by each commodity. In
Figure 2, we observe that the green and the blue commodities, i.e., OD pairs (9, 21)
and (17, 22), take the most direct route to reach their destination. In doing so, they
accept to pay tolls along the way. The orange and the purple commodities, i.e., OD
pairs (8, 20) and (16, 21), do not take the most direct route and prefer to take a
detour to avoid being charged tolls. However, the situation may change significantly
if users of the traffic network hedge against uncertain travel costs in a robust way. In
Figure 3, we show the imposed tolls and the flows in a robust Wardrop equilibrium.
There are five aspects that we find particularly remarkable. First, revenues are
now additionally generated by imposing tolls on the arcs that connect nodes 16
and 17. This is in contrast to the nominal setting. Second, we note that robust
travel decisions do not affect the actual tolls charged on the arcs of the network for
this instance. Despite the fact that the toll-setting authority imposes higher tolls
on arc (16, 17) in the robust setting (2 vs. 1.5), we emphasize that imposing tolls
of 2 would be optimal in the nominal setting as well; cf. Proposition 5. Third, the
green and the orange commodities do not change their travel decisions when hedging
against travel cost uncertainties in a robust way. Also in the robust setting, the
green commodity takes the most direct route, accepting the toll charges, while the
orange commodity takes a detour to avoid toll arcs. Fourth, the travel decision of
the purple commodity changes completely in the robust setting. Instead of taking a
toll-free detour, it now takes the most direct route, which includes a toll arc. Finally,
we point out that the flow of the blue commodity is split between the most direct
tolled route and the toll-free detour. Moreover, the flows of the blue commodity are
split between (20, 21, 22) and (20, 22) on the toll-free path.

To sum up, our case study illustrates that making robust travel decisions due to
travel cost uncertainties may significantly impact the travel behavior and, thus, the
revenues realized by imposing tolls. We have seen that users of the traffic network,
who hedge against travel cost uncertainties within their user-specific uncertainty
set, may be indifferent to uncertainties, change their travel decisions completely, or
decide on something in between. While we have further observed that the actual
toll-setting policies do not change in the robust setting for the specific “Sioux Falls
East” instance considered in our case study, we note that this may not be the case
in general. Nevertheless, given the significant increase in size and computational
difficulty of the robustified toll-setting problem compared to the nominal one, an
interesting future research question may be to identify situations in which nominal
toll-setting policies also provide favorable results in the robust setting.

6. Conclusion

In this paper, we consider a multi-commodity traffic network in which a toll-
setting authority aims to maximize revenues by imposing tolls on certain arcs of the
network. Users of the traffic network act in the sense of Wardrop’s user equilibrium
so that their individual travel costs are minimized. We model this setting as a
mathematical problem with equilibrium constraints, for which we present a mixed-
integer, nonlinear, and nonconvex reformulation that exploits binary variables and
big-M constants. We prove existence of solutions to this problem, derive correct
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big-Ms, and provide valid inequalities. Moreover, we consider the setting in which
the network users pursue a robust approach to hedge against uncertainties regarding
their travel costs. In this paper, the uncertainties are assumed to vary within
a predefined and user-specific uncertainty set, which relates to the notion of Γ-
robustness. We reformulate the robustified problem as a mixed-integer, nonlinear,
and nonconvex problem and prove the existence of robust solutions. To illustrate
the impact of considering robust travel decisions on the revenues realized by the
toll-setting authority, we further conduct a case study using a subnetwork of the
well-known Sioux Falls network. We observe that addressing uncertainties in the
travel costs may significantly impact the travel behavior and, in particular, may lead
to increased revenues realized by imposing tolls. However, for the specific instance
considered in our case study, we observe that the actual toll-setting policies do
not change in the robust compared to the nominal setting. Given that solving the
robustified toll-setting problem is significantly more challenging than the nominal
one, a potential future research question could thus be to identify situations in
which quality guarantees for nominal toll-setting policies in the robust setting are
available. Another interesting research question could be to identify properties
that ensure the existence of Γ-robust Wardrop equilibria in the classic sense of
Bertsimas and Sim (2003) and Sim (2004). Finally, a possible direction of future
research may be the development of tailored solution approaches that exploit, e.g.,
piecewise-linear approximations of the bilinearities in the objective function of the
toll-setting problem.
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On a Computationally Ill-Behaved Bilevel Problem
with a Continuous and Nonconvex Lower Level

Yasmine Beck, Daniel Bienstock, Martin Schmidt, Johannes Thürauf

Abstract. It is well known that bilevel optimization problems are hard to
solve both in theory and practice. In this paper, we highlight a further compu-
tational difficulty when it comes to solving bilevel problems with continuous but
nonconvex lower levels. Even if the lower-level problem is solved to ε-feasibility
regarding its nonlinear constraints for an arbitrarily small but positive ε, the
obtained bilevel solution as well as its objective value may be arbitrarily far
away from the actual bilevel solution and its actual objective value. This result
even holds for bilevel problems for which the nonconvex lower level is uniquely
solvable, for which the strict complementarity condition holds, for which the
feasible set is convex, and for which Slater’s constraint qualification is satisfied
for all feasible upper-level decisions. Since the consideration of ε-feasibility
cannot be avoided when solving nonconvex problems to global optimality, our
result shows that computational bilevel optimization with continuous and non-
convex lower levels needs to be done with great care. Finally, we illustrate that
the nonlinearities in the lower level are the key reason for the observed bad
behavior by showing that linear bilevel problems behave much better at least
on the level of feasible solutions.

1. Introduction

Bilevel optimization problems are known to be notoriously hard to solve and
this holds true both in theory and in practice. In theory, bilevel problems are
strongly NP-hard even if all objective functions and constraints are linear and all
variables are continuous; see Hansen et al. (1992). This, of course, is also reflected in
computational practice since linear bilevel problems are inherently nonsmooth and
nonconvex problems. Moreover, the single-level reformulations used to solve linear
bilevel problems in practice are nonconvex, complementarity-constrained problems.
Their linearization requires big-M parameters that are hard to obtain in general
(Kleinert et al. 2020) and that often lead to numerically badly posed problems,
which are hard to tackle even for state-of-the-art commercial solvers.

In the last years, algorithmic research on bilevel optimization focused on more
and more complicated lower-level problems such as mixed-integer linear models
(Fischetti et al. 2017, 2018), nonlinear but still convex models (Kleinert et al. 2021a),
or problems in the lower level with uncertain data (Beck et al. 2023; Buchheim and
Henke 2022; Burtscheidt and Claus 2020). When it comes to the situation of a
lower-level problem with continuous nonlinearities there is not too much literature—
in particular in comparison to the case in which the lower-level problem is convex;
see, e.g., Kleniati and Adjiman (2011, 2014a,b, 2015), Mitsos (2010), Mitsos et al.
(2008), Paulavičius and Adjiman (2020), Paulavičius et al. (2020), and Paulavičius
et al. (2016). Due to the brevity of this article, we do not go into the details of
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the literature but refer to the seminal book by Dempe (2002) as well as the recent
survey by Kleinert et al. (2021b) for further discussions of the relevant literature.

There is one important difference when crossing the border from (mixed-integer)
convex to (mixed-integer) nonconvex lower-level problems. The lower-level problem
can, in general, not be solved to global optimality anymore in an exact sense in
finite time since we need to exploit techniques such as spatial branching to tackle
nonconvexities. These techniques only lead to finite algorithms for prescribed and
strictly positive feasibility tolerances; see, e.g., Locatelli and Schoen (2013) for more
detailed discussions. Note that this is in clear contrast to, e.g., linear optimization.
Here, the simplex method is an exact method in the sense that, if applied using exact
arithmetic, the method computes a global optimal solution without any errors; see,
e.g., Applegate et al. (2007). The same applies to simplex-based branch-and-bound
methods for solving mixed-integer linear optimization problems. Algorithms as such
are not available for continuous but nonconvex problems. This means that, just due
to algorithmic necessities, we cannot expect to get exact feasible solutions of the
lower-level problem anymore when doing computations for continuous but nonconvex
lower-level problems. Instead, we have to deal with ε-feasible solutions—at least for
the nonlinear constraints of the lower-level problem.

The aim of this paper is to present an exemplary bilevel optimization problem
with continuous variables and a nonconvex lower-level problem, where the latter
algorithmic aspect leads to the following severe issue:

Even if the feasibility tolerance for the lower level can be made
extremely small, the exact bilevel solution can be arbitrarily far away
from the bilevel solution that one obtains for ε-feasibility in the lower
level, which in particular can be superoptimal out of proportion to ε.
The same is true for the optimal objective function values.

The main idea for the construction of this exemplary bilevel problem is based on
a constraint set presented first by Bienstock et al. (2021). We explicitly note here
that this construction does not make use of large constraint coefficient ranges (all
coefficients are 1) or arbitrarily large degrees of polynomials (we only use quadratic
or linear terms). Moreover, when considered in an exact sense, (i) the example’s
lower-level problem is uniquely solvable, (ii) strict complementarity holds, (iii) its
convex constraint set satisfies Slater’s constraint qualification for all feasible upper-
level decisions, (iv) the upper level does not contain coupling constraints, and (v)
the overall problem has a unique global solution as well. Thus, the bilevel program
does not look like a badly-modeled problem but is shown to behave very badly in a
computational sense, i.e., if only ε-feasible points for the nonlinear constraints of the
lower-level problem can be considered. We also show that the observed pathological
behavior arises due to the nonlinearities as we show that linear bilevel problems
behave much better at least on the level of feasible points.

The example is presented in Section 2 and discussed in an exact sense in Section 3.
Afterward, the example is analyzed in Section 4 for the case of ε-feasibility of
nonlinear constraints. Section 5 presents an analysis of the linear bilevel case. Our
final conclusions are drawn in Section 6.

2. Problem Statement

Let us consider the bilevel problem

max
x∈R2

F (x, y) = x1 − 2yn+1 + yn+2 (1a)

s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2], (1b)
y ∈ S(x), (1c)
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where x, x̄ ∈ R2 with 1 ≤ xi < x̄i, i ∈ {1, 2}, denote lower and upper bounds on the
variables x. Here, S(x) is the set of optimal solutions of the x-parameterized problem

max
y∈Rn+2

f(x, y) = y1 − yn (x1 + x2 − yn+1 − yn+2) (2a)

s.t. y1 + yn =
1

2
, (2b)

y2
i ≤ yi+1, i ∈ {1, . . . , n− 1}, (2c)
yi ≥ 0, i ∈ {1, . . . , n}, (2d)
yn+1 ∈ [0, x1], (2e)
yn+2 ∈ [−x2, x2]. (2f)

We refer to Problem (1) as the upper-level (or the leader’s) problem and to Prob-
lem (2) as the lower-level (or the follower’s) problem. Let us point out that the
lower-level constraints (2b) and (2c) together with y1 ≥ 0 have already been consid-
ered in Bienstock et al. (2021) in the context of approximately feasible solutions for
single-level optimization problems. Let us further emphasize that the number of
variables and constraints of the lower-level problem is linear in n.

Problem (1) is a linear problem in both the leader’s and the follower’s variables.
The only constraints that occur in this problem are variable bounds for the leader’s
variables x. In particular, there are no upper-level constraints that explicitly depend
on the follower’s variables y, i.e., there are no coupling constraints.

Moreover, the feasible set of the lower-level problem is bounded due to the follow-
ing. From (2d) and (2b), we obtain 0 ≤ y1 ≤ 1/2 as well as 0 ≤ yn ≤ 1/2 for any
feasible follower’s decision y. Using Constraints (2c), we further obtain 0 ≤ yi ≤ 1
for all i ∈ {1, . . . , n}. Finally, we have 0 ≤ yn+1 ≤ x̄1 as well as −x̄2 ≤ yn+2 ≤ x̄2

by (2e) and (2f) because the leader’s variables x are bounded. Since all finitely many
lower-level constraints are continuous, the feasible set of the follower’s problem is
compact. In addition to the compactness, the feasible set of the lower-level prob-
lem (2) is non-empty for every feasible leader’s decision (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].
For instance, the point

yi =
i

22n , i ∈ {1, . . . , n− 1}, yn =
1

2
− 1

22n , yn+1 =
1

2
, and yn+2 = 0

is strictly feasible w.r.t. the inequality constraints (2d), (2e) as well as (2f) and
feasible w.r.t. the equality constraint (2b). Here, we exploit the assumption
that 1 ≤ x1, x2 holds to obtain strict feasibility w.r.t. the variable bounds in (2e)
and (2f). Moreover, y is also strictly feasible w.r.t. the inequality constraints (2c)
due to the following. For all i ∈ {1, . . . , n− 2}, we have

yi+1 − y2
i =

i+ 1

22n −
(

i

22n

)2

=
22n

(i+ 1)− i2
(22n)

2 =
22n

+ 22n

i
(
1− i

22n

)

(22n)
2 > 0.

Furthermore, we have

yn − y2
n−1 =

1

2
− 1

22n −
(
n− 1

22n

)2

=

(
22n)2 − 2 · 22n − 2(n− 1)2

2 · (22n)
2

=
22n

(
22n − 2− 2(n−1)2

22n

)

2 · (22n)
2 > 0.

In particular, this means that the problem satisfies Slater’s constraint qualification.
Moreover, the gradient of the single equality constraint (2b) is not the null vector.
Hence, the Mangasarian–Fromovitz constraint qualification (MFCQ) is also satisfied

262



4 Y. BECK, D. BIENSTOCK, M. SCHMIDT, J. THÜRAUF

at every feasible decision of the follower. Let us further point out that all lower-level
constraints are linear except for the quadratic but convex inequality constraints
in (2c). Therefore, the feasible set of the lower-level problem (2) is convex. Never-
theless, the overall lower-level problem is nonconvex since the follower’s objective
function contains bilinear terms.

Before we solve the bilevel problem (1) and (2) in the following sections, let us
briefly summarize the nice properties of the problem. The upper-level problem is
linear and does not contain coupling constraints. The feasible set of the lower-level
problem is convex and compact. For every feasible leader’s decision, the lower-level
problem further satisfies Slater’s constraint qualification and the MFCQ is satisfied
for every feasible follower’s decision.

3. Exact Feasibility

In this section, we determine the unique exact solution of the bilevel problem (1)
and (2). To this end, we start by solving the lower-level problem (2) analytically for
an arbitrary but fixed feasible leader’s decision (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

First, we note that any feasible follower’s decision y satisfies yn > 0. The
reasons are as follows. Let us contrarily assume that yn = 0 holds. Then, Con-
straint (2b) yields y1 = 1/2. From yn = 0 and (2c), it follows that yi = 0 holds
for all i ∈ {1, . . . , n}, which contradicts y1 = 1/2. Consequently, yn > 0 holds. For
later reference, let us briefly summarize the previous observation.

Result 1. For every feasible leader’s decision (x1, x2) ∈ [x1, x̄1]× [x2, x̄2], a feasible
follower’s decision y satisfies yn > 0.

The equality constraint (2b) thus yields y1 < 1/2. From (2e) and (2f), we
additionally obtain

yn (x1 + x2 − yn+1 − yn+2) ≥ 0.

In particular, the latter term is minimized for (yn+1, yn+2) = (x1, x2). Therefore,
the lower-level objective function value can be bounded from above by

f(x, y) = y1 − yn (x1 + x2 − yn+1 − yn+2) ≤ y1 <
1

2
.

It is thus evident that an optimal follower’s decision y∗ satisfies (y∗n+1, y
∗
n+2) =

(x1, x2). Here, we can fix (y∗n+1, y
∗
n+2) since these variables are subject to simple

bound constraints and, in particular, they are not coupled to the other variables of
the follower. Hence, the follower’s problem can be reduced to the convex problem

max
y

y1 (3a)

s.t. y1 + yn =
1

2
, (3b)

y2
i ≤ yi+1, i ∈ {1, . . . , n− 1}, (3c)
yi ≥ 0, i ∈ {1, . . . , n}. (3d)

As shown above, Problem (3) satisfies Slater’s constraint qualification.1 Again as
shown above, the feasible set is compact. Therefore, Problem (3) has an optimal
solution y∗. Because of the equality constraint (3b), the lower-level objective function
value y∗1 is maximized by minimizing y∗n. From Constraints (3c) and the optimality
of y∗, we obtain

y∗i = (y∗1)
2i−1

for all i ∈ {2, . . . , n},
1It can also be shown that the linear independence constraint qualification is valid at all solutions

of the follower’s problem (for any given leader’s decision x). For the latter, see Appendix A.
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where y∗1 denotes the root of the function

h :

[
0,

1

2

]
→ R, z 7→ z + z2n−1 − 1

2
. (4)

In particular, one can show that y∗1 is the unique root of (4). The function h is contin-
uous and strictly increasing on [0, 1/2]. Moreover, we have h(0) < 0 and h(1/2) > 0.
Consequently, there is a unique point y∗1 ∈ (0, 1/2) such that h(y∗1) = 0 holds. Fur-
thermore, the follower’s decision y∗ is the unique solution of Problem (3). To see this,
let us assume that there is another feasible follower’s decision ŷ 6= y∗ for which the
optimal objective function value y∗1 is obtained, i.e., ŷ1 = y∗1 . Then, there must be
at least one quadratic inequality constraint in (3c) that is not satisfied with equality
for ŷ. Otherwise, we have y∗ = ŷ. However, if there is slack in Constraints (3c), we
obtain ŷn > y∗n. Then, (3b) yields

y∗1 =
1

2
− y∗n >

1

2
− ŷn = ŷ1,

which is a contradiction to the optimality of ŷ.

Result 2. For every feasible leader’s decision (x1, x2) ∈ [x1, x̄1]× [x2, x̄2], the set
of optimal solutions of the lower-level problem (2) is a singleton.

In particular, Result 2 means that there is no need to distinguish between the
optimistic and the pessimistic approach to bilevel optimization; see, e.g., Dempe
(2002). Thus, we can finally determine an optimal leader’s decision for the overall
bilevel problem (1) and (2). As (y∗n+1, y

∗
n+2) = (x1, x2) holds in the optimal follower’s

decision y∗, the leader actually solves the linear problem

max
x

−x1 + x2 s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

The unique optimal solution is given by x∗ = (x1, x̄2).

Result 3. The bilevel problem (1) and (2) has a unique solution given
by x∗ = (x1, x̄2) with an optimal objective function value of F ∗ = −x1 + x̄2.

To sum up, the bilevel problem (1) and (2) not only has nice properties such as
a convex and bounded lower-level feasible set as well as a lower-level problem that
satisfies Slater’s constraint qualification, but also has a unique optimal solution.
Moreover, the strict complementarity condition holds for which we give a proof in
Appendix B. Overall, the bilevel problem (1) and (2) is thus well-behaved.

4. ε-Feasibility

In what follows, we determine an optimal solution of the bilevel problem (1)
and (2) under the assumption that we allow for small violations of the nonlinear
lower-level constraints according to the following notion, which is motivated by the
necessary special treatment of nonlinear (and, in particular, nonconvex) constraints
in global optimization as we discussed it in the introduction.

Definition 1. Let 0 < ε ∈ R, f : Rn → R, g : Rn → Rm, and h : Rn → Rp be given.
A point x ∈ Rn is called ε-feasible for the problem maxx∈Rn{f(x) : g(x) ≤ 0, h(x) =
0} if gi(x) ≤ 0 and hj(x) = 0 holds for all i ∈ {1, . . . ,m} \ N as well as for all
j ∈ {1, . . . , p}\M and if max{max{gi(x) : i ∈ N},max{|hj(x)| : j ∈M}} ≤ ε holds,
where N ⊆ {1, . . . ,m} and M ⊆ {1, . . . , p} denote the index sets of all nonlinear
inequality and equality constraints.

A follower’s decision of the form

yi = 2−2i−1

, i ∈ {1, . . . , n− 1}, yn = 0, yn+1 ∈ [0, x1], and yn+2 ∈ [−x2, x2] (5)

264



6 Y. BECK, D. BIENSTOCK, M. SCHMIDT, J. THÜRAUF

is ε-feasible with ε = 2−2n−1

for every feasible leader’s decision (x1, x2) ∈ [x1, x̄1]×
[x2, x̄2] due to the following. The constraints

y1 + yn =
1

2
,

y2
i ≤ yi+1, i ∈ {1, . . . , n− 2},
yi ≥ 0, i ∈ {1, . . . , n},

yn+1 ∈ [0, x1],

yn+2 ∈ [−x2, x2]

are (exactly) satisfied, whereas only the constraint y2
n−1 ≤ yn is violated by

ε = 2−2n−1

. Moreover, the lower-level objective function value is 1/2.

Result 4. If ε ≥ 2−2n−1

, there is an ε-feasible follower’s decision y with yn = 0 for
every feasible leader’s decision (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

It can easily be seen that by increasing n, we can obtain arbitrarily small values
for ε. In particular, there is no ε-feasible follower’s decision that yields a better
objective function value than 1/2. The reasons are as follows. Using the equality
constraint (2b), the lower-level objective function can be re-written as

f(x, y) =
1

2
− yn − yn (x1 + x2 − yn+1 − yn+2) .

For all ε-feasible follower’s decisions, we have

x1 + x2 − yn+1 − yn+2 ≥ 0

because of the linear constraints (2e) and (2f). Consequently, a lower-level objective
function value larger than 1/2 could only be obtained if yn < 0. However, this is
not ε-feasible w.r.t. the variable bounds (2d). In addition, a follower’s decision of
the form stated in (5) is thus an ε-feasible solution of the lower-level problem (2).
Let us point out that, in contrast to the exact case, the follower’s variables yn+1

and yn+2 do not affect the lower-level objective function value in this setting and
can thus be chosen arbitrarily. Therefore, the set of ε-feasible follower’s solutions is
not a singleton anymore.

Result 5. If ε ≥ 2−2n−1

, the set of ε-feasible follower’s solutions is not a singleton
for every feasible leader’s decision (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

Due to Result 5, we need to distinguish between optimistic and pessimistic
solutions. Following the optimistic approach, the follower chooses yn+1 = 0 as well
as yn+2 = x2 such as to favor the leader w.r.t. the leader’s objective function value.
Therefore, the leader actually solves the linear problem

max
x

x1 + x2 s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

The optimistic optimal leader’s decision is thus given by x∗ = (x̄1, x̄2). In the
pessimistic case, the follower chooses yn+1 = x1 as well as yn+2 = −x2 such as to
adversely affect the leader’s decision. In this setting, the leader solves the linear
problem

max
x

−x1 − x2 s.t. (x1, x2) ∈ [x1, x̄1]× [x2, x̄2].

Hence, the pessimistic optimal leader’s decision is given by x∗ = (x1, x2). To sum
up, let us state the main observations of this section.

Result 6. Let ε ≥ 2−2n−1

and suppose that we allow for ε-feasible follower’s
solutions. Then, the optimistic optimal solution of the bilevel problem (1) and (2)
is given by x∗o = (x̄1, x̄2) with an optimal objective function value of F ∗o = x̄1 + x̄2.
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The pessimistic optimal solution is given by x∗p = (x1, x2) with an optimal objective
function value of F ∗p = −x1 − x2.

We now finally compare the results of the exact bilevel solution with the results
for the optimistic and pessimistic setting for the case of only ε-feasibility of the lower
level. In the optimistic setting, the distance between the solutions is x̄1 − x1 and
the difference between the corresponding objective function values is x̄1 + x1. Two
aspects are remarkable. First, by enlarging the feasible interval for the variable x1,
we get an arbitrarily large error and, second, this error is independent of ε, i.e., this
arbitrarily large error occurs independent of how accurate one solves the lower-level
problem.

For the pessimistic setting, the distance between the solution is x̄2 − x2 and the
difference between the objective function values is x̄2 + x2. Hence, we obtain the
same qualitative behavior but now in dependence of the variable x2 instead of x1.

In summary, we obtain the following two main observations. First, we can be
arbitrarily far away from the overall exact bilevel solution. Second, we also obtain
arbitrarily large errors regarding the optimal objective function value of the leader.
The latter is very much in contrast to the situation in single-level optimization
for which sensitivity results are available; see, e.g., Proposition 4.2.2 in Bertsekas
(2016). This is particularly the case for linear optimization problems, where standard
sensitivity analysis results (see, e.g., Theorem 5.5 in Chvátal (1983)) apply as well
and state that a small change in the right-hand side of the problem’s constraints
can only lead to a small change in the optimal objective function value.

Lastly, let us comment on that only very moderate values of n are required to
get the wrong solution. Taking the inequality for ε from Result 6, it is easy to see
that for a given tolerance ε, the parameter n needs to satisfy n ≥ log2(log2(1/ε2))
so that numerically computed solutions do not coincide with the exact solution
for the given ε. For instance, a tolerance of ε = 10−8 already leads to a wrong
result for n = 6. This particularly means that the considered bilevel problem is
moderate in size w.r.t. the number of constraints and variables. For n = 6, we only
have 16 constraints and 8 variables on the lower level. We further note that the used
constraint coefficients are all 1 and that the coefficients are independent from n and
the given tolerance ε.

A Python code for the example considered in this paper is publicly available
at https://github.com/m-schmidt-math-opt/ill-behaved-bilevel-example
and can be used to verify the discussed results.

5. Analysis of the ε-Feasible Linear Case

In this section, we analyze the linear bilevel case, i.e., we study the problem

min
x,y

c>x x+ c>y y (6a)

s.t. Ax ≥ a, (6b)

y ∈ arg min
ȳ

{
d>ȳ : Cx+Dȳ ≥ b

}
(6c)

with cx ∈ Rnx , cy, d ∈ Rny , A ∈ Rm×nx , a ∈ Rm, C ∈ R`×nx , D ∈ R`×ny ,
and b ∈ R`. We assume that the set {(x, y) ∈ Rnx ×Rny : Ax ≥ a, Cx+Dy ≥ b} is
non-empty and compact and that for every feasible upper-level decision x, there
exists a feasible lower-level decision y. This implies that the lower-level problem is
bounded for every feasible upper-level decision and that the dual problem of the
lower level is feasible. We also assume that the set {x ∈ Rnx : Ax ≥ a} is bounded.
Moreover, we consider the setting in which the underlying linear algebra and linear
optimization routines are of finite precision only.
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When finite-precision procedures are used, an algorithm that solves Problem (6)
will output a pair (x̂, ŷ) that may be slightly infeasible. The concern, should that
happen, is that the solution being output can be superoptimal to a degree that is
not proportional to its infeasibility. As discussed in the previous section, such an
outcome can be observed for general, i.e., nonlinear, bilevel problems. In this section,
however, we show that linear bilevel problems behave better in some sense. To this
end, we assume that our underlying solver can ensure the following properties:

• Ax̂ ≥ a− εem and Cx̂+Dŷ ≥ b− εe`,
• d>ŷ ≥ min{d>y : Cx̂+Dy ≥ b} − ε.

Here and in what follows, 0 < ε < 1 is a given tolerance, ek ∈ Rk is the vector of all
ones, and (x̂, ŷ) is used to denote a nearly feasible solution of the bilevel problem (6).

Prior to our analysis, we present a general result that will be used below. This
result can be read from Theorem 3.38 (Page 112) of Conforti et al. (2014). It
can also be obtained from Corollary 3.2b (Page 20) of Schrijver (1986) or from
Theorem 10.2 (Page 121) of Schrijver (1986). We will use the term size to refer to
the (bit) encoding length of a matrix, vector, or formulation, as appropriate.

Definition 2. Let P = {x ∈ Rn : Hx = h, x ≥ 0} with H ∈ Rm×n and h ∈ Rm.
Given z ∈ Rn, we say that z is basic if Hz = h and, defining B = B(z) =
{j : zj 6= 0}, the submatrix HB of H corresponding to the columns in B has rank |B|.
Furthermore, if in addition z ≥ 0, we say that z is basic feasible.

Remark 1. Let P be as in Definition 2. The extreme points of P are precisely the
vectors z that are basic feasible.

Theorem 1. Let P = {x ∈ Rn : Hx = h, x ≥ 0} with H ∈ Rm×n and h ∈ Rm.
There is a constant κ(H) > 0 of size polynomial in the size (of the bit-encoding) of
H such that, for any basic vector v, we have

‖v‖∞ ≤ κ(H)‖h‖∞.
Proof. Let v be basic and set J = {j : vj 6= 0}. Since v is basic, there is a subset of
rows I of H with |I| = |J | such that the following holds:

(i) The submatrix HI,J of H indexed by rows I and columns J is invertible.
(ii) As a consequence, it holds vJ = H−1

I,JhI , where vJ is the subvector of v
indexed by J and hI is the subvector of h indexed by I.

Using submultiplicativity of the norm, we get

‖v‖∞ ≤ ‖H−1
I,J‖∞‖hI‖∞.

The result now follows by defining κ(H) to be the maximum over all ‖B−1‖∞ for B
being an invertible submatrix of H. �

In Theorem 1, we use what is usually termed the standard representation of
a polyhedron. Similar statements can be derived using other representations of
polyhedra, e.g., {x ∈ Rn : Hx ≤ h}, via well-known reformulations.

5.1. Linear Optimization with Errors. We start with some simple observations
for classic, i.e., single-level, linear problems of the form

v∗ := min
x∈Rnx

{
v>x : Mx ≥ f

}
(7)

with v ∈ Rnx , 0 6= M ∈ Rm×nx , and f ∈ Rm. Throughout this section, we assume
that the feasible region for problem (7) is non-empty and bounded. Moreover, we
denote the corresponding dual problem by

max
z∈Rm

{
f>z : M>z = v, z ≥ 0

}
.
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Next, we will derive estimates involving near-feasible and near-optimal points for
Problem (7).

Lemma 1. Suppose that there is a point x̂ ∈ Rnx that is nearly feasible for
Problem (7), i.e., Mx̂ ≥ f − εem. Then, the following holds.

(a) It holds
v>x̂ ≥ v∗ − εκ(M)‖v‖∞,

where κ(M) > 0 is a constant of polynomial size.
(b) There exists x∗ feasible for Problem (7) such that

‖x∗ − x̂‖∞ ≤ εκ1(M)

holds for a certain constant κ1(M) > 0 of polynomial size.

Proof. (a) Let z∗ be an optimal solution of the dual problem of (7). Then,

v>x̂ = (z∗)>Mx̂ ≥ (z∗)>(f − εem) = v∗ − ε‖z∗‖1
holds. In particular, this equation applies to any dual optimal z∗. Since z ≥ 0
is a constraint of the dual problem, the dual feasible region is a pointed
polyhedron, and, w.l.o.g., z∗ is an extreme point. The result now follows
from Theorem 1.

(b) Consider the linear optimization problem

min
x,δ

δ (8a)

s.t. ‖x− x̂‖∞ ≤ δ, (8b)
Mx ≥ f. (8c)

That this is indeed a linear program follows by reformulating (8b) as

xj − δ ≤ x̂j , −xj − δ ≤ −x̂j , 1 ≤ j ≤ nx. (9)

Clearly, the resulting problem is both feasible and bounded since (7) is.
Moreover, (x̂, 0) satisfies the constraints of this problem with additive error
of at most ε. We can therefore apply (a) to this problem to obtain x∗ being
feasible for Problem (7) and such that

‖x∗ − x̂‖∞ ≤ εκ1(M)

holds, where κ1(M) is the κ-constant (of polynomial size in M) that applies
to the matrix for Constraints (9) and (8c). �

Let us emphasize that the result in Lemma 1 applies for any ε > 0, no matter
how large. In particular, it is not required that ε is “sufficiently small”.

Lemma 2. Suppose that there is a nearly primal-dual feasible and nearly primal-dual
optimal pair (x̂, ẑ) ∈ Rnx × Rm for Problem (7), i.e., (x̂, ẑ) satisfies

(i) Mx̂ ≥ f − εem,
(ii) ‖M>ẑ − v‖∞ ≤ ε, ẑ ≥ −εem, and
(iii) v>x̂− f>ẑ ≤ ε.

Then, there exists an optimal solution x∗ for Problem (7) such that

‖x∗ − x̂‖∞ ≤ εκ3(M,v) max{1, ‖f‖∞}
holds for a certain constant κ3(M,v) > 0, whose size is polynomial in the size of
the input data M and v.
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Proof. First, we note that Condition (ii) simply states that ẑ is feasible for the dual
of (7) up to an error of ε. We can thus apply Part (a) of Lemma 1 to obtain

f>ẑ ≤ v∗ + εκ2(M)‖f‖∞, (10)

where κ2(M) is the κ-constant for the dual of (7), which is of polynomial size in M .
Together with (iii), this implies

v>x̂ ≤ v∗ + ε(1 + κ2(M)‖f‖∞). (11)

Next, we consider the polyhedron given by

Mx ≥ f, (12a)

v>x ≤ v∗, (12b)

which is feasible and bounded. By (i) and (11), x̂ satisfies these inequalities with
feasibility error of at most ε(1+κ2(M)‖f‖∞). By applying Part (b) of Lemma 1, we
obtain that there is a feasible point x∗ for (12), i.e., an optimal solution x∗ for (7),
such that

‖x∗ − x̂‖∞ ≤ εκ1(M,v)(1 + κ2(M)‖f‖∞)

holds. �
5.2. Application to Linear Bilevel Problems. We now return to the bilevel
setup as stated in (6). To this end, note that for a given upper-level decision x ∈ Rnx ,
the dual of the lower-level problem (6c) reads

max
z

(b− Cx)>z (13a)

s.t. D>z = d, (13b)
z ≥ 0. (13c)

Lemma 3. Let x ∈ Rnx , ŷ ∈ Rny , and ẑ ∈ R` be such that
(i) Ax ≥ a,
(ii) Dŷ ≥ b− Cx− εe`,
(iii) ‖D>ẑ − d‖∞ ≤ ε, ẑ ≥ −εe`, and
(iv) d>ŷ − (b− Cx)>ẑ ≤ ε.

Then, there exists an optimal solution y∗ for the x-parameterized lower-level prob-
lem (6c) such that

‖y∗ − ŷ‖∞ ≤ εκ4(A,C,D, a, b, d) (14)
holds for a constant κ4(A,C,D, a, b, d) > 0, whose size is polynomial in the size of
the input data A, C, D, a, b, and d.

Proof. By assumption, for a given x, the lower-level problem is feasible and bounded.
We can thus apply Lemma 2 since Conditions (ii)–(iv) correspond to Condi-
tions (i)–(iii) of Lemma 2. Thus, there exists an optimal point y∗ for the lower-level
problem such that

‖y∗ − ŷ‖∞ ≤ εκ3(D, d) max{1, ‖b− Cx‖∞}
holds. Using the triangle inequality and the submultiplicativity of the norm, we
obtain

‖b− Cx‖∞ ≤ ‖b‖∞ + ‖C‖∞‖x‖∞.
Since the feasible region for the upper-level problem is bounded, ‖x‖∞ is upper
bounded by the ∞-norm of some extreme point. We can apply Theorem 1 to obtain

‖x‖∞ ≤ κ′(A)‖a‖∞,
where κ′(A) is the κ-constant (of polynomial size in A) for the system Ax ≥ a. The
proof is now concluded by appropriately defining κ4(A,C,D, a, b, d). �
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Now, we consider the entire bilevel problem (6) and recall a basic definition from
linear optimization.

Definition 3. Let z ∈ R` satisfy D>z = d and define B = B(z) = {j : zj 6= 0}. We
say that z is dual basic if the submatrix D>B of D> corresponding to the columns
in B has rank |B|.

Note that z is dual basic and feasible (i.e., z ≥ 0) if and only if z is an extreme
point of the dual polyhedron to any lower-level problem.

Theorem 2. Let x̂ ∈ Rnx , ŷ ∈ Rny , and ẑ ∈ R` be such that
(i) Ax̂ ≥ a− εem,
(ii) Dŷ ≥ b− Cx̂− εe`,
(iii) ‖D>ẑ − d‖∞ ≤ ε, ẑ ≥ −εe`,
(iv) d>ŷ − (b− Cx̂)>ẑ ≤ ε,
(v) ‖ẑ − z̃‖∞ ≤ ε for some dual basic z̃.

Then, there exists a pair (x∗, y∗) that is feasible for the bilevel problem (6) such that

‖(x∗, y∗)> − (x̂, ŷ)>‖∞ ≤ εκ5(A,C,D, a, b, d),

|c>x x∗ + c>y y
∗ − (c>x x̂+ c>y ŷ)| ≤ εκ6(A,C,D, a, b, c, d)

hold for certain constants κ5(A,C,D, a, b, d) and κ6(A,C,D, a, b, c, d) > 0, whose
sizes are polynomial in the size of the input data.

Proof. By Assumptions (i) and (ii), the pair (x̂, ŷ) ∈ Rnx × Rny is nearly feasible
for the upper- and the lower-level problem of (6). Applying Part (b) of Lemma 1
to (x̂, ŷ) and the system [

A 0
C D

](
x
y

)
≥
(
a
b

)
(15)

yields (x∗, y′) with Ax∗ ≥ a, Dy′ ≥ b− Cx∗, and
‖(x∗, y′)> − (x̂, ŷ)>‖∞ ≤ εκ7(A,C,D), (16)

where κ7(A,C,D) is the κ-constant for System (15). Next, we use (iv) and obtain

d>y′ − (b− Cx∗)>ẑ
≤ ε+ d>(y′ − ŷ)− (C(x̂− x∗))> ẑ

≤ ε+
∣∣d>(ŷ − y′)

∣∣+
∣∣∣(C(x̂− x∗))> ẑ

∣∣∣ .
(17)

Note that, if u, v ∈ Rn, then |u>v| ≤∑n
j=1 |ujvj | ≤ n‖u‖∞‖v‖∞ holds. Moreover,

if Q ∈ Rm×n and u ∈ Rn, then, for 1 ≤ i ≤ m, |(Qu)i| ≤ (
∑n
j=1 |qij |)‖u‖∞ ≤

‖Q‖∞‖u‖∞ by definition of the infinity-norm of a matrix. Hence, using (17) we
obtain

d>y′ − (b− Cx∗)>ẑ ≤ ε+ ny‖d‖∞‖ŷ − y′‖∞ + `‖C‖∞‖x̂− x∗‖∞‖ẑ‖∞. (18)

Further, since z̃ is dual basic, ‖z̃‖∞ is upper bounded by κ(D)‖d‖∞ due to Theorem 1.
Thus, using (v) yields ‖ẑ‖∞ ≤ ε+ κ(D)‖d‖∞. These facts, together with (16) and
(18), yield

d>y′ − (b− Cx∗)>ẑ ≤ εκ8(A,C,D, d),

with κ8(A,C,D, d) ≥ 1 being appropriately defined and of polynomial size. To sum
up, x∗, y′, and ẑ satisfy

(a) Ax∗ ≥ a,
(b) Dy′ ≥ b− Cx∗,
(c) ‖D>ẑ − d‖∞ ≤ ε, ẑ ≥ −εe`,
(d) d>y′ − (b− Cx∗)>ẑ ≤ εκ8(A,C,D, d).
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Thus, by Lemma 3 applied to the error εκ8(A,C,D, d) ≥ ε, there exists an optimal
solution y∗ for the x∗-parameterized lower-level problem (6c) such that

‖y∗ − y′‖∞ ≤ εκ8(A,C,D, d)κ4(A,C,D, a, b, d) (19)

holds. Using this inequality and (16) concludes the proof. �
Remark 2. Assumption (v) in Theorem 2 states that the distance between a nearly
feasible and nearly optimal solution for the dual of the lower-level problem and a
basic solution for the dual is small, which is a reasonable assumption in our setting.

To summarize the statement of the theorem, the distance to feasibility and the
superoptimality of a nearly feasible pair (x̂, ŷ) for the bilevel problem (6) is linear
in ε with coefficients κ that have polynomial size in the input data. This type of
guarantee with polynomial sized coefficients is simply unavailable in the nonlinear
case as we have seen in the previous sections.

6. Conclusion

In this paper, we consider an exemplary bilevel problem with continuous variables
and a nonconvex lower-level problem and illustrate that numerically obtained
solutions can be arbitrarily far away from an exact solution. The discrepancy
between exact and numerically computed solutions is based on the fact that we
cannot exactly satisfy all constraints of the nonconvex lower level when using global
optimization techniques such as spatial branching. The considered problem itself
is well-posed in the sense that we do not use large constraint coefficient ranges
or high-degree polynomials. Moreover, we show that the constraint set of the
lower-level problem is convex, compact, and that it satisfies Slater’s constraint
qualification. In an exact sense, we prove that the lower-level problem as well as
the overall bilevel problem possess unique solutions. It is further established that
LICQ holds in every follower’s solution for every feasible leader’s decision. While
working computationally, however, we can only expect to obtain ε-feasible solutions
of the nonconvex lower-level problem. Furthermore, the set of ε-feasible follower
solutions is not a singleton anymore. Thus, we determine both an optimal solution
for the optimistic and the pessimistic variant of the bilevel problem. By doing so, we
establish that not only the obtained ε-feasible bilevel solutions can be arbitrarily far
away from the overall exact bilevel solution but that there can also be an arbitrarily
large error in the objective function value of the leader.

We also show that the pathological behavior observed for nonlinear lower-level
problems seems to be due to the nonlinearities by showing that linear bilevel problems
behave better at least on the level of feasible points. As an important question for
future research, it is still open if one can prove that the bad behavior can also not
appear for more general problems than linear ones, such as convex problems, in the
lower level.

Finally, our results show that computational bilevel optimization with continuous
but nonconvex lower levels needs to be done with great care and that ex-post checks
may be needed to avoid considering arbitrarily bad points as “solutions” of the given
bilevel problem.
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Appendix A. Proof of the Linear Independence Constraint
Qualification

Let (x1, x2) ∈ [x1, x̄1] × [x2, x̄2] with 1 ≤ xi < x̄i, i ∈ {1, 2}, be arbitrary but
fixed. Further, let y∗ be the exact optimal solution of the follower for the given
leader’s decision x. As shown in Section 3, a follower’s solution y∗ satisfies y∗i > 0 for
all i ∈ {1, . . . , n+ 2}. This means that the non-negativity constraints (2d) as well
as the lower bound constraints in (2e) and (2f) are inactive in an optimal follower’s
decision. Conversely, all quadratic constraints (2c) as well as the upper bound
constraints in (2e) and (2f) are active. Hence, the Jacobian matrix of the single
equality constraint and the active inequality constraints in an optimal decision of
the follower is given by




1 1
2y∗1 −1

2y∗2 −1
. . . . . .

2y∗n−2 −1
2y∗n−1 −1

1
1




.
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All matrix entries that are left blank here correspond to zeros. It is easy to verify
that the Jacobian matrix has full rank, i.e., the linear independence constraint
qualification holds.

Appendix B. Proof of the Strict Complementarity Condition

Let (x1, x2) ∈ [x1, x̄1] × [x2, x̄2] with 1 ≤ xi < x̄i, i ∈ {1, 2}, be arbitrary but
fixed. For the x-parameterized lower-level problem (2), the Lagrangian function
reads

L(y, α, β, γ, δ±, π) =− y1 + yn (x1 + x2 − yn+1 − yn+2)

−
n−1∑

i=1

αi
(
yi+1 − y2

i

)
−
n+1∑

i=1

βiyi

− γ (x1 − yn+1)− δ− (yn+2 + x2)

− δ+ (x2 − yn+2)− π
(
y1 + yn −

1

2

)

with the Lagrange multipliers α ∈ Rn−1
≥0 , β ∈ Rn+1

≥0 , γ, δ± ∈ R≥0, and π ∈ R. The
KKT complementarity conditions of Problem (2) are given by

αi
(
yi+1 − y2

i

)
= 0, i ∈ {1, . . . , n− 1} , (20a)

βiyi = 0, i ∈ {1, . . . , n+ 1} , (20b)
γ (x1 − yn+1) = 0, (20c)

δ− (yn+2 + x2) = 0, (20d)

δ+ (x2 − yn+2) = 0. (20e)

Let y∗ be the exact optimal solution of the follower for the given leader’s decision x.
Further, let α∗, β∗, γ∗, (δ±)∗, and π∗ be the corresponding Lagrange multipliers so
that (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) is a KKT point of the lower-level problem. As shown in
Appendix A, the linear independence constraint qualification is valid at all solutions
of the follower’s problem (for any given leader’s decision x). Hence, the Lagrange
multipliers α∗, β∗, γ∗, (δ±)∗, and π∗ are uniquely determined. Also, as observed in
Section 3, the follower’s optimal decision y∗ satisfies (y∗n+1, y

∗
n+2) = (x1, x2) and

y∗i = (y∗1)
2i−1

for all i ∈ {2, . . . , n},
where y∗1 is the unique root of the function h as given in (4). We now show that the
strict complementarity condition is satisfied.

Observation 1. The point (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) satisfies β∗i = 0 for all i ∈
{1, . . . , n+ 1} as well as (δ−)∗ = 0.

Proof. For all i ∈ {1, . . . , n}, we have y∗i > 0. By (20b), we thus obtain β∗i = 0
for all i ∈ {1, . . . , n}. From (20b), we further obtain β∗n+1 = 0 since y∗n+1 = x1 ≥
x1 ≥ 1 > 0 holds. Finally, due to y∗n+2 + x2 = 2x2 ≥ 2x2 ≥ 2 > 0, (20d)
yields (δ−)∗ = 0. �
Observation 2. The point (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) satisfies γ∗, (δ+)∗ > 0.

Proof. Since (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) is a KKT point,

∇yn+1
L(y∗, α∗, β∗, γ∗, (δ±)∗, π∗) = −y∗n − β∗n+1 + γ∗ = 0,

∇yn+2L(y∗, α∗, β∗, γ∗, (δ±)∗, π∗) = −y∗n − (δ−)∗ + (δ+)∗ = 0

are satisfied. By Observation 1 and y∗n > 0, we obtain γ∗, (δ+)∗ > 0. �
Observation 3. The point (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) satisfies 2α∗1y

∗
1 = 1 + π∗.
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Proof. Since (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) is a KKT point,

∇y1L(y∗, α∗, β∗, γ∗, (δ±)∗, π∗) = −1 + 2α∗1y
∗
1 − β∗1 − π∗ = 0

is satisfied. Since, by Observation 1, we have β∗1 = 0, we obtain 2α∗1y
∗
1 = 1 + π∗. �

Observation 4. The point (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) satisfies 2α∗i y
∗
i = α∗i−1 for

all i ∈ {2, . . . , n− 1}.
Proof. Since (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) is a KKT point,

∇yiL(y∗, α∗, β∗, γ∗, (δ±)∗, π∗) = −α∗i−1 + 2α∗i y
∗
i − β∗i = 0

is satisfied for all i ∈ {2, . . . , n− 1}. By Observation 1, we obtain 2α∗i y
∗
i = α∗i−1 for

all i ∈ {2, . . . , n− 1}. �
Observation 5. The point (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) satisfies π∗ = −α∗n−1.

Proof. Since (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) is a KKT point,

∇ynL(y∗, α∗, β∗, γ∗, (δ±)∗, π∗) = x1 + x2 − y∗n+1 − y∗n+2 − α∗n−1 − β∗n − π∗ = 0

is satisfied. By Observation 1, we have β∗n = 0. Moreover, (y∗n+1, y
∗
n+2) = (x1, x2)

holds. Hence, we obtain π∗ = −α∗n−1. �
Observation 6. The point (y∗, α∗, β∗, γ∗, (δ±)∗, π∗) satisfies α∗i > 0 for all i ∈
{1, . . . , n− 1}.
Proof. We show this by contradiction. Suppose that α∗1 = 0 holds. By Observa-
tion 4 and y∗i > 0 for all i ∈ {1, . . . , n}, we obtain α∗i = 0 for all i ∈ {1, . . . , n− 1}.
Then, Observation 5 yields π∗ = −α∗n−1 = 0. By Observation 3, however, we
obtain 0 = 2α∗1y

∗
1 = 1 + π∗, i.e., π∗ = −1 which is a contradiction to π∗ = 0. Con-

sequently, α∗1 > 0 needs to holds and, thus, we have α∗i > 0 for all i ∈ {1, . . . , n− 1}
by Observation 4. �

To sum up, we have

y∗i+1 = (y∗i )2 and α∗i > 0 for all i ∈ {1, . . . , n− 1} ,
y∗i > 0 and β∗i = 0 for all i ∈ {1, . . . , n+ 1} ,
y∗n+1 = x1 and γ∗ > 0,

y∗n+2 > −x2 and (δ−)∗ = 0,

y∗n+2 = x2 and (δ+)∗ > 0,

i.e., strict complementarity is satisfied.
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A Robust Approach for Modeling
Limited Observability in Bilevel Optimization

Yasmine Beck, Martin Schmidt

Abstract. Many applications of bilevel optimization contain a leader facing a follower
whose reaction deviates from the one expected by the leader due to some kind of bounded
rationality. We consider bilinear bilevel problems with follower’s response uncertainty
due to limited observability regarding the leader’s decision and exploit robust optimization
to model the decision making of the follower. We show that the robust counterpart of the
lower level allows to tackle the problem via the lower level’s KKT conditions.

1. Introduction

In bilevel optimization, some of the variables are constrained to be optimal solutions of
another optimization problem, the so-called lower-level problem. The remaining variables
are decided on in the so-called upper-level problem. The upper-level player (or leader)
makes a decision �rst, anticipating the reaction of the lower-level player (or follower).
The concept of this class of optimization problems dates back to the seminal publications
of von Stackelberg (1932; 1954). In the last years and decades, bilevel problems have
gained increasing attention due to their ability to model hierarchical decision making
processes. These situations arise in various real-world applications such as in energy
markets; see, e.g., Ambrosius et al. (2020), Grimm et al. (2019), and Xinmin and Ralph
(2007), in transportation; see, e.g., Migdalas (1995) and Ben-Ayed et al. (1992), or in critical
infrastructure defense; see, e.g., Brown et al. (2006), DeNegre (2011), Fischetti et al. (2019),
Jain et al. (2010), Kiekintveld et al. (2009), Paruchuri et al. (2008), Pita, Jain, Marecki,
et al. (2008), and Shieh et al. (2012). Thus, it is obvious that the capability of modeling
hierarchical decision processes is important for practice. However, this ability makes
bilevel problems intrinsically hard to solve. Even their easiest instantiations, namely linear
bilevel problems, are strongly NP-hard; see Hansen et al. (1992).

In the classic setting of bilevel optimization, it is assumed that both players act perfectly
rational. However, this assumption rarely holds in many practical applications as both
players may face bounded rationality; see, e.g., Simon (1972). For instance, in Chariri
(2017), it is elaborated on how decision makers are confronted with cognitive limitations
preventing them from reaching a perfectly rational decision. Although Simon’s theory
received considerable recognition, this notion has long been abstracted from. It has been
a point of controversy between economists as it has been accused of being too limited
to individual psychological processes rather than that it �ts the behavior of institutions
and large economies; see, e.g., Dequech (2001) and Rainey (2001). For a more detailed
discussion on bounded rationality, we refer to Rubinstein (1998).

Nevertheless, the consideration of bounded rationality has attained increasing attention
in recent years. One possible reason for bounded rationality is data uncertainty. In
the context of bilevel optimization, these types of problems have been investigated in,
e.g., Haghighat (2014), Dempe et al. (2017), Ivanov (2018), Yanıkoğlu and Kuhn (2018),
Burtscheidt, Claus, and Dempe (2020), and Burtscheidt and Claus (2020). Another reason

2020 Mathematics Subject Classi�cation. 90C17, 90C46, 91A05, 91A26, 91A65.
Key words and phrases. Bilevel optimization, Robust optimization, Bounded rationality, Limited observability,
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for bounded rationality is uncertainty about the decision of the other player. Thus, it is
evident that uncertainty is an important aspect of bounded rationality. In mathematical
optimization, one approach to deal with uncertainties is robust optimization (see, e.g.,
Soyster (1973), Ben-Tal et al. (2009), and Bertsimas et al. (2010)), which we will also exploit
in this paper.

In contrast to the case of uncertain data, decision uncertainty has been much less
investigated in the context of bilevel optimization. Concerning this matter, we focus on the
following two papers. Recently, Besançon et al. (2019) propose a robust approach to hedge
against near-optimal lower-level decisions as a generalization of the “ε-approximation”
introduced in Wiesemann et al. (2013). Pita, Jain, Ordóñez, et al. (2009) consider follower’s
response uncertainty due to limited observability regarding the upper-level decision using
anchoring biases; see, e.g., Kelly et al. (2006).

The contribution of this paper is the following. We follow the concept of Pita, Jain, Or-
dóñez, et al. (2009) to consider follower’s response uncertainty due to limited observability
regarding the upper-level decision. In contrast to the approach using anchoring biases, we
pursue the same idea as in Besançon et al. (2019) and model bounded rationality using
the toolbox of robust optimization. However, while these authors consider the e�ect of
near-optimal decisions of the follower on the upper-level constraints, we focus on how
limited observability regarding the upper-level decision a�ects the problem at the lower
level.

The remainder of the paper is organized as follows. Section 2 gives a brief introduction
of bilinear bilevel problems and the concept of limited observability. In Section 3, we
present an illustrative example to demonstrate the importance of the proposed modeling
aspect. In Section 4, the robust counterpart of the lower level is shown to be a bilinear
problem as well so that we can establish an equivalent single-level reformulation by
replacing the lower-level problem with its Karush–Kuhn–Tucker (KKT) conditions. We
then return in Section 5 to the example to illustrate the e�ect of follower’s decisions under
bounded rationality on the problem studied in Section 3. Further, we address the relation
between limited observability regarding the upper-level decision and bilevel problems
with lower-level right-hand side uncertainty in Section 6. Finally, we conclude in Section 7.

2. Problem Statement

In this paper, we consider the bilinear bilevel problem
min
x ,y

c>x + d>y + x>Ry (1a)

s.t. Ax + By ≥ a, (1b)
y ∈ arg min

y′

{
f >x + д>y ′ + x>Qy ′ : Cx + Dy ′ ≥ b

}
(1c)

with x, c, f ∈ Rn , y,d,д ∈ Rm , R,Q ∈ Rn×m , A ∈ Rk×n , B ∈ Rk×m , a ∈ Rk , C ∈ R`×n ,
D ∈ R`×m , and b ∈ R` . We refer to (1a)–(1b) as the upper level and to (1c) as the nominal
lower level. Here, we consider the optimistic approach to bilevel optimization; see, e.g.,
Dempe (2002). This means that whenever the lower-level problem has multiple solutions y,
the follower selects the most favorable one w.r.t. the leader’s objective function.

In Problem (1), we make the strong assumption that the leader and the follower act
perfectly rational. In real-world applications, however, this assumption rarely holds as
both players face bounded rationality; see, e.g., Simon (1972). Here, we consider follower
response uncertainty due to limited observability regarding the upper-level decision as
proposed, e.g., in Pita, Portway, et al. (2008). This means that the follower cannot perfectly
observe the actual leader’s decision x . Nevertheless, the observed upper-level decision x̄
provides an insight into the leader’s scope of action. Given this knowledge, the follower’s
response is based on x̄ , which is assumed to belong to a given uncertainty setU(x). This
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leads to the robust bilevel problem
min
x ,y

c>x + d>y + x>Ry (2a)

s.t. Ax + By ≥ a, (2b)

y ∈ arg min
y′

{
д>y ′ + max

x̄ ∈U(x )
{
f >x̄ + x̄>Qy ′ : Cx̄ + Dy ′ ≥ b ∀x̄ ∈ U(x)}} (2c)

with a robusti�ed lower-level objective function as well as a robusti�ed feasible set in the
lower-level problem. Note that due to the robusti�cation of the lower-level’s objective
function, the linear term in x cannot be avoided as it is usually done in (bi)linear bilevel
optimization. Throughout this paper, the uncertainty set is parameterized in an a�ne way
by

U(x) = {x + Pζ : ζ ∈ Z ⊆ Rq} (3)
with P ∈ Rn×q and a polyhedral perturbation set

Z = {ζ ∈ Rq : Hζ ≥ h}
for H ∈ Rs×q and h ∈ Rs . To ensure that the original leader’s decision x is still part of the
uncertainty setU(x) one can additional assume that 0 ∈ Z holds.

3. Example: Bilevel Bimatrix Games

A bimatrix game is a non-cooperative two-player simultaneous-move game. This means
that two competitive players, called Player 1 and Player 2, select their strategies at the
same time. Each player can choose from a �nite number of possible actions, which are
called pure strategies. We denote x ∈ Rn as the leader’s mixed strategy if

n∑
i=1

xi = 1 and x ≥ 0

holds. In this case, xi represents the probability that Player 1 plays strategy i ∈ [n] :=
{1, . . . ,n}. Analogously, we obtain the feasible set for the follower’s mixed strategyy ∈ Rm
via

m∑
j=1

yj = 1 and y ≥ 0.

Both players attempt to minimize their objective functions x>Ry and x>Qy with cost
matrices R,Q ∈ Rn×m for Player 1 and Player 2, respectively. The entries Ri j and Qi j
represent the associated costs if Player 1 chooses action i ∈ [n] and if Player 2 selects
strategy j ∈ [m].

In what follows, we consider the sequential bimatrix game stated in Problem (4). Thus,
we refer to Player 1 as the leader and to Player 2 as the follower:

min
x ,y

x>Ry (4a)

s.t.
n∑
i=1

xi = 1, x ≥ 0, (4b)

y ∈ arg min
y′

{
x>Qy ′ :

m∑
j=1

y ′j = 1, y ′ ≥ 0
}
. (4c)

In Problem (4), the leader has to commit to a strategy �rst. Then, after observing the
upper-level decision, the follower’s strategy is determined. In particular, Problem (4) is a
special case of Problem (1).

This type of problem has been subject to extensive research in many real-world appli-
cations in security domains such as defender-attacker scenarios and patrolling; see, e.g.,
Brown et al. (2006), Gatti (2008), Paruchuri et al. (2008), Pita, Portway, et al. (2008), Pita,
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Table 1. Costs for the example in Section 3

y1 y2

x1 (2, 5) (4, 0)
x2 (3, 1) (4, 2)

Jain, Marecki, et al. (2008), Kiekintveld et al. (2009), Jain et al. (2010), Shieh et al. (2012),
and Yang et al. (2014) and the references therein.

Under the assumption that the follower faces limited observability regarding the upper-
level decision, the reformulation of Problem (4) as a robust bilevel problem is given by

min
x ,y

x>Ry

s.t.
n∑
i=1

xi = 1, x ≥ 0,

y ∈ arg min
y′

{
max

x̄ ∈U(x )

{
x̄>Qy ′ :

m∑
j=1

y ′j = 1, y ′ ≥ 0
}}
.

To illustrate follower’s response uncertainty due to limited observability regarding the
upper-level decision, we consider the example depicted in Table 1 with the respective
costs for the leader and the follower. If the leader commits to a pure strategy and the
follower can perfectly observe the upper-level decision, the bilevel solution is given by
x = (0, 1) and y = (1, 0). If the leader commits to a mixed strategy of playing x1 with
probability 1/6 and x2 with probability 5/6, the optimistic follower will select y = (1, 0)
resulting in expected costs of 17/6 for the leader. In Section 5, we will return to this
example to illustrate the case of limited observability regarding the upper-level decision.
Before, we have to consider how these robust bilevel problems can be reformulated as
single-level optimization problems.

4. Single-Level Reformulation

As elaborated in Bertsimas et al. (2010), the lower-level problem (2c) can be replaced
with the robust formulation

min
y,τ

τ (6a)

s.t. д>y + max
x̄ ∈U(x )

{
f >x̄ + x̄>Qy

} ≤ τ , (6b)

Cx̄ + Dy ≥ b for all x̄ ∈ U(x), (6c)
in which the uncertainties only arise in the constraints of the problem. In terms of the
a�ne parameterization of the uncertainty set, Constraint (6b) can be stated as

д>y + f >x + x>Qy +max
ζ ∈Z

{(f +Qy)> Pζ } ≤ τ . (7)

For each �xed y ∈ Rm in the follower’s objective function, the inner optimization problem
in (7) is equivalent to the solution of the linear problem

max
ζ

(f +Qy)> Pζ (8a)

s.t. Hζ ≥ h. (8b)
Similarly, we can replace each constraint in (6c) with the corresponding worst-case scenario

Cj ·x + min
ζ ∈Z

{(
Cj ·P

)
ζ
}
+ D j ·y ≥ bj , (9)
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where Cj · denotes the jth row of C for j ∈ [`]. Thus, (9) requires the solution of
min
ζ

(
Cj ·P

)
ζ (10a)

s.t. Hζ ≥ h, (10b)

for each constraint j ∈ [`]. We denote with σ ∈ Rs and λj ∈ Rs , j ∈ [`], the dual variables
associated with Problem (8) and (10), respectively. The dual problem of (8) is given by

min
σ

− h>σ (11a)

s.t. H>σ = −P> (f +Qy) , (11b)
σ ≥ 0. (11c)

Similarly, we obtain the dual formulation of (10) as
max
λ j

h>λj (12a)

s.t. H>λj =
(
Cj ·P

)>
, (12b)

λj ≥ 0. (12c)
By strong duality, the objective values of the respective primal and dual problems coincide
for primal-dual optimal pairs. Thus, to satisfy the uncertain constraints in (6), the following
inequalities must hold for all dual variables σ and λj

f >x + д>y + x>Qy − h>σ ≤ τ , (13a)
Cj ·x + D j ·y + h>λj ≥ bj , j ∈ [`] , (13b)

as well as (11b)–(11c) and (12b)–(12c). As a result, we obtain the robust counterpart
min

y,τ ,σ ,λ
τ (14a)

s.t. f >x + д>y + x>Qy − h>σ ≤ τ , (14b)
Cj ·x + D j ·y + h>λj ≥ bj , j ∈ [`] , (14c)
H>σ = −P> (f +Qy) , (14d)

H>λj =
(
Cj ·P

)>
, j ∈ [`] , (14e)

λj ≥ 0, j ∈ [`] , (14f)
σ ≥ 0, (14g)

of the lower-level problem. In particular, (14) is a linear problem for each �xed leader’s
decision x . Thus, we can replace the lower level with its KKT conditions and obtain the
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single-level reformulation
min
x ,y,z

c>x + d>y + x>Ry (15a)

s.t. Ax + By ≥ a, (15b)
Cj ·x + D j ·y + h>λj ≥ bj , j ∈ [`] , (15c)
H>σ = −P> (f +Qy) , (15d)

H>λj =
(
Cj ·P

)>
, j ∈ [`] , (15e)

д +Q>x − D>α −Q>Pβ = 0, (15f)
h + Hβ + δ = 0, (15g)
α jh + Hγ

j + ε j = 0, j ∈ [`] , (15h)
f >x + д>y + x>Qy − h>σ = τ , (15i)
α j

(
Cj ·x + D j ·y + h>λj − bj

)
= 0, j ∈ [`] , (15j)

δ>σ = 0, (15k)(
ε j

)>
λj = 0, j ∈ [`] , (15l)

λj , ε j ≥ 0, j ∈ [`] , (15m)
σ ,α, δ ≥ 0, (15n)

where z contains all primal variables used for modeling limited observability in the sense
of robust optimization as well as all dual lower-level variables with σ ∈ Rs , λj ∈ Rs , τ ∈ R,
α ∈ R` , β ∈ Rq , γ j ∈ Rq , δ ∈ Rs , and ε j ∈ Rs for all j ∈ [`]. Note that τ models the
robusti�ed objective function value of the follower. Thus, we could—in principal—dispose
of Constraint (15i) since τ is an auxiliary variable in Problem (14) that could be eliminated
in (14) as well.

5. The Illustrative Example Revisited

We now reconsider the example in Section 3 under the assumption that the follower
faces limited observability regarding the upper-level decision. We focus on the case that
the perceived leader’s decision x̄ is only known to lie within a box, i.e., the uncertainty set
is given by

U(x) = {x̄ = x + Pζ : ζ ∈ Z} ∩ {x̄ : x̄1 + x̄2 = 1}
with

P =

[
p1 0
0 p2

]
∈ R2×2

and the perturbation set
Z = {

ζ ∈ R2 : − 1 ≤ ζi ≤ 1, i = 1, 2
}
.

In particular, this is a special case of a polyhedral uncertainty set. Before we discuss the re-
sults let us briefly comment on the interpretation of the modeling in this setting—especially
w.r.t. the de�nition of the uncertainty set U(x). The �rst set in the de�nition of U(x)
corresponds to the uncertainty modeling of the leader’s decision as stated around (3). In
this example, the leader commits to a mixed strategy, which is a probability distribution
over a �nite number of possible actions. When facing limited observability, the follower
anticipates the resulting simplex structure of the leader’s mixed strategy, which is captured
in the second set of the intersection.

The speci�c example is implemented in Python 3.8 and Gurobi 9.1.0 is used to solve
the single-level reformulation (15). To handle the KKT complementarity constraints we
exploit special ordered sets of type 1 (SOS1) to avoid big-M reformulations that can be
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Table 2. Leader’s strategies under limited observability

p1

p2 0 0.25 0.5 0.75 1

0 (0.167, 0.833) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833)
0.25 (0.167, 0.833) (0.417, 0.583) (0.417, 0.583) (0.417, 0.583) (0.417, 0.583)
0.5 (0.167, 0.833) (0.417, 0.583) (0.667, 0.333) (0.667, 0.333) (0.667, 0.333)
0.75 (0.167, 0.833) (0.417, 0.583) (0.667, 0.333) (0.917, 0.083) (0.917, 0.083)

1 (0.167, 0.833) (0.417, 0.583) (0.667, 0.333) (0.917, 0.083) (1, 0)

troublesome; see, e.g., Pineda and Morales (2019) and Kleinert et al. (2020). Hence, we
restate Constraints (15j)–(15l) as

r j = Cj ·x + D j ·y + h>λj − bj , j ∈ [`] ,
SOS1

(
α j , r j

)
, j ∈ [`] ,

SOS1 (δk ,σk ) , k ∈ [s] ,
SOS1

(
ε jk , λ

j
k

)
, k ∈ [s] , j ∈ [`] .

Tables 2–3 summarize the nominal and robust leader’s and follower’s strategies for dif-
ferent uncertainty set parameterizations that model limited observability. The respective
objective function values are given in Table 4, where the �rst element of the tuple denotes
the value of the leader’s objective and the second one gives the objective function value
for the follower.

First, it can be seen that limited observability regarding the upper-level decision can
lead to deviations of the follower’s strategy from the nominal decision. In this example,
the follower moves from playing the pure strategy y = (1, 0) to committing to the mixed
strategy of playing y1 with probability 1/6 and y2 with probability 5/6 regardless of the
extent to which the follower is limited in the observability of the leader’s decision. In
particular, this means that the follower’s strategy shifts entirely when facing limited
observability. Due to the leader’s anticipation of the follower’s response uncertainty,
the upper-level decision can also change signi�cantly compared to the nominal strategy,
depending on the extent of the uncertainties. Under the assumption that the follower can
perfectly observe the upper-level decision, the leader tends to play x2. However, the greater
the uncertainty regarding the observability of the upper-level decision, the more the leader
tends to play x1. In particular, the leader will commit to the pure strategy of playing x1 for
the uncertainty set parameterization with p1 = p2 = 1. Therefore, not only the follower’s
strategy but also the leader’s strategy can shift entirely if limited observability regarding
the upper-level decision is taken into account. Moreover, it can be seen that the strategies
of both players are symmetric w.r.t. the parameterization of the uncertainty set, which
is due to the simplex structure of the leader’s feasible set. Further, it is noticeable that
the leader’s anticipation of follower’s response uncertainty due to limited observability
regarding the upper-level decision always leads to signi�cantly increased costs for the
leader. In this example, the increase in the leader’s costs is up to approximately 33 % of
the nominal value.

To sum up, this illustrative example shows that limited observability signi�cantly
impacts the solution of the underlying bilevel problem. Thus, this modeling aspect should
not be ignored if the application problem at hand contains a lower-level player that cannot
perfectly observe the leader’s decision.
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Table 3. Follower’s strategies under limited observability

p1

p2 0 0.25 0.5 0.75 1

0 (1, 0) (1, 0) (1, 0) (1, 0) (1, 0)
0.25 (1, 0) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833)
0.5 (1, 0) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833)
0.75 (1, 0) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833)

1 (1, 0) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833) (0.167, 0.833)

Table 4. Leader’s and follower’s objective function values under limited observability

p1

p2 0 0.25 0.5 0.75 1

0 (2.833, 1.667) (2.833, 1.667) (2.833, 1.667) (2.833, 1.667) (2.833, 1.667)
0.25 (2.833, 1.667) (3.764, 1.417) (3.764, 1.417) (3.764, 1.417) (3.764, 1.417)
0.5 (2.833, 1.667) (3.764, 1.417) (3.722, 1.667) (3.722, 1.667) (3.722, 1.667)
0.75 (2.833, 1.667) (3.764, 1.417) (3.722, 1.667) (3.681, 0.917) (3.681, 0.917)

1 (2.833, 1.667) (3.764, 1.417) (3.722, 1.667) (3.681, 0.917) (3.667, 0.833)

6. Relation to Bilevel Problems with Uncertain Lower-Level Data

Compared to the problem under perfect rationality, the consideration of limited observ-
ability regarding the upper-level decision yields signi�cantly larger optimization problems
in terms of the number of variables as well as the number of constraints. Therefore, it
seems reasonable to strive for a more compact formulation to model limited observability.
For this purpose, we now address the relation between Problem (15) and bilevel problems
with uncertain lower-level data. More speci�cally, we consider problems with uncertainties
in the right-hand sides of the lower-level’s constraints, i.e., we consider

min
x ,y

c>x + d>y + x>Ry

s.t. Ax + By ≥ a,

y ∈ arg min
y′

{
f >x + д>y ′ + x>Qy ′ : Cx + Dy ′ ≥ b̄ for all b̄ ∈ U(b)} .

Here, b is the nominal right-hand side andU(b) = U1(b1) × · · · × U`(b`) holds with

Uj (bj ) =
{
bj +

(
p̃ j

)>
ζ j : ζ j ∈ Z j

}
and

Z j =

{
ζ j :

(
H̃ j

)>
ζ j ≥ h̃j

}
,

for all j ∈ [`]. For the ease of presentation, we omit the dimensions of all vectors and
matrices in this section. Similar to the derivation in Section 4, we obtain the single-level
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reformulation
min
x ,y,z̃

c>x + d>y + x>Ry (16a)

s.t. Ax + By ≥ a, (16b)

Cj ·x + D j ·y +
(
h̃j

)>
λ̃j ≥ bj , j ∈ [`] , (16c)(

H̃ j
)>
λ̃j = −p̃ j , j ∈ [`] , (16d)

д +Q>x − D>α̃ = 0, (16e)

α̃ jh̃
j + H̃ j β̃ j + γ̃ j = 0, j ∈ [`] , (16f)

α̃ j

(
Cj ·x + D j ·y +

(
h̃j

)>
λ̃j − bj

)
= 0, j ∈ [`] , (16g)

(
γ̃ j

)>
λ̃j = 0, j ∈ [`] , (16h)

λ̃j , γ̃ j ≥ 0, j ∈ [`] , (16i)
α̃ ≥ 0, (16j)

where z̃ contains all primal variables used for the robusti�cation of the uncertain right-
hand sides as well as all resulting dual lower-level variables λ̃j , α̃ , β̃ j , and γ̃ j . Before we
show how Problem (15) relates to (16), we �rst consider an illustrative example taken and
adapted from Besançon et al. (2019).

Example 1. We consider the linear bilevel problem de�ned by 0 ≤ x,y ∈ R and the data

A =

[
1
−1

]
, B =

[−4
−2

]
, a =

(−11
−13

)
, c = 1, d = −10, R = 0,

C =

[
2
−5

]
, D =

[
1
4

]
, b =

(
5
−30

)
, f = 0, д = 1, Q = 0.

Further, we assume that the perceived decision of the leader as well as the uncertain lower-level
data are known to lie within box constraints, i.e.,

Z = Z j = {ζ ∈ R : − 1 ≤ ζ ≤ 1}, j = 1, 2.
To model limited observability regarding the upper-level decision, we consider the uncertainty
set parameterizations with P ∈ {0.5, 1}. The example is illustrated in Figure 1. The upper-
and lower-level constraints are represented with dashed and solid lines, respectively. The
optimal nominal solution and the two optimal robust solutions are illustrated with thick dots.
It can be seen that limited observability regarding the leader’s decision leads to a parallel shift
of the follower’s constraints, i.e., to lower-level right-hand side uncertainty. In particular, in
this example, the corresponding lower-level right-hand side uncertainty is given by p̃1 = 2P
and p̃2 = 5P .

Based on the observation in Example 1, the question naturally arises on whether limited
observability regarding the leader’s decision can, in general, be modeled as a problem
with uncertain lower-level right-hand side data. If this would be possible, it would be
particularly favorable for scaling reasons, since Problem (15) can get very large. Thus, we
next formally address how Problem (15) relates to Problem (16).

Theorem 2. Let (x,y, z) be a solution of Problem (15) with parameters P , h, and H mod-
eling the uncertainty set. Furthermore, let (x,y, z̃) be a solution of Problem (16) with the
uncertainty sets modeled with the parameters p̃ j , h̃j , and H̃ j , j ∈ [`]. Third, suppose that
the lower-level’s objective function does not contain bilinear terms, i.e., Q = 0, and that
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p = 0.5

p = 1

x

y

Figure 1. Relation between limited observability and uncertain lower-
level data

rank(D>) = rank([D>,д]) holds. Then, the uncertainty modeling parameters satisfy(
h̃j

)>
λ̃j = h>λj , j ∈ [`] , (17a)(

β̃ j
)>

p̃ j = − (
γ j

)> (
Cj ·P

)>
, j ∈ [`] , (17b)(

β̃ j
)> (

H̃ j
)>
λ̃j = − (

γ j
)>

H>λj , j ∈ [`] , (17c)(
β̃ j

)> (
H̃ j

)>
λ̃j =

(
γ j

)> (
H>σ − P>

(
C>j · + f

))
, j ∈ [`] . (17d)

Proof. Under the imposed assumptions, we obtain α̃ = α by dual feasibility. Thus, (17a)
follows immediately from KKT complementarity. For all j ∈ [`], the multiplication of
Constraint (16f) with λ̃j yields

α j
(
h̃j

)>
λ̃j +

(
β̃ j

)> (
H̃ j

)>
λ̃j +

(
γ̃ j

)>
λ̃j = 0.

Due to (16d) and (16h), Constraint (16f) is thus equivalent to

α j
(
h̃j

)>
λ̃j = −

(
β̃ j

)> (
H̃ j

)>
λ̃j =

(
β̃ j

)>
p̃ j , j ∈ [`] . (18)

Similarly, multiplying (15h) with λj and using (15e) as well as (15l) yields

α jh
>λj = − (

γ j
)>

H>λj = − (
γ j

)> (
Cj ·P

)>
, j ∈ [`] .

Then, plugging in (17a) and the results in (18) yields (17b)–(17c). Finally, Equation (17d)
follows immediately from (17c) as well as (15d)–(15e). �

To sum up, there exists a connection between Problem (15) and a suitably chosen
bilevel problem with lower-level right-hand side uncertainty. However, even though we
impose rather strong assumptions (such as the rank condition), the established relation
between the di�erent uncertainty set parameterizations in (17) requires the knowledge of
the lower-level primal and dual variables in advance, which means that the established
result is only an ex-post relation. Thus, Problem (16) cannot be exploited to obtain a more
compact formulation for our modeling of limited observability.
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7. Conclusion

In this paper, we consider bilinear bilevel problems under follower’s response uncer-
tainty due to limited observability regarding the upper-level strategy. To this end, we
exploit robust optimization to model decision making in the lower level under bounded
rationality. An equivalent single-level reformulation is established by replacing the robust
counterpart of the lower-level problem with its KKT conditions. Compared to the prob-
lem under perfect rationality, the presented modeling yields much larger optimization
problems in terms of the number of variables and constraints. However, the problem
remains in the same problem class as the problem without taking limited observability into
account. We present an illustrative example to emphasize the importance of the proposed
modeling aspect. Further, we establish an ex-post relation between the modeling of limited
observability and robust bilevel problems with lower-level right-hand side uncertainty.

In this paper, polyhedral uncertainty sets have been considered. The consideration of
other uncertainty set geometries might be a reasonable aspect of future work.
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